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About Me

2004-2008-2013 > 2013-2016 > 2016-present
AR SR O Berkeley
O Hack for fun software and system security

o Automated vuln. discovery: Tencent CSS TSec 2nd Place, 300+ CVE

0 Automated exploit mitigation: Microsoft BlueHat Prize (Special Recognition Award)
o Automated exploit generation: Tencent CSS TSec Breakthrough Prize (1stplace)

0 Automated attack & defense: DARPA CGC (1st in defense 2015, 2nd in offense 2016)
o Manual hacking: DEFCON CTF (2nd in 2016, 5th in 2015 and 2017)

O Goal: AlphaGo for software security.

2020/8/22 1o better defend yourself, know your enemy first. --- Sun Tzu



Research Interests

-------------------

Applications:
| PC || Blockchain || IoT |: mobile ! Al

....................

Core problems:
Vulnerability < [ defense | x:;‘f;i';z
exploit ]
Techniques:

Program Analysis Al )
and Testing

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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" [PoweriOutage /4 &
= Caused by/Hackers

Ocops, your files have been encrypted! I
What Happened to My Computer?
\ geraant 1oy are em r phed

Can | Recover My Files?
S W aswtee .

OPERATION AURORA

SPE CTRE How To Respond To The Recent Microsoft Internet Explorer Vulnerability

2020/8/22 http://netsec.ccert.edu.cn/chaoz/



Blue-Lotus (coach)

e 2013 first time in DEFCON;

« 2014 5" place;

e 2015 5t place ;

* 2016 2" place; (human vs. machine)
s 2017 5% place ;

« 2018 6™ place

e 2019 34 place

2013:
2014:
2015:
2016:
2017:
2018:
2019:

Global

ppp, men in black hats, raon  ASRT

ppp, hitcon, dragonsector, blue-lotus

defkor, ppp, Odaysober, hitcon, blue-lotus

ppp, b1o0p, defkor, hitcon

ppp, hitcon, a*0*e, defkor, tea-deliverers

defkoroot, ppp, hitcon, a*0*e, sauercloud, tea-deliverers
ppp, hitcon, tea-deliverers



DARPA Cyber Grand Challenge
(Automated Offense and Defense)
(CodeJitsu Team Captain, CQE Defense #1, CFE Offense #2)



Vulnerability Discovery

0 Code Review (10%?)
O Static Analysis

O Dynamic Analysis

O Taint Analysis

O Symbolic Execution
O Model Checking

O Fuzzing (80%7?)

2020/8/22 http://netsec.ccert.edu.cn/chaoz/



Fuzzing

OGoal:
oFinding PoC samples that prove vulnerabilities

OSolution: testing

monitor

Generato ) Security
Mutat Inputs - > violation?

O Find needle in the haystack

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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/ Target /
Application /

Test
Select Mutate
d _‘? —% r— - 1
Seed see Seed Testcases ' Track — !
: Security N Report

Tracking | ! Crashes

________________________________________

Y

Seed < Filter < / v IPotent_iIa_xl_ /
Pool Seeds ulnerabilities

O Iterative testing, keep GOOD seeds, report bugs

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 11



A better strategy: Genetic Algorithm

/ Target /
Application /

Select

Seed

> |nstrument

Y Y
Cov. Security
Algor. Sanitizers

)‘ seed

Mutate
Seed

Test
Testcases | —> :_ﬁ‘a_l;: —k— ______

Y

________ T

Security
Tracking

.| Report
Crashes

Coverage
Tracking

________________________

________________

Seed
(-

Filter
Seeds

o

0 GOOD: coverage increases

00 Bugs: sanitizers

2020/8/22
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A pioneer tool: AFL

Ta'r get' > Instrument
Application l

A

4
Xy
Seed Seed Cov. Security
Testing Selection Mutation Optimizations Algor. Sanitizers
Env Policies Policies
\
Test
%e'egt > seed [—> Né”ta;e > || Tostcases I P ‘L """ -
ee _ ee i Security |, Report
i Tracking || Crashes

A | i
Filtering i Coverage i
Policies ! Tracking !

Seh Filter coverage P v :)Oterl‘)t'il?tl'
Pool Seeds = ulnerabilities

- Evolving: filter out only GOOD samples contributing to code coverage

A

Y
=
o
3]
e

5
Seed
Generation

A

- Scalable: mutation-based, few knowledge required
- Fast: fork-server, persistent, parallel
- Sensitive: support different sanitizers to catch security violations

2020/8/22 http://netsec.ccert.edu.cn/chaoz/



Our works

/ Ta_rget_ / > Instrument
Application /
f S— MOpt (Sec19)

Optimizations

Seed Seed
Testing Mutation i
Env Policies \

Selection
Y

Policies
Test
Select Mutate
—> seed ——> —> ——> ittty
Seed Seed Testcases Track Y -
Security >| Report

Tracking Crashes

Cov. Security
Algor. Sanitizers

Y

Seed Filtering GreyOne (S ec? O) i Coverage |
Generation Policies i Tracking i

________________________________________

\ v

Y
Initial Seed < Filter coverage . Potential
Inputs Pool Seeds g Vulnerabilities

FANS (Sec20) CollAFL (Oakland18)

HOTracer (Secl7)
Vul Dist (ICSE20)



2020/8/22

Improvement 1: Coverage & Seed Selection

http://netsec.ccert.edu.cn/chaoz/
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IEEE S&P 2018

CollAFL: Path Sensitive Fuzzing

Shuitao Gan'!. Chao Zhang?B<. Xiaojun Qin'. Xuwen Tu!. Kaneg Li®. Zhoneyu Pei?. Zuoning Chen®
g ) £ gy g

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 16



Observations (1)

O Collision in Coverage Tracking

O “The size of the map is chosen so that collisions are sporadic with almost all of the intended targets,
which usually sport between 2k and 10k ...” -- from AFL’s description

|  Applications | Size | #ins. | #BB | #edges | collision |
0 AFL uses a 64KB bitmap to track edge coverage LAVA(basc6d) | I193KB 5570 822 [ 1308 [ 08%
LAVA(uniq) 308KB 5285 890 1407 0.92%
LAVA(mdSsum) 234KB 7397 1013 1560 1.02%
5 key: prev LAVA(who) 1.52MB 84648 1831 3332 1.8%
Code in BB1 catdoc 202KB 6448 841 1322 1.29%
i libtasnl S40KB 12511 2163 3820 2.72%
clow 688KB 24655 4286 7001 52%
; key: cur libncurses 338KB | 21486 | 4646 | 7883 | 5.57%
libtifi+tiffset 1.77MB 61119 8974 14826 10.4%
hash = cur@(prev>>1) libtiff+tiff2ps 1.97MB 65932 9632 15927 | 10.84%
. libtff+tf2pdf 2.IMB 71530 10507 17603 | 12.31%
bltmap [hash]++ libming+listswf | 4.04MB 87148 11456 | 19154 | 13.61%
Code in BB2 Tibdwarf 3MB 73921 11698 | 20260 13.7%
tcpdum 1.62MB 127082 18781 32656 312G
nm 8.72MB 218326 1.'%ll’()l | 53652 36.06%
bison .‘._’RMB .’lgﬁlgg 32850 35058 5.’.8’%
O Two edges may have a same hash nasm 34MB | 226665 | 41691 | 57411 | 33.38%
. . libpspp SMB 259501 41323 71335 38.9%
m] D|scard|ng GOOD seeds objdump IT.8SMB | 305620 | 43935 | 74313 | 40.17%
clamav I1.35MB | 347156 | 46140 | 81069 | 42.48%
O Discarding unique Crashes exiv2+libexiv2 4.75MB 283284 59650 91287 45.87%
libsass+sassc 32.8MB 593570 68538 106738 50.7%

O Providing inaccurate coverage info for fuzzing policies — LA S0 WAL SRR LN SR




Observations (2)

O Few seed selection policies aim at increasing the code coverage directly
QE.g., AFLfast, VUzzer, AFLgo, QTEP, SlowFuzz

O Coverage-first seed selection policies could reach higher code coverage faster.

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 18



Our Solution: CollAFL

Target / >
Lo >| Instrument
Application /

A

Seed

Seed

- . . C Cov. Security
Testing Selection Mutation Splillsat o Algor. Sanitizers
Env Policies Policies
\
Y Y
Test
Select Mutate
—>| seed ——> > —> e e .
Seed Seed Testcases 1 Track — !
i Security || .| Report
I Tracking | | ~| Crashes
Seed Filtering i Coverage i
Generation Policies : Tracking :

______________________________________

Y
v Y

Initial Se;h - Filter Coverage < Potent_ia_\l_
Inputs Pool - Seeds g Vulnerabilities

O Mitigate collision in coverage tracking

O Apply coverage-first seed selection policy

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 19



2020/8/22

RQ1: Eliminate hash collisions

OAFL uses a 64KB bitmap to track edge coverage

; key: prev
Code in BB1

; key: cur

hash = cur@(prev>>1)
bitmap[hash]++

Code in BB2

http://netsec.ccert.edu.cn/chaoz/
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Execute Speed
3
2
#

AW =
\

40.00%
20.00% '
20.00%
10.00%
0.00% 0.00% -
S4cs 8B XNeE S M bt am e 16M m cflow
Bitmap Size

120.00%
100.00% *
60.00% O=candec
bt e ¥ 20!
S = Raleuia 80.00%
o ——
o 50.00% 3 Wttt e tithiot
g =i tmngs s tuwd
> \ bty
3 40.00% e bruthe e

6D 12808

25668 S M

Bitmp size

= AVA{uNiY)
~E=LAVAImdSsum)
“E=LAVA[basetd)
==LAVA[who)
—_r=litainl
~&—Catdoc
—p— it 2N
w——( it tuff2ps
— ittt
=+=Lbming sistywf
~8—anutls+ocbydump
—-Snutiserm
==Tcpdump
w—=Exiv 2
~&—vm
w—t—Nasm
—=—fbncunes+aptonfo
= Camav
—Ubaveaveony
~@=Uttoment

A Libpsppt ppp-COnvert
“HEUtnassesaac
¥ Dwarddump

Fig. 4: Edge collision rate drops if enlarge bitmap size. Fig. 5: Execution speed drops too if enlarge bitmap size.

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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Our solution: intuition

O Replace the hash algorithm, without much performance loss

; key: prev

code
hash = cur@(prev>1)

; key: cur hash = (cur>x)@(prev>y) +z
; paras: X, Y, Z

bitmap[hash]++

code

O Each block could have different combination of parameters x,y,z

O Search parameters x,y,z for all blocks one by one, to avoid collisions.

0 harder and harder to find parameters for remaining blocks.

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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2020/8/22

Our solution: in-a-nutshell

N4/

N/

l

p = load _prev

h=xorp,( cur>>x

p = load _prev

h+=2
bitmap[h] += 1
store _prey, (_cur >>y)

n = lookup(p, cur

bitmap[h] += 1
store _prev, (_cur>>y)

// ¢ is a constant
// for this block

bitmap|[c] += 1
store _prev, (_cur>>y)

(1) Fmul

(2) Fhash

(3) Fsingle

OSearch parameters x,y,z for multi-precedent blocks

OConstruct hash table for unsolvable multi-precedent blocks

OAssign un-used hashes to single-precedent blocks

http://netsec.ccert.edu.cn/chaoz/
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The bitmap will be enlarged when the edge count is larger than bitmap size, otherwise collision is inevitable.

Most BBs have only one precedent, saving hash computation and improving runtime performance.

2020/8/22

Performance of Collision Mitigation

Applications bitmap AFL CollAFL
size #ins. delta | Fmul|| Fsingle ash | coll. ratio
libncurses 64KB 37168 | -293% | 1779 2867 0 0
clamav 128KB | 368912 | -4.45% | 14845 31269 26 0
64KB - - | 17573 28567 0 19.16%
libav 256KB | 1264072 -0.6% | 75068 || 82915 26 0
64KB - - | 10392 147617 0 14.32%
libtorrent 256KB | 1314568 | -291% 630!2 l(_)l.'_‘()‘) 4 0
64KB - - | 10756 || 153569 0 74.84%
libpspp 128KB | 330528 | -3.15% | 15444 25872 7 0
' 64KB - - | 16946 24377 0 8. 13%
libsass 128KB | 548296 -3% 2(_)89? 4 l6~'§0 1 0
64KB - - | 15785 52753 0 38.6%
libdwarf 64KB 93568 | -5.03% | 3494 8202 2 0
bison 64KB | 342848 | +1.36% | 23760 | 19096 0 0
cflow 64KB 34288 | -1.44% | 1896 2390 0 0

http://netsec.ccert.edu.cn/chaoz/
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RQ2: Coverage-first seed selection

CPrioritize seeds with more untouched branches

code

I

Path explored code

by a seed [\\\\\

code untouched

I

code touched

untouched

COMutations on these seeds are more likely to exercise those untouched
branches, contributing to coverage.

2020/8/22 http://netsec.ccert.edu.cn/chaoz/



Evaluation: Code Coverage

020% more paths over AFL

With extra untouched-branch seed selection policy

2020/8/22

With collision mitigation only

/

T~
Software | AFL | CollAFL -br -desc -mem | AFL-fast | Coll AFL-fast
Cflow [1080| +3.43% |+59.17% [+41.11% | +21.3% 1389 +7.27%
bison |[1388| 49.51% [+50.94% [+75.36% |+63.04% 1969 +6.81%
uff2pdf |5332| +5.46% | +11.7% |+14.12% +10% 4979 +2.37%
listswf [4292| +1.34%| +6.85%| +3.36% | +0.07% 4104 +0.79%
libnurses | 1529 |+19.56% | +29.5% [+19.62% |+26.95% 1848 +0.6%
tuffset |1784| +0.73% | +5.04% [+10.82% | -4.37% 1616 -1.86%
exiv2 [1209|+36.56% |+36.06% | +6.45% |+21.17% 201 +17.62%
libtasnl | 465|+15.27% |+59.14% |+33.76% |+53.33% 511 +4.31%
libsass |8790| -1.37%/| -0.61%| +3.69%| -1.66% 8771 -1.25%
nm [2389|+11.76% | -17.79% | -14.65% | -16.83% 1493 +47.15%
libpspp |2258| +6.64%| - G| -4.07%| -0.27% 1772 +9.14%
Average |2774 +9.9%j(+20.78%1+l7.23% +15.7% 2604 +8.45%
) —

http://netsec.ccert.edu.cn/chaoz/
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Evaluation: Crashes

0320% more unique crashes than AFL (CollAFL-br)

700%

600%

o00%

400%

300%

200%

average

- I | 1 |

0% -f I il
3 O “l, e
N O \ '\_‘O \Co \"(*‘ Ry ’-b’ &’ c,
SR N \\0\«»\ S NN @Q

m AFL mCollAFL u CollAFL-br = CollAFL-desc

2020/8/22 - CO“AF L-mem h-tA/F;rke-tsec cCert.edu. cn/ aoz/AF L- fa St

maverage




0134 new bugs, 23 collided bugs, 95 CVE, 9 ACE

S = l uniq vulncrabedities AFL unknown vaincrabilises
Applications Aot Ccrashes wnknown kmown -desc -mem CVE ACE

bt 10% 1560 10 k) i 5 . 7 3
libeasn | 412 1 1 () 0 1 0 1 0
hbming 045 1303 2 - 2 3 2 2 o
Libncurses 6.0 S26 15 0 1 10 7 1 2
Tibexuv 2 026 3o Jr ] 14 0 < 15 9 13 5]
libsass i350 135 10 > 4 12 9 9 0
libpapp 0105 412 10 2 4 10 12 6 0
bison 304 212 3 2 ] S 2 0 0

cBow Is Jow 7 2 4 s o 0 0
Banutils 228 397 3 3 3 s 6 2 ]
libav 121 2359 2 0 [ 2 1 2 0
cpdump 490 10 3 0 1 3 7] 7] 0
clamas 0.992 12 1 0 0 1 1 1 1 0
Ibdward 20175316 i3 i 0 i 1 i 0 i 0
libtoarent 113 177 | 0 0 1 1 1 1 0
nasm 214 1619 17 0 s 17 17 12 13 b
vim 50679 % 5 0 i 5 5 > 1 ]
catdon n«:._.: ;6 3 0 2 3 3 2 1 ]
libg xps 0.2 32 1 0 1 1 1 1 1 0
Ut:;pz'; (350 i i 0 0O i i i i O
Libraw D182 ) 1 0 0 1 1 0 1 0
Labdowuts 320 3% 10 0 4 = ? o ? 0
Graphicmagack 1.3.36 R% K 0 2 B 3 3 2 0
2012 122 10 3 s 14 13 o 9 0

—% - 7501 154 2315 141 9 95 9
— Fraction of sotal vul. - - BN htcoc Lok o A2 o, S0% || 90% | 9% 63% 61% %
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Improvement 2: Seed Mutation & Tracking

http://netsec.ccert.edu.cn/chaoz/

31



USENIX Security 2020

GREYONE: Data Flow Sensitive Fuzzing

Shuitao Gan', Chao Zhang*>=, Peng Chen®, Bodong Zhao?,

Xiaojun Qin', Dong Wi, Zuoning Chen’

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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[/ magic number: direct copy of input[0:8] vs. constant
1f(ubd(input) == ubd("MAGICHDR")){
bugl ().
)
[/ checksum: direct copy i1nput|[8:16] vs. computed val

if(ub4(input+8) ==
bug2():

sum( input+16, len —16))|

}

[/ length: direct copy of input|[16:18] vs.
if( ul6(Cinput+16) > len )) { bugd(): }

[/ indirect copy of input[18:20]
if(foo(ul6(input+18))==...){ bugd(); }

constant

COWhere to mutate?
O input[0:8]

COHow to mutate?
0 MAGICHDR

[0 Seed prioritization

O 1 byte match, vs.
O 7 bytes match

[/ implicit dependency: varl depends on input[20:24]
1f (u32(input+20) == ...){
varl = :
J
[/ varl may change if input[20:24] changes
[/ FTI infers: varl depends on input[20:24]
if (varl == ...){ bugdS(): )
2020/8/22 Data flow informationasuseful for fuzzing 33



What types of data-flow features?

OTaint attributes
oDependency between inputs and variables

OBranch value conformance
oDistance between branch condition operands

Cpr(br,S) = NumE qualBits(varl,var2)

OThe higher conformance, the closer distance

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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Target

/

/

Our Solution: GreyOne

A

Testing
Env

Seed

Generation

Y

i Initial 2 Seed
Inputs (

O Data flow trac

2020/8/22

Application /

Seed
Selection

Policies

Select
Seed

——>| seed

Seed
Mutation
Policies

\

/

Instrument

Mutate

—>

Filter

o

\ Seeds /

e

King

O Guided seed mutation

O Data sensitive evolving

Testcases

Y Y
SO
Obtimizations | | 12Nt i | Cow. Security
P ' Ana. | Algor. Sanitizers
( p;
Security || || Report
! Tracking | Crashes
Coverage i
Tracking !

Y

Potential

/ Vulnerabilities

y
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RQ1: How to efficiently get data-flow features?
* taint attributes
* branch value conformance

RQ2: How to utilize data-tflow features to guide mutation?

RQ3: How to utilize data-tflow features to tune fuzzing direction?



OTraditional dynamic taint analysis

o Libdft/DFSan...

RQ1-1: Taint Attributes

0 Propagate taint inst. by inst.

o Taint rules manually/automatically

OFuzzing-driven Taint Inference (FTI)

OInterference rule

o Under-taint and over-taint issues

//under—taint: missing taint model
varl = externalCall(u32(input));
//brl depends on [0,1.,2.,3]

if(varl > ... )|

)

/[/over—taint: bit masking

var2 = varl & OxFFFF

[/ br2 depends on [0 .,1]

if(var2 == ...)|

)

/[/under—taint: implicit control flow
while(var2 ——)|

var3 ++;

)

v(var,S) # v(var,S|i))

O Taint inference

OByte-level mutation
dBranch variable monitoring
ODeterministic fuzzing stage

OComparison
0 Speed: faster

0 Manual efforts: none, arch-independent

o0 No over-taint

O less under-taint

http://netsec.ccert.edu.cn/chaoz/
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Performance of FTI

|

e T —— Ubsndfile et
Readelf Readel! IS
N Cliow s
] Nasm
T 2pd¢ Tiffset
. Uniq I
L ]
Che DT —— N
Ubwpd
s e MdSsum I
| Titizpat I
Bon e e who B
Ubsndfile I Neurses |
PRRTTIEN . o S—— Ga—) | Bases |} ® Tracking-path-only
c Fig2dev | -FT |
Mmdssum I Ceefilt |
B | Siscn - |
‘ 2d - - > » L} *
Bl IIIIIE— o 100 200 300 200 S00 600
0% 209 40% 60% S0% 100% Yime (second)

®mFTi-only mFTINDTA DTA-only

Average speed of analyzing one seed by FTI1

Proportion of tainted untouched branches reported
P P v FTI brings 25% overhead on average

v FTI outperforms the classic taint analysis solution DFSan
v FTI finds 1.3X more untouched branches that are tainted

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 38



Conformance of constraints

v" Expressing the distance of tainted variables to values

expected in untouched branches

v" Higher conformance means lower complexity of mutation

Features

v Low instrumentation overhead
v" Keep the original construct of program

¢

v' Able to evaluate conformance for comparisons between

non-constant variables

2020/8/22

http://netsec.ccert.edu.cn/chaoz/

=)

Conformance of one branch

Cpr(br,S) = NumE qualBits(varl, var2)}

Q1: How to evaluate single constraint? !
: Q2: How to evaluate a set of constraints?

s

Cpp(bb,S) =
.

Conformance of a basic block

MAX
breEdges(bb)

IsUntouched (br) * Cp,(br,

)

s

Conformance of one path

Cseed (S) -

3

bbecPath(S)

Cggp(bb,S)

39



/ Target /
Application /
A

Testing
Env

Seed

Generation

Y

Initial Seed
{ Inputs ; (

Seed
Selection

Policies

Select
Seed

—>

A

seed

Where and how to mutate?

> Instrument ,
Yo \
RS
Seed l L .
Mutation Optimizations | | Taint ! S Segl{rlty
Policies 1 Ana. | Algor. Sanitizers
. py
\4 A4
Test :
: Mutate E R e e
Seed Testcases iTrack . Y - i
| i Security HE Report
I I Tracking |1 | ~| Crashes
A : I A Y J I
| | | |
Filtering | ' _________ | L i data flow | Coverage i
Policies ! ' Tracking i Tracking !
Y
Filter Potent_ie_zl_
Seeds coverage )< Vulnerabilities

4




How to mutate direct copies of input?
v' Direct copies

€ Magic number, Checksum...
v Execute twice

€ First round

€ FTI taint analysis: input offsets, expected value

€ Seccond round
€ Mutate and test

: How to mutate indirect copies of input?
: v/ Random bit flipping and arithmetic operations on each dependent byte
i v/ Multiple dependent bytes could be mutated together

Mltlgate the under-taint issue
: v/ Randomly mutate their adjacent bytes with a small probability

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 41



RQ2: taint-guided mutation (where)

§Where to mutate?
: v Explore the untouched neighbor branches along this path one by one
: @ In descending order of branch weight

_ v For specific untouched neighbor branch

€ Mutating its dependent input bytes one by one
@ In descending order of byte weight

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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RQ2: taint-guided mutation (order)

Olnputs may affect program variables, which may influence branches

Byte O} L. CGari >4 F

Byte1 |- ... | :E E explored

snez] | lGED g,

Byte 3 = p A—

Byte 4 |..- - E 'r "'E'explored

Byte Nj CQarM> Goiaareee e  “Unexq

(a) Seed Input (b) Program Variables (c) Branches in Path

OPrioritize bytes to mutate: affecting more untouched branches

Wiyte (S, pos) = Z IsUntouched (br) x DepOn(br, pos)
brePath(S)

OPrioritize branches to explore: depending on more high-weight bytes

Wy, (S,br) = Z DepOn(br, pos) * Wy (S, pos)
2020/8/22 %t‘b?%etsec.ccert.edu.cn/chaoz/
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Target / > Instrument
Application / - !
A . Y ) v
C__ . 3
Seed Seed L :
Testing Selection Mutation Optimizations | | 20 1 | Con || e
Env Policies Policies IL\ ————— ;
\4 Y |
Test :
Select Mutate :
——>| seed |—> > ——> S .
Seed Seed Testcases ' Track ! Y — !
i | Security | | | Report
I I Tracking | /| ~| Crash
A A : Yy 9| e
Seed Filtering | ' ____________________________|_______ L_____1 data flow i Coverage |
Generation Policies : | Tracking i Tracking !
N N
Initial Seed Filter Potential
Inputs Pool € Seeds coverage )< Vulnerabilities

4

Tune evolution direction with Branch Conformance



RQ3: Conformance-guided evolution

* New coverage

OUpdating seed queues:

] * Same coverage, higher path conformance
o the higher conformance, the better

* Same coverage, same path conformance,

0 together with AFL’s policy: coverage-guided different branch conformance

= Ty
o )
ol LV

S - ———

"o

e - ————
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Evaluation: Code Coverage

6000 2000
H $ 1800 -
— Y — 3 H
Applicat Path Coverage Edge Coverage 4 o -S|
AFL | CollAFL-br | Angora | GREYONE(INC) | AFL | CollAFL-br | Angora || GREYONE (INC) e 2 1200 |
uff2pdf 2638 3278 3344 S681(+69.9%) | 6261 6776 6820 S250(+20.9%) 5 000 F 10
readelf 4519 4782 5212 6834(+32%) | 6729 6955 7395 S618(+14.5%) ;:«» ; g
fig2dev 697 764 105 1622(+112%) | 934 1754 89 2460(+40.2%) . E w0
ncurses 1985 2241 1024 2926(+30.6%) | 2082 2151 1736 2787(+28.2%) < £ w0
libwpd a3 1856 1145 S644(+37.2%) | 5906 S839 4034 TOT8(+35.1%) 18 il 7 e e T B AT T M S T ©
c++ilt o9l 9746 1157 10523(+8%) 6387 6578 3684 T101(+8%) 2000 Yime thows) 5000 Tie thour]
nasm 7506 7354 3364 O443(+25.8%) 6553 6616 4766 S108(+22.5%) § 4500 - Nm { 8 2000 4 Readelf
uffset 1373 1390 1126 1757(+26%) | 3856 3500 3760 4361(+11.8%) ol jém /
nm 2605 3735 | 2493 a343(350%) | 5387 3536 | $235 || 8482(+33.5%) 3 100 1§ o >
libsndfile | 911 848 943 T185(+25.8%) | 2486 3392 | 2533 30T5+17.8%) £ 8 o
et | § 20
H = C z | 1000
Number of unique crashes (average and maximum count in 5 o4 E———
0 10 0 30 a0 50 60 0 10 40 60
runs) found in real world programs by various fuzzers o = Welihes....
p g y g Libwpd $ 1600 [ Fig2dev
S 1§ 10 |
-§ 4000 (..E 1200 +
= £ 1000 +
a. 3000 & 200 1
% 2000 ; 600 +
' B I 12 0]
! 0 10 20 30 40 50 60 > ] 10 20 30 40 50 &0
Time (hour) Time (hour)
e GREYONE — ANGOTH s COMAFL-br — AFL

The growth trend of number of unique paths
(average in 5 runs) detected by AFL, CollAFL-br,
2020/8/22 http://netsec.ccert.edu.cn/chaozAngora and GREYONE 47



Unique Crashes Evaluation

Applications A\mgl:FL Max ; A\S;lgltn‘ bh‘;ax A\-cr:g';so[mMu ( Average ‘YO' Max {l'
uff2pdf 0 0 | 0 0 0 | 0 6 12 g
libwpd 0 0 | 1 3 0] 0 21 58 Z
fig2dev g 2 ] i 20 0 0 40 79 it
readelf 0 0 | 0 0 21 | 27 28 38 g
nm 0 0 | 0 0 0 0 16 72 3
i 18 | 30 | T 327 0] 0 268 575 K
ncurses : 7 18 | 12 23 0 | 0 28 37
libsndfile | 4 3 | 8 20 0 0 23 33 g
libbson | 0 0 | 0 0 0| 0 6 12 3
uffset | 22 46 | 43 49 0 | 0 83 122 5
libsass | 0 0 | 0 0 0 | 0 8 12 ¥
ciow | 9 | a7 | 17 | 35 0 0 32 185 &
nasm 5 15 | 20 42 6 | 12 157 212 :
Total 73 181 | 119 229 271 39 716 (+501%) 447 (+631%) r
Number of unique crashes (average and The growth trend of number of unique
maximum count in 5 runs) found in real crashes (average and each of 5 runs)

world programs by various fuzzers detected by AFL, CollAFL-br, Angora
and GREYONE
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Evaluation: Vulnerabilities

Applications | Vemion || AFL | CollAFL-br | Hooggfuzz | VUzser | Angors |("GREYONE)| {iom | Koows | CVE |
readell 231 1 1 0 0 3 il 2 2 -
am 231 0] 0 0 0 0 2 i 1 ’
c++lilt 231 1| i i 0 0 4 2 2 ’
um2pdf w409 0 | 0 0 0 0 2 ! 1 0
| Gffset | v4.09 | 2 0 0 0 2 | 1 1
| figidev 530 i 1 2 0 0 i0 8 2 | 0]
[ Tibwpd | ol | 01 3 0 0| 0 2 g | (2 | 2 |
T ncb\::: | 6.1 | i 0 [ 0 all 2 | I 7
[ masm | 20wl | 1 | 2| ¥ I 3 12 ! 1§ 8
bison 305 0] 0 1 0 2 4 2 | 2 0
cllow 1.5 2 | 3 ] 0 0 s 4 ) 0
T Tibsass 3.5-stablc 0] 0 0 0 0 3 2 1 2
ibbson 130 1| i ] 0 0 2 i i 1
libsndiile 1.0.28 | 2 2 i 0 2 2 0 1
| libconfuse 133 I ] 2 0 0 0 3 1 1] 1
:_lnbicbm" 'i?ﬁ‘ﬁfi'?"':' "1"1' ERE 0| 0| 0 i | —l“: [0 T l
| libsoly 24 0 | 0 3 2 2 3 3 0 3
[ Hbcaca | 0%9bewald | 2 | q 1 0 0 10 B T
| Dablas 24 | 2 0 0 0 6 6 0 1
T Tibslax 20180901 3 | 5 0 0 0 10 " 1 ’
T Tibsixl vis2 2 | 2 2 2 3 6] 6 0 6
| Tibxsmm | rekcase-1.10 1| i 2 0 0 5 4 1 3
T ol - 21 | 3 % 6 12 |10 (+209% 80| 3 4

Number of vulnerabilities (accumulated in 5 runs) detected by 6 fuzzers,
including AFL, CollAFL-br, VUzzer, Honggfuzz,Angora, and GREYONE,
after testing each application for 60 hours

2020/8/22
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19 popular applications

2X more vulnerabilities
(41 CVEs)



libtiff
libbson
libncurses

libsass
libsndfile

nasm

libwebm
libconfuse

libsixel

libsolv

libLAS

libxsmm

lib caca

2020/8/22

CVE-2017-14226, CVE-2018-19208
CVE-2018-19210
CVE-2017-14227,
CVE-2018-19217, CVE-2018-19211

CVE-2018-19218, CVE-2018-19218
CVE-2018-19758

CVE-2018-19213, CVE-2018-19215, CVE-
2018-19216, CVE-2018-20535, CVE-2018-
20538, CVE-2018-19755

CVE-2018-19212

CVE-2018-19760

CVE-2018-19757, CVE-2018-19756, CVE-
2018-19762, CVE-2018-19761, CVE-2018-
19763, CVE-2018-19763

CVE-2018-20533, CVE-2018-20534, CVE-
2018-20532

CVE-2018-20539, CVE-2018-20536, CVE-
2018-20537, CVE-2018-20540
CVE-2018-20541, CVE-2018-20542, CVE-
2018-20543

CVE-2018-20545, CVE-2018-20546, CVE-
2018-20547, CVE-2018-20548, CVE-2018-
20544, CVE-2018-20544

CVEs

There is a heap-buffer-overflow in libxsam sparse _csc_reader at src/generator_spgemn csc_reader.c:174
src/generator_spgems csc_reader.c:122) in libxsmm.

Libxsmm: CVE-2018-20541

$./libxsmm_gemm_generator sparse b a 10 10 10 1 1 1 1 1 1 0 wsm nopf 5P POCO

Description:

The asan debug is as follows:

. er: heap-buffer-overflow on address 0x60200000ef£f0 at po 0x000000444875 b
WRITE o! -1:. 4 at 0!602000000! D thread TO
T_sparse_csc_reader src/generator spgemm cec reader.c:174
ll 0x405751 in l.ibxmn ,_generator_spgesmm src/generator_spgemm. c1279
#2 0x40225a in main src/libxsmm generator_gemm driver.c:318
#3 0x7£73105a0a3f in _ libc_start _main (/1ib/x86_64-linux-gnu/libe.80.6+0x20a3fF)
#4 0x402¢al in _start (/home/company/real sanitize/poc_check/libxsam/libxszm gemm generator_asan+0x

0x60200000eff]l is located 0 bytes to the right of l-byte region [0x60200000ef£f0,0x60200000e££1)
allocated by thread TO here:

#0 0x7£7310c009aa in malloc (/usr/lib/x86_64-linux-gnu/libasan.so.2+0x98%aa)

#1 0x443£78 in libxsmm_sparse_csc_reader src/generator_spgemm_csc_reader.c:l22

#2 Ox7ffci67e92bf (<unkmown module>)

Libsixel:CVE-2018-19757

$./imgisixel POC2

wef24==ERROR: AddressSanitizer: beap-buffer-overflow on address 0x€0200000a7bl at pe OxTfcddSlaaldc bp Ox)f£d42dedS4d0 ap

K wRITe o! llzo 671“06! at O:GONED.?M thread TO

- —_— _memget (fusr/lib/x86 64-limux-gnu/libasas.so.2+0xBd04b)

#1 Ox7£cdBS0BBILD in memsot luzllulmlns 64-1linux-gnu/bits/string3 . h:190

#2 Ox7LcdBS0BLII0 in image buffer resize lbo..lcotpcnylml sanitize/libsixel-master/orc/fromsivel. .celll
3 Ox7fcdB508d4544 in oml,dmdo__tw_uol /home/company/reoal _sanitize/libsixel-master/sro/fromsixel.cs565
4 Ox7fcd8508edb]l in sixel decode_rav /home/company/real _sanitize/libsixel-master/sro/fromsixel.ci1881

75 Ox7fcdRS0c0420 in load_sixel /home/company/real sanitize/libsixel-master/sro/losder.cibld

76 0x7£cdR50c042¢ in load_with _builtin /home/company/real_sanitize/libsixel-master/src/losder.ci782

#7 0x72cAR30cd)a? in sixel h-!por load_image_file /home/compazy/real_sanitize/libsixel-master/sro/lcader.c:ils?
7% Ox7fcAbS0cf283 in sixel de /home/company/real sanitize/libaixel-master/src/encoder.c:i737
#% 0x4017¢8 in main I!a-/coqcnylrul sasitize/libaixel-santer/convertora/ing2aixel. .c:457

P10 OxVfcdBialdaldf in _ libe start main (/lib/x86_64-limux-gnu/libe.2o.6+0x20a3¢)

#11 0x401918 i= start (/hc-lempnay/ncl_-aniu:c/poc_cbocklu.baiul/qu.inltbzwl’u)

0x60200000a7b]1 ia located O bytes to the right of l.byte region [0x60200000a7b0,0x60200000a7b1)
allocated by thread T0 here:
O Ox7fcdaB53b55aa in malloc (/fosr/lib/x86 64-linux-gnu/libasan.so.2+0x98%aa)
#1 Ox7fcdeS508belf in image buffer_resize /home/company/real sanitize/libeixel-master/sro/frossixel.cr2s2
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Improvement 3: Seed Mutation Scheduling
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USENIX Security 2019

MOPT: Optimized Mutation Scheduling for Fuzzers

Chenyang Lyu®, Shouling Ji""* (¥} Chao Zhang! ™) Yuwei Li’, Wei-Han Lee®, Yu Song’, and Raheem
Beyah*
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1 l seedpool | [ =—=——=—=—=—=—— - 1

mutate

| Rt times
seed select apply Rt test
operators | | operators cases
I Ro operators
What About

~ =
Improving Mutation mutation operators
(with distribution)

LS

Scheduling?
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Mutation operators of AFL

OMutation operators characterize where and how to mutate the seed.

Type Meaning Operators

Invert one or several consecutive bits i a test

hitflip NN PSR T RN e B bitflip 2/1,
case, where the stepover is 1 it : 53 The mutation operator
ik A centive hutes in o foq  P20E1ip 8/8. bitflip 2/1 represents

byteflip Invert one or several consecutive bytes in i 1est bitflip 16/8.

flipping 2 consecutive bits,
where the stepover is 1 bit

case, where the stepover 1s 8 bits, bitflip 32/8

arithmetic Perform addition and subtraction operations on z::: ?(/338
inc/dec one byte or severil consecutive bytes. ' '
z 3 arith 32/8

Some of the mutation operators in AFL.
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Mutation scheduling of AFL

OThree mutation—stages:

oDeterministic, havoc, and splicing

ext in the Tuzzing queue

Determenistic Havoc
Judgement stage stage Judgement
Test
case
perator:
IN the first bitflip, byteflip Operator: i AFL mutates a8 Operator
time to arithmetic inc/dec. bitﬂip. bytcﬂip. the test cases in the Cross over
mutate this interesting values, arithmetic in¢/dec, queue but discovers Then. enter
1841 Case) auto extras, user interesting values, no crashes or paths havoc stage
extras. random byte, delete & & this tset case has
bytes, insert bytes, MOY erter splicing
No overwrite bytes. stage for this time)
e Mo
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Mutation scheduling scheme of AFL

OThree mutation stages:
oDeterministic, havoc, and splicing

ext in the Tuzzing queue

Judgement . proy Judgement 0r
Test , - Finish
case Is the mutation efficiency of each 1
timeto ¥ operator the same in fuzzing Operator:
B J | Drocess? S —

l

2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 56
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= bitflip 1/1
mm bitflip 2/1
mm bitflip 4/1
mm bitflip 8/8
mmbitflip 16/8
mm bitflip 32/8
mmarith 8/8
mmarith 16/8
mmarith 32/8
wwinterest 8/8
interest 16/8

interest 32/8

< o
(b) exiv2

(c) tiff2bw

Different mutation operators’
efficiencies are different.

For these programs, the mutation
operators bitflip 1/1, bitflip 2/1
and arith 8/8 could yield more
interesting test cases than other
mutation operators.

Percentages of interesting test cases produced by different operators in the deterministic stage of AFL

2020/8/22
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—
?

The two efficient
operators are selected

™
I

for a small number of
times.

>

Execution times (Mega)
(o2}

2 I |
> ) >

&'\Q R \ 2 o >~ X .
' N
Mutatton operators REORE S

The times that mutation operators are selected when AFL fuzzes the target program avconv.

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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Our Solution: MOPT

Target / > |
Lo >| Instrument
Application /

A

Seed

Seed

- . . C Cov. Security
Testing Selection Mutation Optimizations Algor. Sanitizers
Env Policies Policies
\
Y \4 \2
Test
Select Mutate
——>| seed ——> ——>|  ipoooaTTTTTTTTTTTmoomooooe-
Seed Seed Testcases Track >
Security - Report
A Tracking Crashes

Seed Filtering i Coverage i
Generation Policies : Tracking :

N ittt S ————
v v

Initial Se;h - Filter Coverage < Potent_ia_\l_
Inputs Pool - Seeds g Vulnerabilities

O Schedule seed mutation operators in a smarter way
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Intuition

O Idea: select the “best” mutation operator based on
0O each operator’s historic performance

O Solution: Particle Swarm Optimization

O :Position of el ¥ g’ D ol
! — W wv { - I
particle *T— =~ 3-rd iteration M N ) g
(@] Current local 2-nd iteration *D\ o7
best posit vl l)
est position \ X,(0) .
(@] Current global : . ey ”z(p :
best position 4-th iteration ’.- S,.. SAAPS 2N -
Vnow ' "\
® :Xnow ‘4 SX, (1) A
(@) S-th iteration 4 p 3
=3 . Evolution 59
path
. > A
Solution space \% phest,
phest,
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Particle Swarm Optimization

CIFor each iteration, the movement of a particle p is updated as follows:

Vow (p) «— w X Viow (p)
+ 1 X (Lbest(p) - xnow(p))
+ r X ( Gpest — xnow(p))

OV, (p) is the velocity of a particle p. Xnow (D) < Xnow(®) + Viow (P)
CX,,,,(p) is the position of a particle p.

OL,.:(p) is the local best position of a particle p.

CGpest is the global best position.

Clw is the inertia weight.

Cr € (0,1) is a random displacement weight

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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The customized PSO algorithm of MOPT

* For each iteration, the movement of a particle P; (mutation operator)

inaswarm S; (a set of mutation operators), its position X, .., [S;] [F;]
(the probablllty that it will be selected) is updated by these formula:

VowlSil [P]] «— Vaowl [P ]
+7r X (Lbest [P] xnow [ ]D
+7r X ( Gbest[Pj] — xnow [ ]])

Xnow[Si] [P]] > Xnow[Si] [P]] + Vnow[Si] [P]]

* w is the inertia weight.
* r € (0,1) is a random displacement weigh

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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MOPT main framework

crashes/
vulnerabilities

PSO Initialization Module

Pilot Fuzzing Module Core Fuzzing Module . .
Pilot Fuzzing Module
multi-swarm efficiency —» single-swarm efficiency
fuzzing measurement fuzzing measurement

swarm |__ —= =% Core Fuzzing Module
effuctency 7

local global .
Le_w Le;wn_(y_ PSO Updating Module
PSO PSO
Initialization Updating
Module Module

Source:
https://github.com/vul337/MOpt-AFL
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https://github.com/vul337/MOpt-AFL

MOPT main framework

PSO Initialization Module
initializes parameters for the
customized PSO algorithm.

crashes/
vulnerabilities

Pilot Fuzzing Module Core Fuzzing Module
multi-swarm efficiency _> single-swarm efficiency
fuzzing measurement fuzzing measurement

= o~ e | swam | %
N efficiency /
‘local gIobaf
efficienc efficienc

p ) ¥

PSO PSO
Initialization Updating
Module Module
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MOPT main framework

Pilot Fuzzing Module employs
the distributions from multiple
swarms to perform fuzzing and
records the measurements for

crashes/
vulnerabilities

Pilot Fuzzing Module Core Fuzzing Module updatmg.
multi-swarm efficiency F I single-swarm efficiency
fuzzing measurement luzznng measurement
T e | swam | =
N\ efficiency
‘local global
efficienc efficienc

p ) ¥

PSO PSO

Initialization Updating
Module Module
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MOPT main framework

crashes/
vulnerabilities

Core Fuzzing Module employs

Pilot Fuzzing Module Core Fuzzing Module
| - the best swarm evaluated by
multi-swarm efficiency ' e single-swarm efficiency . .
[ fuzzing ] [measurement] [ luzzmg ][measurement] PllOt FL[ZZlng MOdule to perfOI'm
- - | swam | __ - .
efficiency fuzzing and records the

, e local global
M E’fw measurements.

PSO PSO

Initialization Updating
Module Module

2020/8/22 http://netsec.ccert.edu.cn/chaoz/



Pilot Fuzzing Module

MOPT main framework

multi-swarm
fuzzing

efficiency
easurement

1

PSO

Initialization
Module

2020/8/22

— —

crashes/
vulnerabilities

Core Fuzzing Module

mqle-swa efficiency

easurement

7 * local
efficienc

p )

swarm
efficiency

PSO

Updating
Module

global
Ej‘ﬁ‘ﬁy_

http://netsec.ccert.edu.cn/chaoz/

PSO Updating Module updates
the distribution of each swarm
with the measurements from

Pilot Fuzzing and Core Fuzzing
Modules.
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Evaluation: unique crashes and paths

Progam  —p J— — MOVE-ARLtrp —— MOPT-AfLewr
nmgw o n a ‘ w w
“‘:L‘ ‘::::: ! d‘:: Iacreawe N:": Iacroaw I “m“ Inceeas (:‘hs Inceease
wmpH Jaa 118 RS 1 M +S3a0 1.084) +108 7% 19 3740 1L7% «1 12V
O enivy \* ) 108 | Le +S880 S O8N + 1555 o Y L dad) NIIEC
T mpigain e 3 TTAY TR EdATwT ann  hvas T W | ATFTINE eIV
N2 bw 4 'R L) *2 2S5 Ar% & - +3535 45 TS A% 1.8 S0
pdfimages b 12915 : 15 ol ASTIS 206 + 15 5% a1 +1 47 5% 100600 « 108,55
samlp in s3) | s 19105 1,967 s TNLE% AN 3139 ALY «S817%
o cuen 0 AW ' o (AL e 5 I ol 16313 STESTT
wim 0 ar i « 56 (ATLE AE L 183 +183 10 oo 5%
bidump o 365 1T"I% w0 19,59 o7 IV =Y e 1448 O3 8%
j&H 9 N 1 58 + 13955 450 o2 V% L R L FER) s LM
mpg | 10 3y | I 2,200 0% 1054 150 % 39 2190 0¥ Li62 TR
indoeocap e L o » 250 0% 615 Vo4 1V% W W51 A 00 0%
~ pedefopdiindo ol R S B L340 R ¥ LIRS0 1y TRt 404 SN
T lotal 6 FYrSE R T B S F OISR FeLE O BT S AL EYIERL

Both MOPT-AFL-tmp and —ever found more unique crashes and paths than AFL.
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Evaluation: Vulnerability discovery

AFL |

'

MOFT-AFL-sp

MO AFL ever

Program Kncown vel- | Koown vl T Koowa vul-
Unknosn valnecabedition | merabilities Seen Unknows n valnerabalitaes ! se rabilitios Sun Unknos n valnerabelition norabitics Sam
—_— - —_— _—, —— - —— b — —— ——— - . ~ -——— -— - —_— ————— —— ——— v -———
TR CVE CVE | (VE | NS CNVE VE | (\NVE S CVE CVE VE
e Jax | f | | | o | f < | | i / 5 | H
- - - - - - - -~ - - - > - - - - — - - - -
and | - S I 3 3 : i $ | 3 = ' i %
» . - ’ »

VS . Y S N VRS (NS S N I [N PO [ SN I S I ! N S EY 2 = ge
_ piioages | | O 11 1 7 L2 i 113 F 1 9  FR I R
VAR ‘ | 0 | 0 | O | f 2 | 0 s { I O |

“ \m : [ i 1l z ] I 0 T f ! 4 I ) ! id ! / ! 5 0 ! ‘
» >
otedanp / U | 0 | © | f | | - : / i 0 3 =
= __.;R;J‘_‘ 7, 1 [ T 0 T'_ 13 | 7 g Ty [ T 0 T 3 / 5 [y §
mpp 2| T / (. VR | | — - r7 S Y N | | — 'R 0 B Do~ — ~—
’ y » ’ . ’ . * v
i osocap / 5 J ) f 5 | 1] / ) O
:iiif( wdiisio | y 1 = ) 0 33 7 SLAE | ® | 0 8 8 'l 1 o ) 8 5
“ulbw || 13 J | J X 1 & | / - | 1 r v A
- N ’ s » ' ' ' » ' ’ ’ : . , Y "™
samlp | : ! ' l ' l 3 l i | ' ‘ ' | e, | . . 5
Tonal . o X . 7 | | 16 At | 14 = ) 43 (.
e——

Vulnerabilities discovered by AFL, MOPT-AFL-tmp, MOPT-AFL-ever

Both MOPT-AFL-tmp and —ever found much more vulnerabilities than AFL.
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discovery
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Both MOPT-AFL-tmp and —ever found more CVEs with a variety of
types than AFL.
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FANS: Fuzzing Android Native System Services
via Automated Interface Analysis

Baozheng Liu'?, Chao Zhang!?, Guang Gong?,
Yishun Zeng!?, Haifeng Ruan?, Jianwei Zhuge!+?
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Android Application-Service Communication

O Android native system services provide fundamental functionalities, thus attractive to attackers
O A specific binder IPC mechanism is implemented to support native services

O Locate service interface (IBinder obj), launch transactions (transact method) with serialized data

Application Service Service Manager

Register service, e.9., MediaExtractor Service

—~ Request service, e.g., MediaExtractor Service

Return the service interface, i.e., a top-level interface

Request a multi-level interface, e.g.,
IMediaExtractor, or call other transactions

Return the interface,
or the transaction results

4

v
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Fuzzing Android Native Services

O Locate service interface (IBinder proxy obj)
0 some interfaces are deeply nested (not registered in Service Manager)
O launch transactions (transact method), with

O many transactions are available, and

O some are inter-dependent

Client:

O serialized data IBinder::transact(code,data,reply,flags)

0O data type
0 data dependency

Service:

. o o Binder::onTransact(code, data, reply, flags)
O Simple random fuzzing is inefficient.
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Our Solution: FANS

Target / >
Lo >| Instrument
Application /
2

A

Seed

Seed

Cov. Security

Optimizations Algor. Sanitizers

Mutation
Policies

Testing Selection
Env Policies

\

Test
Select Mutate
> d > > _ »| 0 oo
Seed see Seed Testcases Track

Security

Y

- Report
Crashes

Tracking

Filtering i Coverage i
Policies l Tracking |

seed ) L Filter coverage < / . [y /
Pool - Seeds ulnerabilities

O Recognize testcase format

O Generate valid testcases
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Challenges

1C1. Multi-Level Interface Recognition

aCollect all Interfaces

aldentify multi-level interfaces
1C2. Interface Model Extraction

1Collect all of the possible transactions

aExtract the input and output variables in the transactions
1C3. Semantically-correct Input Generation

aVariable name and variable type
aVariable dependency
alnterface dependency

2020/8/22 http://netsec.ccert.edu.cn/chaoz/
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* Compile source code (including AIDL files)
* Recognize candidate service interfaces (with onTransact dispatcher)
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* Transactions supported by the interface: switch conditions in onTransact
* /O variables (data) used in the interface: readInt32, writeInt32 (name, type, size)

L0058 Other information: aggerated type. definition (e.g., structure)
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Q1 - Interface Statistics

143 top-level interfaces

125 multi-level interfaces mmm Top-level in AOSP

B Top-level generated
B Multi-level in AOSP
BN Multi-level generated

1Most interfaces are written manually

23(33.8%)

20(29.4%)

20(29.4%)
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dInterface generation

2e.g., IMemory

1Deepest interface
aIMemoryHeap (five-level)
JCustomized interface

ae.g., [EffectClient
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JTransaction
1530 transactions in top-level interfaces
1281 transactions in multi-level interfaces

_1Variable
aMost variables are under constraint(s)

2020/8/22 http://netsec.ccert.edu.cn/chaoz/

Q2 - Extracted Interface Model Statistics

B Sequential Pattern
s Conditional Pattern
B Loop Pattern
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Q3 - Vulnerability Discovery

We intermittently ran FANS for around 30 days

IFANS triggered thousands of crashes

130 vulnerabilities in native programs
1Google has confirmed 20 vulnerabilities

1138 Java exceptions

JComparison with BinderCracker

aBinderCracker found 89 vulnerabilities on Android 5.1 and Android 6.0
JFANS discovered 168 vulnerabilities on android-9.0.0 r46

Source: https://github.com/vul337/fans
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Recap

/ Ta_rget_ / > Instrument
Application /
f S— MOpt (Sec19)

Optimizations

Seed Seed
Testing Mutation i
Env Policies \

Selection
Y

Policies
Test
Select Mutate
—> seed ——> —> ——> ittty
Seed Seed Testcases Track Y -
Security >| Report

Tracking Crashes

Cov. Security
Algor. Sanitizers

Y

Seed Filtering GreyOne (S ec? O) i Coverage |
Generation Policies i Tracking i

________________________________________

\ v

Y
Initial Seed < Filter coverage . Potential
Inputs Pool Seeds g Vulnerabilities

FANS (Sec20) CollAFL (Oakland18)

HOTracer (Secl7)
Vul Dist (ICSE20)
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Improvements to Fuzzing
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Seed Generation

Ta_r ge! > Instrument
Application l
/ \
A
Seed Seed .
Testing Selection Mutation Optimizations Cov. Security
L L . Algor. Sanitizers
Env Policies Policies
\

A
Y

Test
Select 5| seed 5| Mutate O IS S .
Seed - 7 Seed “||| Testcases 1 Track —
- i Security |, Report
A i Tracking || Crashes
Filtering i Coverage i
Policies ! Tracking !
Se;h Filter P Potent.i?l_
Pool Seeds coverage /< Vulnerabilities

How to get/generate seeds?

5
Seed
Generation

A

Skyfire (Oakland17): learn a probabilistic CFG grammar
Learn&Fuzz (ASE17):  learn a RNN model of valid inputs
GAN (2017/11) learn a GAN to generate legitimate seeds

2020/8/22 Neuzz (Oakland19): nlearm:aNN 0 model input->coverage



Seed Generation (2)

Ta_r ge! > Instrument
Application

/ l \
Xy
Seed Seed .
- " . Lo Cov. Security
Testing Selection Mut_at-lon Optimizations Algor. Sanitizers
Env Policies
\
Test
Select 5| seed o Mutate | 0| | f
1 “||| Testcases : |
Seed _— Seed i Security |, Report
7y i Tracking || Crashes
Filtering i Coverage i
Policies : Tracking :

Policies
Se;h Filter coverage )< / ’ IPoterl\)t_ilz:nl_ /
Pool Seeds = ulnerabilities

How to get/generate seeds?

A

Y
=
)
3]
e

5
Seed
Generation

A

Driller (NDSS16): hybrid fuzzing (symbex)  DigFuzz (NDSS19)  schedule hybrid fuzzing
QSYM (CCI8) efficient symbex or binary  HF[ (NDSS20) hybrid fuzzing for kernel
Intriguer (CCS19) field-level symbex SAVIOR (Oakland20) symbex

Matryoshka (CCS19)  symbex for nested branches
2020/8/22 http://netsec.ccert.edu.cn/chaoz/ 90



Seed Generation (3)

Ta_r ge! > Instrument
Application l

A

Testing
Env

A

Seed .
Mutation Optimizations T Seglfrlty
L . Algor. Sanitizers
Policies
_

Test
Select S| seed > Mutate | (| | o A
- “||| Testcases 1 Track :
SCEE — Seed i Security i Report

A Tracking | Crashes

Filtering i Coverage i
Policies ! Tracking !
Se;h Filter ra P Potent.i?l_
Pool Seeds coverage /< Vulnerabilities

How to get/generate seeds?

Ty
Seed
Selection
Policies

A

Y

5
Seed
Generation

A

DIFUZE (CCS17): static analysis, input format of 1octrl() NAUTILUS (NDSS19): Context-Free Grammar by users

FANS (USENIX Sec20):static analysis, interface of Android CodeAlchemist (NDSS19)  JavaScript semantics
IMF (CCS17): dynamic analysis, dependency of macOS  Grimoire (Secl9) Learn grammar during fuzzing
Moonshine (Sec18): static analysis, dependency of Linux
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Testing Environments

Target >
Application

Instrument l

A

/
3
Seed Seed .
Testing Selection Mutation Optimizations T Segquty
L L . Algor. Sanitizers
Env Policies Policies
\
Test
Select 5| seed 5| Mutate O IS S .
Seed ~ = Seed “||| Testcases 1 Track —
_— ! Security ! Report
! Tracking | Crashes

A ! !
Filtering i Coverage i
Policies ! Tracking !
Se;h Filter coverage )< / ’ roterl\)t_ilz-_nl_ /
Pool Seeds = ulnerabilities

How to test targets?

A

Y

5
Seed
Generation

A

T-Fuzz (Oakland18): bottleneck in binary Dachshund (NDSS17): JIT constant opt.
Kelinci (CC17) Java applications DELTA (NDSS17): SDN applications
TLS-Attacker (CCS17) TLS IoTFuzzer (NDSS18): IoT devices.

2020/8/22 EFuzz (CCS17) nsmaktsgrtdteducn/chaoy  FIrmAFL (Sec19): IoT firmware effic.



Testing Environments (2)

Target >
Application

/ l A
3
Seed Seed .
Testing Selection Mutation Optimizations Cov. Segquty
L L . Algor. Sanitizers
Env Policies Policies
\
\
Test
Select 5| seed o Mutate | 0| | f
= ||| Testcases i |
S _ Seed i Security |, Report
A i Tracking || Crashes
Filtering i Coverage i
Policies : Tracking :

Seh Filter coverage )< / ’ Ili’otel;t.il?l. /
Pool Seeds = ulnerabilities

How to test targets?

Instrument

A

Y
=
o
3]
e

5
Seed
Generation

A

LipFuzzer (NDSS19): voice assistant PeriScope (NDSS19): driver (hardware).
HyperCube (NDSS20):  hypervisor RVFUZZER (Sec19): Robotic Vehicles
kAFL (USENIX Secl7): kernel & PT JANUS (Sec19): File System

2020/8/22 Charm (USENIX Secl18): imobile-device-dmaer SQUIRREL (CCS20): Database 93



Seed Selection

Target >
Application

Instrument l

A

/
3
Seed Seed .
Testing Selection Mutation Optimizations A?ot‘)’;- Ssaer:::;;:!s
Env Policies Policies gor.
\

Select -
Seed

A

seed >

Test

Mutate | |/ | |

s > i I

Seed Testcases 1 Track '
_— i Security |, Report
| Tracking || Crashes
Filtering i Coverage i
Policies ! Tracking !

Se;h Filter coverage )< / ’ IPoterl\)t_ilz:nl_ /
Pool Seeds = ulnerabilities

How to select seed from the pool?

Y

A

5
Seed
Generation

A

AFLfast (CCS16), cold paths/seeds QTEP(FSE17), more vul candidates
VUzzer (NDSS17), deeper paths SlowFuzz (CCS17) more comp. resources
AFLgo(CCS17), closer paths FairFuzz (ASE18) rare branches

2020/8/22 EcoFuzz(Secl7), closenpaths ccerteducC@AFL (Oakland18) more unvisited childrenos



Seed Mutation

Target >
Application

A

Instrument

A

Seed .
Mutation Optimizations T se?"f"ty
L . Algor. Sanitizers
Policies
_

Seed
Testing Selection
Env Policies

Test
Select >| seed |—| Mutate - S [OOSR SOOI S
> “||| Testcases - 1 Track |
Seed — Seed i Security |, Report
A i Tracking || Crashes

Filtering i Coverage i
Policies ! Tracking !
Se;h Filter . P Potent.i?l_
Pool Seeds coverage /< Vulnerabilities

How to generate/mutate new testcases?

5
Seed
Generation

A

LSTM (Microsoft, 2017/11) predicate which bytes to mutate first

Reinforcement Learning (2018/1) predicate which mutation op. is better

Mopt (USENIX Sec 2019) select the best mutation algorithm using Particle Swarm Optimization
ILF (CCS19) learn an Al model from symbex to produce fuzzing policy
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Seed Mutation (2)

Target =~

Application Instrument

A

Testing
Env

Ty
Seed
Selection
Policies

.

Cov. Security
Algor. Sanitizers

Seed
Mutation Optimizations
Policies
\
seed - Mutate

Test
> > !
Seed Testcases 1 Track
/ :
Filtering
Policies

Select -
Seed

A

Y

A

5
Seed
Generation

................... L

Security |,

Report

Tracking ||

Coverage
Tracking

______________

__________________________

A

Se;h Filter coverage )<
Pool Seeds h

How to generate/mutate new testcases?

Crashes

Potential
Vulnerabilities

VUzzer (NDSS17) taint analysis: which bytes/how to mutate

REDQUEEN (NDSS19) identify direct copy of inputs

Angora(Oakland18) gradient descent

ProFuzzer (Oakland19) recognize input shape by monitoring input-cov casuality

2020/8/22 GreyOne (USENIX SEC20) http://ndizhtvecigdit vaibarialysis, branch conformance
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Efficient Testing

Ta_r ge! > Instrument
Application l
/ \
A
Seed Seed .
Testing Selection Mutation Optimizations Cov. Security
L L . Algor. Sanitizers
Env Policies Policies
\

seed | Mutate

Test
N > ||| Testcases T ——— W[ ..... :
" Seed : —— —
i Tracking | Crashes
Filtering i Cover:.:nge |
Policies : Tracking

Se;h Filter coverage )< / ’ Ili’oterl\,t.il?l. /
Pool Seeds = ulnerabilities

How to efficiently test target application?

Select -
Seed

A

Y

A

-
Seed
Generation

A

perf-fuzz (CCS17) enable efficient parallel fuzzing

PAFL (FSE18) each fuzzer node focuses on partial code (bitmap)
Untracer (Oakland19) remove cov tracking after a while

EnFuzz (USENIX SEC19) combine multiple strategies with parallel fuzzing

2020/8/22 FuzzGuard (USENIX SEC20) http://nefemoneet maputscthat/cannot reach targets via Al
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Coverage Metrics

el > Instrument

Ty
Seed
Selection
Policies

Security
Sanitizers

Application
Seed
Mutation Optimizations S
L . Algor.
Policies
_

/
Testing
Env
Test
Select 5| seed 5| Mutate O IS S .
Seed - 7 Seed 7’1 || Testcases 1 Track — |
_— i Security |, Report
A i Tracking || Crashes
Filtering i Coverage i
Policies ! Tracking !

Se;h Filter coverage )< / ’ Ili’oterl\,t.il?l. /
Pool Seeds = ulnerabilities

A better/alternative coverage algorithm?

A

Y

5
Seed
Generation

A

CollAFL (Oakland18) mitigate coverage collision issue

[JON (Oakland20) customize coverage metrics, €.g., position in the maze
AFLgo (CCS17) directed fuzzing targeting specific code

HawkEye (CCS18) refined directed fuzzing
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Security Tracking

et > Instrument

Application
Seed .
Mutation Optimizations ' se?"f"ty
. . Sanitizers
Policies
_

7
Test
Select S| seed | Mutate | ||| | A
> =] “7||| Testcases 1 Track |
S _ Seed i Security |, Report
i Tracking || Crashes

Testing
Env
A ! !
Filtering i Coverage i
Policies ! Tracking !
Se;h Filter coverage P / Potent.i?l_ /
Pool Seeds = Vulnerabilities

How to catch security violations during testing?

Ty
Seed
Selection
Policies

A

Y

5
Seed
Generation

A

AddressSanitizer (ATC12):  detect spatial and temporal mem violation

Meds (NDSS18) fix minor defects of AddressSanitizer
Razar (S&P19) race condition bugs
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Conclusions

O Fuzzing is the most popular vulnerability discovery solution.

O Genetic-algorithm-based fuzzers achieve great success, and

O Many improvements have been proposed and deployed in practice
0 Including our works

O Many more topics to explore in fuzzing
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Join us

O highly motivated students
O undergraduate intern students
O visiting master/phd students

[0 Research assistants, engineers

BLUE-LOTHS

O postdocs

O tenure-track facult
J http://netsec.ccert.edu.cn/contact/
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