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Abstract
Directed grey-box fuzzing aims to test target code in programs
and is widely utilized in various scenarios, including patch
testing, candidate vulnerability confirmation, and known vul-
nerability reproduction. However, we find that existing di-
rected fuzzers generally lack effective input mutation strate-
gies and resort to the randomness and empiricism inherent in
AFL-based strategies, which prove to be inefficient in directed
fuzzing contexts.

This paper presents IDFUZZ, an intelligent input mutation
solution for directed fuzzing. Our key insight is to leverage
a neural network model to learn from historically mutated
inputs and extract useful experience that can guide input mu-
tation towards the target code. We introduce several novel
techniques in model construction and model training, which
help build a model that well captures experience on how to
cover both explored and unexplored code relevant to the target.
We further devise a refined model gradient-guided scheme
that leverages the experience to locate critical input fields
and develop a directed input mutation strategy. We imple-
ment IDFUZZ as an input mutation module that complements
most open-source state-of-the-art directed fuzzers. In our
evaluation, IDFUZZ significantly accelerates existing directed
fuzzers by over 2.48x in reproducing target vulnerabilities
on the Google Fuzzer Test Suite. Moreover, we demonstrate
that IDFUZZ helps existing directed fuzzers reduce ineffective
mutations by 91.86%. Lastly, we detected 6 previously un-
known vulnerabilities with 4 CVE IDs assigned so far and 1
incomplete fix of a high-severity vulnerability in well-tested
real-world software using IDFUZZ.

1 Introduction

Fuzzing [35] has become one of the most extensively uti-
lized techniques to find vulnerabilities in cyberspace. Typi-
cally, fuzzing is categorized into two branches [28, 33], dis-
tinguished by their goals. Coverage-guided fuzzing aims to
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achieve higher coverage of the program code, whereas di-
rected fuzzing is designed to reach specific target sites within
the code. In recent years, directed grey-box fuzzing (DGF)
has gained increased attention as it is widely implemented in
crash reproduction [37, 40, 46, 51, 57], vulnerability verifica-
tion [10, 36, 56, 61], and patch testing [18, 42].

Numerous directed fuzzing solutions have been proposed,
which often utilize the distance or path to the target code as
feedback to schedule seed inputs or optimize input execution.
For instance, some efforts [6, 11, 14, 25, 32] leverage distance
metrics to prioritize inputs closer to the target code and apply
more mutations to them. Some other efforts [19, 63] leverage
path reachability to prune inputs and save their execution run-
time, and works [22,32] skip collecting coverage information
of irrelevant code during input execution to narrow down the
evolutionary direction.

However, limited attention has been devoted to the input
mutation step in directed fuzzing. Existing directed grey-box
fuzzers [6, 11, 14, 19, 22, 25, 32] often adopt a mutation strat-
egy based on AFL’s approach [60], which randomly chooses
offsets and lengths during mutation. On the other hand, DGF
aims to reach specific target sites with corresponding control
flow requirements, often necessitating mutations at specific in-
put fields (critical fields) to approach these target sites [11,32].
Therefore, mutation strategies that randomly select offsets and
lengths lack directedness and often lead to a large number of
ineffective mutations in directed fuzzing. As demonstrated
by recent results [63], over 65.1% of mutated inputs fail to
approach the target sites.

Input mutation/generation has been extensively studied in
the context of coverage-guided fuzzing. However, finding
an effective solution of input mutation for directed fuzzing
remains non-trivial due to its unique challenges. Two widely
used optimization approaches, correlation analysis [5, 12, 26]
and concolic execution [43, 59], face significant limitations
when applied to directed fuzzing tasks.

Correlation analysis techniques, such as taint tracking [12],
aim to match influencing input bytes to a given constraint.
These techniques are highly effective in handling early sanity
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checks, such as magic byte checking [5], which can greatly
benefit coverage-guided fuzzing. However, they encounter
issues such as over-tainting and under-tainting when han-
dling many constraints [29, 50]. Directed fuzzing targets are
often located deep in programs, guarded by intricate con-
straints [14,25]. Correlation analysis is either computationally
expensive or insufficiently accurate for addressing many of
these constraints in directed fuzzing tasks.

Concolic execution leverages constraint solvers to resolve
path constraints and can effectively assist fuzzers in bypassing
tight constraints. However, there can be numerous paths that
lead to directed fuzzing targets in real-world programs [11,
20], often causing concolic execution to suffer from high costs
and scalability issues such as path explosion [12, 52].

Thus, a lightweight and scalable method capable of han-
dling various constraints is desirable for directed fuzzing.

In this work, we propose a novel mutation strategy for
directed fuzzing. Our key insight is that historically mutated
inputs encompass a wealth of experience that can guide input
mutation towards the target code. For example, if an input
a is mutated into an input b that is closer to the target (e.g.,
b advances by one basic block along the required path to
the target), by comparing the byte-level differences between
a and b, we can extract some experience for approaching
the target (i.e., where the critical field is). When mutating
other inputs that are stuck at the same constraint as a, we
can leverage this experience to directly mutate the critical
fields of the inputs, thereby reducing ineffective attempts.
This data-driven approach, which leverages the experience
from past inputs, enables us to efficiently locate the critical
fields corresponding to various constraints without the need
to explicitly solve the constraints.

However, to leverage experience from historically mutated
inputs in developing input mutation strategies, we have two
key questions to answer.

Q1: Is such experience applicable to future mutations?
We aim to apply the experience learned from a and b to
the mutation of other inputs, specifically by identifying the
offset and length of the critical field, mutating which can bring
the input closer to the target. However, for different inputs,
the critical field may vary significantly. Even for fields that
correspond to the same part of the file format, most of them
have different offsets across different inputs [7, 13, 17]. As
a result, the experience gained from a and b is often only
applicable to a as a specific input.

Q2: Can such experience improve the efficiency of directed
fuzzing? Suppose input a has a distance of d, and input b has
a distance of d-1. The experience gained from a and b theo-
retically includes at best how to move from d to d-1, but does
not provide insights on how to generate inputs with a distance
smaller than d-1. In other words, the knowledge we gain only
helps guide mutations to reach distances that have already
been achieved, while it does not offer guidance towards unex-
plored code regions. Covering new code is necessary to reach

the target, so it remains questionable whether such experience
can contribute to directed fuzzing progress.
Our Solution. We propose an intelligent neural network-
based mutation method tailored for directed fuzzing that pro-
vides affirmative answers to both of the above questions.

For Q1, we found that while it is difficult to derive general-
izable experience from a single pair of inputs, it is possible to
extract a pattern between how the input bytes are organized
and the input distance from the large volume of fuzzing in-
puts as a whole. This is because the correlation between input
bytes and distance essentially reflects the execution logic of
the program under test (PUT). The PUT reads input bytes into
variables, generates the execution path, and determines dis-
tance. The PUT’s execution logic is deterministic and stable,
resulting in a strong pattern between input bytes and distance
that is independent of specific inputs. While such a pattern
is difficult to summarize using traditional program analysis
methods [63], we found that neural network (NN) models
have strong potential for learning this pattern, owing to their
great promise in pattern recognition [9, 54].

We employed a simple multilayer perceptron (MLP)
model [45] to learn the pattern between input bytes and dis-
tance, which is cost-effective for our task. We use the byte
values of the fuzzing input as the model’s input. To provide
richer features for better model fitting, we did not directly use
distance values as the model’s output. Instead, we devised
a novel branching encoding technique that encodes relevant
branching behaviors as the model’s output. We define relevant
branching behaviors as the coverage information of the tar-
get code’s dominating basic blocks (referred to as dom-BBs)
in the program’s control flow graph (CFG). By definition,
dom-BBs are a sequence of basic blocks that must be covered
sequentially to reach the target code. Therefore, encoding
their coverage as the model’s output includes information not
only about “whether the execution path is close to the target”
(i.e., distance) but also “how to get closer to the target” by
enabling the model to learn how to sequentially cover these
dom-BBs. Additionally, we developed an adaptive dataset
generation technique that identifies and samples a small yet
high-quality training set from the large volume of fuzzing
inputs in an online manner.

For Q2, we found that experience can benefit directed
fuzzing in two aspects. First, guiding the generation of inputs
to reach explored code is already very beneficial. This is be-
cause, once the target is reached, we can utilize the experience
from existing reachable inputs to generate more reachable
inputs, which helps accelerate the reproduction of the target
vulnerability [20]. Second, we found that experience from
certain covered branches can be used to infer how to reach
unexplored code. Our observation is that one control flow
edge shares the same critical field as its sibling edges [53]
that correspond to the same conditional statement. By lever-
aging branching encoding to associate the coverage of all
branches at a conditional statement, the model can learn how
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to reach the unexplored edge from explored sibling edges. For
example, if our target is a specific switch case, even if the
target case has not been explored, we can infer the critical
field corresponding to the switch statement from other ex-
plored cases. Thus, our approach not only retains close inputs
but also continuously guides the generation of closer inputs.

Once the NN model finish training, it simulates the target
function fi in the following equation.

bri = fi(x1,x2, ...,xn) (1)

In the equation, bri represents the encoded branching behav-
ior of a dom-BB’s associated program conditional statement,
and x1, x2, ... represent the values of input bytes. The model
input is the vector < x1,x2, ...,xn >, and the model output is
the vector < br1,br2, ...,brm >, where bri are ordered based
on the dominance levels of the corresponding dom-BBs. We
compute the partial derivative of bri with respect to x j. Ac-
cording to the mathematical definition, ∂bri

∂x j
reflects how much

the j-th input byte would impact the branching behavior bri.
Thus, in theory, the input bytes that influence the condi-

tional statement can be identified by locating the input bytes
with the largest partial derivative absolute values | ∂bri

∂x j
|, and

these partial derivatives can be effortlessly obtained by com-
puting the gradients of the model’s output with respect to its
input. This idea of leveraging model gradients is inspired by
neural program smoothing [49], introduced in §7. When deter-
mining which input bytes to mutate, we can specify the first
dom-BB unreached by the current input and then identify its
influencing bytes. Mutating these bytes can guide execution
towards the dom-BB, thereby approaching the target code.

Based on this theoretical foundation, we further designed
a novel gradient filtering technique to eliminate real-world
noise in the model gradients. The noise is caused by uneven
byte distributions in practical scenarios and can significantly
reduce the accuracy of critical field identification. Then, we
applied the Density-Based Spatial Clustering of Applications
with Noise (DBSCAN) algorithm [15] on the gradient values
of input bytes to group them and identify the offset and length
of critical fields. Based on these two techniques, we developed
an intelligent mutation strategy that efficiently identifies and
mutates critical fields, guiding inputs towards the target code.

We implemented our approach as an input mutation module
named IDFUZZ that can replace the AFL-based mutation strat-
egy used in existing directed fuzzers. We integrated IDFUZZ
into 4 state-of-the-art directed fuzzers [6, 14, 19, 32] and con-
ducted experiments on the Google Fuzzer Test Suite (FTS) [1],
a benchmark widely used to evaluate directed fuzzers. The re-
sults show that IDFUZZ accelerates the reproduction of target
vulnerabilities with a speedup of over 2.48x and outperforms
existing optimized mutation approaches. Moreover, we find
that IDFUZZ helps existing directed fuzzers reduce ineffective
mutations by 91.86% with only 6% increase in overhead. In
addition, we detected 6 new vulnerabilities with 4 CVE IDs

assigned so far and 1 incomplete fix in popular real-world
software with AFLGo-IDFUZZ.

In summary, our contributions are as follows:

• We investigated the insufficiency of existing directed
fuzzers and proposed leveraging experience from past in-
puts to guide input mutation towards the target code.

• We introduced an intelligent neural network-based muta-
tion strategy tailored for directed fuzzing. We devised sev-
eral novel techniques, including branching encoding, adap-
tive dataset generation, and gradient filtering, which help
build a model that effectively learns from experience and
uses it to improve the directedness of input mutation.

• We implemented a prototype input mutation module
IDFUZZ and conducted extensive experiments. Our experi-
ments showed that IDFUZZ significantly enhances the per-
formance of existing directed fuzzers.

2 Motivation

We use a real-world example to motivate our work. The code
snippet in Listing 1 is part of the jhead program for reading
a JPEG format input file. In this example, line 4 checks the
file’s magic bytes, and lines 5-29 sequentially read each JPEG
section through a for loop. In the loop, lines 8-15 filter out
the 0xff padding bytes before the section and read the marker
byte that determines the type of the section. Lines 18-28 then
use a switch to further process the section according to the
value of the marker byte. Our target in this example is located
in “case M_COM” at line 24.

2.1 Limitations of Existing Directed Fuzzers
Existing directed fuzzing approaches can be summarized into
three main streams: optimizing input prioritization, optimiz-
ing input execution, and optimizing input generation.
Optimizing Input Prioritization. Most existing efforts [6,
11, 14, 25, 47], as exemplified by AFLGo [6], use a fitness
metric to measure the distance from seed inputs to the tar-
get and prioritize seeds closer to the target for mutation. In
this example, they manage to prioritize seeds that reach the
switch statement, but they lack awareness of the marker byte
“M_COM” during seed mutation, leading to a significant waste
of mutations on other irrelevant bytes. Even if a few inputs
successfully reach “case M_COM”, their mutation strategy is
oblivious to this success: when mutating unreachable inputs
in the future, they cannot leverage this experience to prune
ineffective mutations, and they may even mistakenly mutate
the marker byte in reachable inputs, causing the execution
path to deviate from the target.
Optimizing Input Execution. FuzzGuard [63] uses an NN
model to predict the reachability of inputs and prunes un-
reachable inputs. Beacon [19] saves execution time by pre-
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1 static int SectionsRead;
2 int ReadJpegSections(FILE* infile, ReadMode_t ReadMode) {
3 int a = fgetc(infile);
4 if (a != 0xff || fgetc(infile) != M_SOI) return FALSE;
5 for(;;) {
6 int prev = 0;
7 int marker = 0;
8 for (a=0;;a++) {
9 marker = fgetc(infile);

10 if (marker != 0xff && prev == 0xff) break;
11 if (marker == EOF) {
12 ErrFatal(’’Unexpected end of file’’);
13 }
14 prev = marker;
15 }
16 Sections[SectionsRead].Type = marker;
17 SectionsRead += 1;
18 switch(marker) {
19 case M_SOS: ...
20 case M_DQT: ...
21 case M_DHT: ...
22 ...
23 case M_COM:
24 // target
25 ...
26 case M_SOF15: ...
27 default: ...
28 }
29 }
30 return TRUE;
31 }

Listing 1: A motivating example.

maturely terminating the execution of unreachable inputs.
MC2 [47] employs Monte-Carlo execution to remodel di-
rected fuzzing and estimates target-reaching inputs based on
the execution frequency of program branches. SelectFuzz [32]
and DAFL [22] use selective instrumentation to ensure that
the feedback from input execution only includes coverage
information of relevant code, thereby avoiding evolutionary
direction deviate from the target. Although they effectively
cull a large number of unreachable inputs or narrow down the
search space, they are unable to directly generate inputs that
reach “case M_COM”.
Optimizing Input Generation. Halo [20] learns from exe-
cuted inputs to infer the conditions for reaching the targets
and mutates input fields into specific values based on these
conditions. WAFLGo [55] selects the closest edge to the target
as target edge and uses mutation masking to mutate only the
input bytes that do not deviate from the target edge. However,
neither Halo nor WAFLGo can infer the offset of the marker
byte. They rely on sequentially testing each byte [20, 55],
which is compared to taint tracking and similarly faces the
issues of over-tainting and under-tainting. Additionally, Halo
can infer the conditions for reaching “case M_COM” only if
there are already inputs that reach “case M_COM”.

2.2 Limitations of Constraint Solving

Another possible solution is to use constraint-solving tech-
niques, such as correlation analysis [5, 12, 26] or concolic
execution [8, 59], to bypass the switch statement.

Correlation analysis techniques face challenges when ap-
plied to identify the marker byte, whose offset can vary across
different inputs: due to the loop at line 8 that checks padding

bytes before the marker byte, taint tracking [12,29] may suffer
from over-tainting, while input-to-state relationships [5, 17]
might lead to inaccurate identification due to erroneous modi-
fications of padding bytes during “colorization”.

For concolic execution, its inherent scalability issues limit
its effectiveness in reproducing bugs in large programs, par-
ticularly in this example, which involves program structures
with nested for loops.

2.3 Towards Intelligent Directed Fuzzing

In this example, existing efforts struggle to reach “case
M_COM”. Even after successfully generating a few reachable
inputs, they find it difficult to generate more such inputs [20].
We believe this is due to their mutation-oblivious nature: they
fail to leverage fuzzing experience in their mutation.

Our intuition is to leverage the experience from mutated
inputs to identify the marker byte and directly mutate it. We
extract experience in two levels:

• At the first level, once a few inputs have successfully
reached “case M_COM”, we learn from these inputs and
those stuck at switch to extract the experience that the
marker byte is the critical field for reaching “case M_COM”.

• At the second level, if “case M_COM” has not been reached,
those inputs stuck at switch would take other cases. While
existing approaches typically do not pay attention to which
case these inputs take (assigning them the same dis-
tance [6, 11, 14, 22, 25, 32] or treating them uniformly as
unreachable [19,20,63]), the critical field for reaching these
cases is also the marker byte, holding the potential to infer
the critical field for “M_COM”. By capturing and learning the
different branching behaviors at switch from these inputs,
we identify that the critical field for all cases, including
“M_COM”, is the marker byte.

What exactly is “experience”? We leverage the experience
learned by the model to identify critical input fields, where
the “experience” is essentially the gradients of the model’s
output (i.e., relevant branching behaviors) with respect to its
input (i.e., input bytes).

In this example, we use branching encoding to encode
different branching behaviors of the switch statement as dif-
ferent br values in Equation 1, precisely representing different
execution paths that 1⃝ do not reach switch, 2⃝ reach switch
and take “case M_COM”, and 3⃝ reach switch but take other
cases. Our model is designed to effectively learn the rela-
tionship between input bytes and these encoded branching
behaviors. After model training, we compute the model gra-
dients for a given input. The gradient ∂br

∂x j
corresponding to

the marker byte theoretically has the largest absolute value.
Thus, we can determine that the offset of the marker byte is
j. We are fortunate to find that this approach can effectively
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Figure 1: Workflow of IDFUZZ.

locate the marker byte even though its offset may vary across
different inputs, as demonstrated in §5.4.
Challenges. We still face two challenges in achieving efficient
and effective directed mutation.

C1: Efficiency in extracting experience. NN approaches
may either consume significant resources or result in trivial
models due to improperly defined machine learning tasks or
low-quality training data [38, 63]. For our model, we need
an output representation that encapsulates the required two-
level experience while maintaining low dimensionality to
reduce the difficulty of model fitting. Additionally, given the
large volume of mutated inputs in fuzzing, we require an
effective method to sample a dataset that retains the necessary
experience while remaining as small as possible to minimize
training overhead.

C2: Accuracy in identifying critical fields. In real-world
fuzzing, uneven input byte distributions introduce noise into
the model, leading to inaccurate identification of critical fields
when following the naive principle that “the larger the gra-
dient, the more critical the byte”. In the motivating example,
this results in mistakenly identifying the magic bytes of JPEG
files, which are irrelevant, as critical fields (we will further
explain this in §3.4). Therefore, a refined method of using the
gradients is required for accuracy in identifying critical fields.

3 Design

3.1 Architecture Overview

The workflow of IDFUZZ can be divided into three phases:
model initialization, model training, and gradient-guided di-
rected mutation, as shown in Figure 1. In the model initializa-
tion phase, we use lightweight static analysis to extract the
target code’s dom-BBs and develop a Branching Encoder that
can encode an input’s branching behaviors at these dom-BBs
(i.e., relevant branching behaviors) into a tensor as the model
output. In the model training phase, we employ an Adaptive
Dataset Generator to collect fuzzing inputs, use the Branch-
ing Encoder to encode their execution paths, and generate the
model training set. After model training, we feed seed inputs

into the model and compute model gradients. Through gradi-
ent filtering and DBSCAN clustering techniques, we identify
critical input fields and guide directed seed mutation. We will
introduce the details of the three phases below.

3.2 Model Initialization

When initializing our NN model, we need to define the
model’s input and output. We use the byte values of the
fuzzing input as the model’s input. The model output is care-
fully designed to achieve two goals: it must effectively en-
capsulate the two-level experience discussed in §2.3, and it
should maintain low dimensionality to minimize the training
burden. We construct the model output through relevant code
extraction and branching encoding.
Relevant Code Extraction. We utilize target dominance
analysis to extract dom-BBs of the target site in the pro-
gram’s CFG. Target dominance analysis is a well-established
lightweight static analysis technique used to efficiently ex-
tract the dominators of a given basic block from a program’s
CFG. It leverages the classic Lengauer-Tarjan [27] algorithm
and is readily available in static analysis frameworks such
as LLVM [23]. This approach condenses the entire program
space to code strongly relevant to directed fuzzing, success-
fully reduced the dimensionality of the model output by 95%
compared to representing the entire program space. The final
output dimensionality is usually below 50.
Branching Encoding. Encoding execution paths is not a new
concept, but existing encoding methods fail to meet our goals.
One straightforward encoding approach is to use distance, as
adopted by most directed fuzzers. However, distance is not
precise enough for the model to learn how to bypass specific
constraints. For instance, using AFLGo’s distance definition,
two execution paths with the same distance can be stuck at
entirely different constraints. Moreover, the scalar nature of
distance inherently prevents us from performing gradient fil-
tering (introduced in §3.4). Another encoding approach is
to map each edge to an independent dimension in the model
output, as adopted by neural program smoothing [49]. This
method can accurately represent execution paths, but it over-
looks the relationships between sibling edges [53] and fails
to incorporate the second-level experience, which is crucial
for targeting unexplored code.

We introduce branching encoding to overcome the above
limitations, as shown in Algorithm 1. By mapping the branch-
ing behavior of a dom-BB to one dimension of the output,
we not only accurately capture the critical parts of the execu-
tion path but also associate uncovered branches with sibling
branches, effectively leveraging second-level experience.

We first map the coverage of each dom-BB to one di-
mension of the output vector. If a dom-BB (dom_bbs[i]) is
covered, we consider the branching behavior of the preced-
ing dom-BB (dom_bbs[i− 1]) to be appropriate and set the
corresponding dimension for dom_bbs[i] to 1. Otherwise, if
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Algorithm 1 Branching encoding.
1: Input: trace_bits
2: Output: output_vector
3:
4: out put_vector← [0, . . . ,0] // the dimensionality equals dom-BB number
5: dom_bbs← target_dominance_analysis()
6: for 0≤ idx < len(dom_bbs) do
7: for all edge in dom_bbs[idx].edges do
8: if trace_bits[edge] ̸= 0 then
9: out put_vector[idx]← 1
10: end if
11: end for
12: if out put_vector[idx] == 0 then
13: if dom_bbs[idx−1].is_class_a then
14: b← 0 // the branching behavior
15: for all edge in dom_bbs[idx−1].ndedges do
16: b← b≪ 1 // traverse each non-dom-edge
17: if trace_bits[edge] ̸= 0 then
18: b← b+1
19: end if
20: end for
21: b← b/(1≪ len(dom_bbs[idx−1].ndedges))
22: out put_vector[idx]← b
23: end if
24: end if
25: end for
26: return out put_vector

  1     2        3

4         5

6      7

9

basic block

dom-BB

target BB

c

d8

b

a

10

Figure 2: Dom-BBs in the program CFG.

dom_bbs[i] is not covered but dom_bbs[i− 1] is, according
to the characteristics of dominator tree, dom_bbs[i−1] will
be the last covered dom-BB and dom_bbs[i] will be the first
uncovered dom-BB. Covering dom_bbs[i] will bring us closer
to the target site. In this case, we attempt to cover dom_bbs[i]
by adjusting the branching behavior of dom_bbs[i−1].

We further use a fraction between 0 and 1 to repre-
sent the branching behavior of the last covered dom-BB
(dom_bbs[i− 1]). Specifically, we categorize the dom-BBs
into two classes, A and B. A-class dom-BBs are those that
are adjacent to the next dom-BB, connected by a single edge
termed as a “dom-edge”, as exemplified by the basic blocks
a, b, and d in Figure 2. In contrast, B-class dom-BBs are
those that are separated from the next dom-BB by other non-
dom-BBs, exemplified by the basic block c in Figure 2. If
the final covered dom-BB of an execution path is A-class, a
single change in its branching behavior is possible to cover
the next dom-BB. Thus, the branching behaviors of A-class
dom-BBs are highly relevant to reaching the target sites. We

mark the outgoing edges of A-class dom-BBs. For an A-class
dom-BB with n outgoing edges, we employ an (n− 1)-bit
binary number to indicate the coverage status of its n− 1
“non-dom-edges”, where coverage is denoted as 1 and non-
coverage as 0. We then divide this binary number by 1≪
(n− 1) and place the result in the output vector dimension
corresponding to the next dom-BB.

Conversely, if the final covered dom-BB is B-class, altering
the branching behavior of the final dom-BB might not help
to approach the target site. For instance, changing the branch-
ing behavior of dom-BB c would not directly benefit path
“2→5→6→8” in Figure 2. To keep the analysis lightweight,
we disregard the branching behavior of B-class dom-BBs and
simply set the corresponding dimension to 0.

For example, we use a 5-dimensional output vector to
represent the coverage of dom-BBs in Figure 2. The path
“1” is encoded as < 1,0.25,0,0,0 >, the path “2→4” as
< 1,1,0.5,0,0 >, and path “2→5→6→8” as < 1,1,1,0,0 >.

It is notable that when encoding an A-class branching be-
havior, we randomly map the edges to the binary bits. Larger
binary values do not necessarily indicate greater proximity to
reaching the next dom-BB. In fact, quantifying how close a
branching behavior is to reaching the next dom-BB is both
difficult and unnecessary, as it only affects the sign of model
gradients and does not impact the identification of critical
fields based on the magnitude of the absolute gradient values.

3.3 Model Training
We utilize an adaptive dataset generation technique to obtain
a small yet sufficient dataset for model training.
Adaptive Dataset Generation. A straightforward approach
to collect the training dataset is to directly use the fuzzing
seed queue [49]. However, since only inputs that cover unique
paths are retained as seed inputs, the seed queue often lacks
sufficient samples with the same label, which can cause issues
such as model underfitting [48,63]. Another possible approach
is to include inputs generated by every seed in the dataset to
ensure that the model can guide the mutation of any seed.
However, this would result in an oversized training dataset
and increase training costs. Therefore, based on the second
approach, we reduce the required inputs in two steps.

First, the seed queue contains a large number of early ac-
cumulated inputs that cover very few dom-BBs. They are
far from the target and typically receive minimal mutations
in power scheduling [6]. Therefore, their experience is less
valuable. After obtaining all labels (i.e., relevant branching
behaviors) from the seed queue, we select the top 20% of
dom-BB counts and only focus on seed inputs of these labels.

Second, we can reduce the number of required samples by
leveraging the similarity in byte distributions among neigh-
boring seed inputs. Except for the initial seeds, all seed inputs
are generated by mutating existing seeds. For a given seed, we
refer to those seeds that are within two mutation steps (exclud-
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ing splicing) as neighboring seeds. We observed that the byte
distributions of neighboring seeds are typically very similar.
Thus, if neighboring seeds share the same relevant branching
behavior, we only need to collect the inputs generated by one
representative seed.

We use a simple greedy algorithm to select the representa-
tive seeds that cover all the important labels. Based on the rec-
ommended sample size [3, 16], for each label, we evenly col-
lect 100-150 inputs generated by these seeds during fuzzing.
The final training set size is approximately 1000.
Timing of Training. We hope to train the model as early
as possible to provide effective guidance for fuzzing muta-
tions. However, model training takes time. If fuzzing covers
a significant number of new dom-BBs during the training
period, the experience contained by the model will become
“outdated” by the time the model finishes training. Therefore,
we should avoid starting training during periods when new
dom-BBs are frequently discovered, which typically occurs
in the early stages of the fuzzing process. Instead of hardcod-
ing the start time for model training, we designed a simple
adaptive method to accommodate different programs. After
fuzzing begins, we continuously monitor the frequency of
new dom-BB discoveries. If no new dom-BBs are covered
within a threshold time θ, we proceed to generate the training
set and begin training.

After the initial model training, new seed inputs may still
emerge that either cover new dom-BBs or have significantly
different byte distributions compared with existing seeds
(more than two mutation steps away or generated by splicing).
The model may not effectively guide the mutation of these
seeds. Therefore, if the number of newly covered dom-BBs
reaches n, or if the proportion of seeds with significantly dif-
ferent byte distributions exceeds R, we select an appropriate
time to retrain the model based on the θ threshold.

Based on our experimental experience, we set θ to 60 sec-
onds, n to 1, and R to 5%.

3.4 Gradient-guided Directed Mutation

After training the model, we calculate gradients in the NN to
guide directed seed mutation.

Given a model input of dimensionality n and output of
dimensionality m, the gradient of the output with respect to
the input is an m×n Jacobi matrix J.

∂y1
∂x1

∂y1
∂x2

· · · ∂y1
∂xn

∂y2
∂x1

∂y2
∂x2

· · · ∂y2
∂xn

...
...

. . .
...

∂ym
∂x1

∂ym
∂x2

· · · ∂ym
∂xn


Each column of the matrix corresponds to one seed byte

and each row corresponds to one dom-BB. We refer to the i-th
row of the matrix as the gradient vector for the i-th dom-BB.

Algorithm 2 Gradient filtering.
1: Input: Jacobi_matrix, n, training_set // locate the n-th dom-BB’s critical

bytes
2: Output: hot_bytes
3:
4: hot_bytes←{}
5: g0← Jacobi_matrix[n] // gradient vector for the n-th dom-BB
6: g−2← Jacobi_matrix[n−2]
7: g+2← Jacobi_matrix[n+2]
8: for 0≤ byte_idx < len(g0) do
9: if g0.rank(byte_idx)< g−2.rank(byte_idx) and

g0.rank(byte_idx)< g+2.rank(byte_idx) then
10: hot_bytes.append(byte_idx) // retain bytes with relatively higher

ranked gradient values
11: end if
12: end for
13: hot_bytes← sort(hot_bytes,−1)[: 20] // top 20 bytes with the largest gradi-

ent values
14: return hot_bytes

Theoretically, Ji j demonstrates how much the j-th seed byte
affects the branching behavior of the i-th dom-BB.

However, we observed in our experiments that the seed
bytes with the largest gradient values often do not correspond
to critical bytes (i.e., bytes that make up the critical field),
but rather bytes from fixed fields (bytes with the same values
across almost all samples, e.g., magic bytes). We find a mathe-
matical explanation: the value of Ji j in the matrix, ∂yi

∂x j
, can be

interpreted as the change in the coverage of the i-th dom-BB
divided by the change in the j-th seed byte value, as both
changes approach 0. For a seed byte with almost the same
value across all samples, the change in the byte value is near 0,
resulting in a large Ji j. Since fuzzing inputs typically need to
conform to certain file formats, fixed fields like magic bytes
are very common. As a result, the “critical bytes” identified
by locating the input bytes with the largest absolute gradient
values are often these fixed bytes.

Meanwhile, we also observed that aside from fixed bytes,
critical bytes for neighboring dom-BBs can correspond to
large values in the current dom-BB’s gradient vector. This can
be explained by the sequential nature of dom-BBs’ coverage,
where covering the n-th dom-BB requires first covering the
(n− 1)-th, and not covering the n-th dom-BB requires first
not covering the (n+1)-th. Therefore, during model training,
critical bytes for the (n−1)-th and (n+1)-th dom-BBs are
also important for the n-th dom-BB. Hence, in addition to
excluding fixed bytes, gradient analysis needs to also exclude
critical bytes for neighboring dom-BBs.

We propose a gradient filtering method to remove fixed
bytes and critical bytes of neighboring dom-BBs. We present
the gradient filtering algorithm in Algorithm 2.

3.4.1 Gradient Filtering

Our intuition is twofold: first, fixed bytes will have large gra-
dient values across gradient vectors of all dom-BBs, while
critical bytes will only have large gradient values in the gradi-
ent vectors of the current dom-BB and neighboring dom-BBs;
second, as the distance between two dom-BBs increases, the
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influence of their critical bytes on each other’s gradient vector
diminishes. Therefore, we consider the gradient vectors of
the (n−2)-th and n-th dom-BBs. In the gradient vector of the
(n−2)-th dom-BB, the dimensions with large values corre-
spond to fixed bytes and the critical bytes from the (n−3)-th
to (n−1)-th dom-BBs. The critical bytes for other dom-BBs
can be neglected since those dom-BBs are farther away. Simi-
larly, in the gradient vector of the n-th dom-BB, the dimen-
sions with large values correspond to fixed bytes along with
the critical bytes from the (n− 1)-th to the (n+ 1)-th dom-
BBs. Thus, by removing the intersection of these two sets
of bytes, we can effectively filter out the fixed bytes and the
critical bytes for the (n−1)-th dom-BB.

3.4.2 Gradient-guided Directed Mutation

We apply the above idea to the gradient-guided mutation strat-
egy. Given a seed, gradient-guided mutation aims to generate
a test case that covers one more dom-BB (a single mutation
is unlikely to drastically alter the execution path [11], so we
do not expect covering multiple deeper dom-BBs through
one mutation). Based on the seed’s execution path, we adopt
two different types of gradient-guided mutation: aggressive
mutation and conservative mutation.
Aggressive Mutation. Suppose the execution path of the
seed to mutate covers n dom-BBs. If the model training set
contains samples covering n+1 dom-BBs (first-level experi-
ence) or n dom-BBs but with different branching behaviors
(second-level experience), then the trained model will learn
the experience of how to cover the (n+1)-th dom-BB. In this
case, we apply aggressive mutation to cover the (n+ 1)-th
dom-BB: we take bytes corresponding to the largest dimen-
sions in the (n+1)-th dom-BB’s gradient vector, filter them
using the (n−1)-th and (n+3)-th dom-BBs’ vectors for crit-
ical bytes, and mutate these critical bytes.
Conservative Mutation. If the deepest coverage in the train-
ing set is n dom-BBs and samples covering n dom-BBs ex-
hibit only one branching behavior (or the n-th dom-BB is a
B-class), then the model cannot learn anything about how to
cover the (n+1)-th dom-BB. In this case, we apply conserva-
tive mutation to avoid mutations that regress already covered
dom-BBs: we avoid mutating bytes corresponding to large
values (the top 20) in the n-th dom-BB’s gradient vector.
Havoc Mutation. The gradient filtering method is not ab-
solutely accurate. In rare cases, it may incorrectly filter out
critical bytes (discussed in §5.2). Therefore, after the above
stages, IDFUZZ enters a brief AFLhavoc mutation stage [60]
to compensate for possible error filtering. Additionally, if the
model is not ready, we run AFLhavoc and skip other mutations.

3.4.3 Field Recognition

Building upon the identification of critical bytes, we utilize
DBSCAN clustering [15] to further recognize critical fields.

DBSCAN clustering algorithm is a widely used density-based
clustering algorithm that identifies clusters as regions of high
point density. In IDFUZZ, we treat a seed input as a one-
dimensional space, where each byte is positioned according
to its offset, and its associated gradient value is used as the
density. Clustering in this space yields segments of contiguous
bytes exhibiting consistently high gradient magnitudes. We
used the existing implementation of the DBSCAN algorithm
provided by the scikit-learn package [41] in Python 3.

IDFUZZ applies AFL’s mutators, where the choices for
lengths are 1, 2, and 4. However, clustered contiguous byte
lengths are not necessarily base-2 integers. Hence, we take
the smallest base-2 integer greater than the segment length
as the final length of the partitioned field. For instance, if
the length of a segment is 3, the partitioned field would be
the 4 bytes including these 3 bytes as well as a preceding or
succeeding byte. During aggressive mutation, we not only
mutate individual critical bytes in 0-255 but also collectively
mutate the entire identified field to interesting values [60].

4 Implementation

We observed that nearly all state-of-the-art directed fuzzers [6,
14,19,22,32,63] are based on the AFL framework [60]. To val-
idate the efficacy of our design and its complementarity with
existing directed fuzzers (i.e., IDFUZZ optimizes input muta-
tion, whereas existing directed fuzzers focus on other aspects),
we implemented IDFUZZ as a replacement for the original
input mutation module in the AFL framework. The Relevant
Code Extractor was implemented in C++. The Branching
Encoder, the Adaptive Dataset Generator, and the NN model
were implemented in Python. The refined mutation strategy
was implemented as a C patch to “afl-fuzz.c”.
Relevant Code Extraction. We extract the call graph of the
program from its LLVM IR bitcode [23] and identify the
function call chain for the target site. We then utilize the
DominatorTreeWrapperPass class [2] to extract the domi-
nator tree for each function and identify the dominator chain
from the function entry basic block to the call site basic block.
Finally, we connect these dominator chains to derive the in-
terprocedural dominator chain for the target site. If a callee
function is invoked by multiple call sites, we take the inter-
section of the dominator chains of these call sites. During
instrumentation, we keep track of the instrumentation indexes
for outgoing edges of dom-BBs.
NN Architecture. There are already related studies [49, 53]
that explore the use of different models to simulate program
behaviors. Thus, we did not prioritize the exploration of model
architectures as a contribution in our work. Based on the
model selections in these related works, we chose a 3-layer
MLP implemented in PyTorch [39] as the model for IDFUZZ,
which is cost-effective for our task. We use ReLU as the activa-
tion function for the hidden layers and sigmoid for the output
layer to normalize each output dimension. The model has 512
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hidden neurons. In our evaluation, it achieved an accuracy
that exceeded 95% in all programs within 10 epochs.

We also experimented with increased numbers of neural
network layers and more complex models like CNNs [24].
However, these endeavors incurred higher overhead without
a corresponding improvement in gradient accuracy, which is
consistent with prior results [53]. We leave the exploration of
more potential models for future work.

5 Evaluation

In this section, we conduct a series of experiments to evaluate
IDFUZZ and answer the following four research questions:

• RQ1: How efficiently can IDFUZZ accelerate existing di-
rected fuzzers in triggering known vulnerabilities? (§5.1)

• RQ2: How does each component affect IDFUZZ’s perfor-
mance? (§5.2)

• RQ3: What is the runtime overhead of IDFUZZ? (§5.3)

• RQ4: How well can IDFUZZ locate critical fields? (§5.4)

5.1 Efficiency in Triggering Known Vulnera-
bilities

Baselines and Benchmark. Vulnerability reproduction is a
typical application scenario for directed grey-box fuzzing. To
evaluate the efficacy of IDFUZZ in vulnerability reproduction,
we equipped AFLGo [6], WindRanger [14], Beacon [19] and
SelectFuzz [32] with IDFUZZ, replacing their original input
mutation modules. AFLGo and WindRanger are representa-
tive directed fuzzers that focus on optimizing input prioritiza-
tion, while Beacon and SelectFuzz are state-of-the-art directed
fuzzers that focus on optimizing input execution. We did not
include other directed fuzzers, as they are either not publicly
accessible (e.g., FuzzGuard [63] and CAFL [25]) or have their
own optimized mutation strategies (e.g., WAFLGo [55]).

Moreover, we compared IDFUZZ with other input gener-
ation solutions. We selected Angora [12] and SymCC [43],
which are widely used as baselines [20,32], representing corre-
lation analysis and concolic execution solutions, respectively.
We also included WAFLGo [55], a state-of-the-art directed
fuzzer that employs target edge selection and mutation mask-
ing methods to optimize input mutation. Another advanced
directed fuzzer that utilizes optimized input generation strate-
gies, i.e., Halo [20], was not included as it was not publicly
accessible. Nevertheless, we believe that Halo’s approach
complements IDFUZZ, as Halo infers the values of critical
input fields [20], while IDFUZZ determines their offsets and
lengths. We integrated IDFUZZ into raw AFL for comparison
to eliminate the influence of irrelevant directed strategies.
Experimental Setup. For each program in the FTS, we set
the crash point (listed in Table 7) as the target site and used

the seeds provided in the FTS as the initial seeds for fuzzing.
If no seeds were given, a file with the content “hi” was used as
the initial seed. All experiments were conducted 10 times with
a time budget of 24 hours in Docker environments on a 64-bit
Ubuntu 18.04 LTS server equipped with Intel(R) Xeon(R)
Gold 6140 CPU @ 2.30GHz*72 and 256 GB of RAM. We
did not use any GPUs and we restricted the NN model to run
on a single CPU throughout the entire process.
Results. The results of different directed fuzzers equipped
with IDFUZZ are shown in Table 1. We calculated the aver-
age time-to-exposure (TTE) of vulnerabilities and applied
the Mann-Whitney U test [34] between the results with and
without IDFUZZ. In Table 1, p indicates the p-value between
the original fuzzer and the fuzzer equipped with IDFUZZ. T.O.
represents that the fuzzer could not trigger the vulnerability
within 24 hours. N/A indicates failure in building the program.
Ratio indicates the improvement ratio after being equipped
with IDFUZZ. When calculating the improvement ratios and
p-values for cases involving a timeout, we treat the timeout
as 86400 seconds and add a “>” symbol to the Ratio value to
indicate that the actual improvement could be even greater.

Overall, equipping IDFUZZ provides speedups of 1.87x,
>2.01x, >1.95x, and >1.64x for AFLGo, WindRanger, Beacon,
and SelectFuzz, respectively. We found that the improvement
brought by IDFUZZ is strongly correlated with the difficulty
of reproducing the target vulnerability. For easy-to-reproduce
targets, such as those reproduced within 5 minutes, the im-
provement brought by IDFUZZ is highly unstable and may
even result in performance degradation. However, for hard-
to-reproduce targets, such as those requiring more than an
hour, IDFUZZ consistently delivers substantial improvements.
The relationship between the improvement ratios and the TTE
results (without IDFUZZ) is shown in Figure 3. Using 10 min-
utes as a threshold, for targets with TTE <10 minutes, the
speedups for AFLGo, WindRanger, Beacon, and SelectFuzz
are 1.02x, 1.06x, 0.97x, and 0.99x, respectively. Even when
improvements are observed, the corresponding p-values are
greater than 0.05, indicating a lack of statistical significance.
For targets with TTE >10 minutes, the speedups are 2.88x,
>2.63x, >2.38x, and >2.01x for AFLGo, WindRanger, Bea-
con, and SelectFuzz, respectively, with all the p-values less
than 0.05, indicating statistically significant improvements.

The primary factor behind this phenomenon is the time
required for the NN model to take effect. The model typically
finishes its first training around 10 minutes after fuzzing starts.
Therefore, if the TTE of the target vulnerability is less than 10
minutes, the model often has not had enough time to provide
guidance. As the TTE increases, the time available for the
model to take effect increases, leading to a more significant
contribution to the target vulnerability reproduction.

For hard-to-reproduce targets (TTE >10 minutes), which
are the actual focus of directed fuzzing, IDFUZZ demonstrates
stable and significant efficacy, providing an average speedup
of >2.48x for existing directed fuzzers. Notably, there are
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Table 1: Time-to-exposure (seconds) for each target in Google Fuzzer Test Suite. “ /0” represents the original directed fuzzer and
“I” represents the directed fuzzer equipped with IDFUZZ.

Program AFLGo WindRanger Beacon SelectFuzz
/0 I Ratio p /0 I Ratio p /0 I Ratio p /0 I Ratio p

boringssl T.O. T.O. - - T.O. T.O. - - T.O. T.O. - - T.O. T.O. - -
c-ares 32 53 0.60x - 47 30 1.57x >0.05 19 24 0.79x - 31 32 0.97x -
guetzli 1835 828 2.22x <0.01 6192 1383 4.48x <0.01 1513 820 1.85x 0.01 756 692 1.09x 0.04
harfbuzz T.O. T.O. - - T.O. T.O. - - T.O. 30790 >2.81x <0.01 T.O. 27172 >3.18x <0.01
json 177 208 0.85x - 327 293 1.12x >0.05 181 185 0.98x - 218 197 1.11x >0.05
lcms 14256 3927 3.63x <0.01 8966 3300 2.72x <0.01 6626 2021 3.28x <0.01 4279 2110 2.03x <0.01
libarchive T.O. T.O. - - T.O. T.O. - - T.O. T.O. - - T.O. 52241 >1.65x <0.01
libssh 477 409 1.17x >0.05 2355 1170 2.01x <0.01 1035 697 1.48x 0.03 253 290 0.87x -
libxml2 1115 876 1.27x <0.01 1039 843 1.23x <0.01 858 666 1.29x 0.03 684 593 1.15x 0.03
openssl1.0.1f 24 17 1.41x 0.04 36 49 0.73x - 24 19 1.26x >0.05 21 30 0.70x -
openssl1.0.2d 284 343 0.83x - 252 305 0.83x - 147 171 0.86x - 179 139 1.29x >0.05
pcre 353 277 1.27x >0.05 N/A 1273 648 1.96x 0.02 681 599 1.14x 0.04
re2 55548 14920 3.72x <0.01 T.O. 30921 >2.85x <0.01 59962 16932 3.54x <0.01 53826 17755 3.03x <0.01
vorbis T.O. T.O. - - T.O. T.O. - - T.O. 31117 >2.37x <0.01 T.O. 36389 >2.78x <0.01
woff 10872 3048 3.57x <0.01 8813 3510 2.52x <0.01 9320 3836 2.43x <0.01 12200 5012 2.43x <0.01
TTE Range <600 >600 overall <600 >600 overall <600 >600 overall <600 >600 overall
Avg. Ratio 1.02x 2.88x 1.87x 1.06x >2.63x >2.01x 0.97x >2.38x >1.95x 0.99x >2.01x >1.64x

Table 2: Time-to-exposure (seconds) for each target in the Google Fuzzer Test Suite compared with other optimized input
generation strategies. The symbols in the table have the same meaning as those in Table 1.

Program AFL-IDFuzz Angora SymCC WAFLGo
T T E T T E Ratio p T T E Ratio p T T E Ratio p

boringssl T.O. T.O. - - T.O. - - T.O. - -
c-ares 31 33 1.06x >0.05 84 2.71x 0.04 79 2.55x <0.01
guetzli 1089 1937 1.78x 0.02 39397 36.18x <0.01 3918 3.60x <0.01
harfbuzz T.O. T.O. - - T.O. - - T.O. - -
json 128 189 1.48x >0.05 73 0.57x - N/A
lcms 5821 46810 8.04x <0.01 T.O. >14.84x <0.01 12938 2.22x <0.01
libarchive T.O. T.O. - - T.O. - - T.O. - -
libssh 823 466 0.57x - T.O. >104.98x <0.01 285 0.35x -
libxml2 1010 3125 3.09x <0.01 23347 23.12x <0.01 1698 1.68x 0.01
openssl1.0.1f 18 16 0.89x - 545 30.28x <0.01 36 2.00x <0.01
openssl1.0.2d 404 570 1.41x >0.05 742 1.84x 0.03 158 0.39x -
pcre 395 810 2.05x <0.01 32513 82.31x <0.01 2723 6.89x <0.01
re2 23092 T.O. >3.74x <0.01 T.O. >3.74x <0.01 T.O. >3.74x <0.01
vorbis T.O. T.O. - - T.O. - - T.O. - -
woff 2953 5277 1.79x <0.01 14864 5.03x <0.01 T.O. >29.26x <0.01
Avg. Ratio >2.35x >27.78x >5.27x
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Figure 3: Relationship between Ratio and TTE.

3 targets (harfbuzz, libarchive, and vorbis) that can only be
reproduced by fuzzers equipped with IDFUZZ.

The results of AFL-IDFUZZ compared with other fuzzers
that utilize optimized input generation are shown in Table
2. AFL-IDFUZZ significantly outperforms Angora, SymCC,
and WAFLGo, achieving speedup ratios of >2.35x, >27.78x,
and >5.27x, respectively. For targets where AFL-IDFUZZ per-
forms worse than other fuzzers, e.g., libssh and opensslx,
we found that the short reproduction times for these targets
were also the main reason: other fuzzers reproduced these tar-

Table 3: Dataset for ablation study. Ncond., Ntestcases, and
Lenavg. denote the number of conditional statements, the num-
ber of test cases, and the average byte length of test cases.

Program Format Ncond. Ntestcases Lenavg.
jhead JPEG 3 4334 482.29
gifsicle GIF 4 10512 365.94
bmp2tiff BMP 4 6000 403.90
pngtest PNG 3 8565 403.56
readelf ELF 8 7517 448.97
tcpdump PCAP 5 9611 581.73
tiffdump TIFF 4 9499 564.99

gets before IDFUZZ’s model began functioning. We observed
that the SymCC hybrid fuzzer outperformed other fuzzers
only on the json program, which has fewer than 14k lines
of code, but performed poorly on other large programs due
to the inherent scalability limitations of concolic execution.
Notably, AFL-IDFUZZ even outperforms WAFLGo, which is
based on AFLGo and adopts multiple directed strategies. Our
analysis indicates that this is because the mutation masking
technique employed by WAFLGo is inefficient when han-
dling long inputs, and its heavy instrumentation significantly
reduces fuzzing throughput. However, this does not diminish
WAFLGo’s contributions, as it has unique strengths in testing
commits and handling cases where the directed fuzzing target
(code changed by the commit) is not the crash point [55].
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(a) Relative attempts required for Others, IDFUZZb, and
IDFUZZd compared with IDFUZZ0+0.

(b) Relative attempts required for different IDFUZZ ver-
sions compared with IDFUZZ0+0.

(c) Error filtering rates of IDFUZZ0+1 and IDFUZZ.

Figure 4: Ablation study results.

The results above indicate that IDFUZZ can significantly ac-
celerate existing directed fuzzers in triggering known vulner-
abilities and outperforms other optimized mutation strategies
in directed fuzzing tasks.

5.2 Ablation Study
IDFUZZ mainly employs three novel techniques: branching
encoding, adaptive dataset generation, and gradient filtering.
We conducted ablation experiments on these three techniques
to investigate their roles in IDFUZZ.
Experimental Setup. For a deeper insight into how IDFUZZ
works, we use the average number of attempts required to
successfully mutate the critical field (referred to as “attempts
required”) as the evaluation metric in the following evalua-
tions. Given the diversity of specific mutation operations, it is
hard to measure the required number of mutations. Therefore,

we define an “attempt” as selecting a position within the seed
to mutate, a shared step of all mutation operations.

Though FTS is a popular benchmark used to evaluate di-
rected fuzzers, we found that over half of the targets could
be reached within 10 minutes, where IDFUZZ’s model was
trained only once or did not play a role at all. In order to test
IDFUZZ’s capabilities more comprehensively, we chose tar-
gets that are harder to reach. We chose 7 real-world programs
that handle different file formats and were evaluated in prior
works [14, 50, 63] as the evaluation dataset, listed in Table 3.

We first used AFL [60] to fuzz each program for 24 hours
and then randomly selected conditional statements that re-
quired more than an hour to bypass. All selected targets are
listed in Table 8. We determined the ground-truth critical
fields by referring to the file format standards and testing.
We then set these conditional statements as targets and used
AFLGo [6], equipped with different versions of IDFUZZ, to
conduct directed fuzzing. When targets were reached, we
recorded the seed queues and the NN model.

Seven mutation strategies were included: IDFUZZ with-
out adaptive dataset generation, represented as IDFUZZ0+1,
where the seed queue was simply used as the model training
set; IDFUZZ without gradient filtering, denoted as IDFUZZ1+0,
where gradient filtering was omitted and the ranking of the
first byte within the ground truth critical field was used as
the average attempt; IDFUZZ without both, represented as
IDFUZZ0+0; the complete version of IDFUZZ, represented
as IDFUZZ; and the AFL-based strategy employed by other
directed fuzzers (random mutation), represented as Others.
Since branching encoding cannot be independently removed,
we evaluate the effectiveness of branch encoding by replac-
ing the model outputs in IDFUZZ0+0 with the outputs gener-
ated by two alternative encoding methods. The first encoding,
denoted as IDFUZZb, uses a tensor converted from the in-
put’s corresponding coverage bitmap (provided by the AFL
framework [60]) as the model output. This encoding has been
adopted by neural program smoothing [49] to model the rela-
tionship between test inputs and code coverage. We identify
the output dimension corresponding to the target edge and
compute its gradient with respect to the input to determine the
critical bytes necessary for reaching the target edge. The sec-
ond encoding method, denoted as IDFUZZd , employs the in-
put’s corresponding distance value (as defined by AFLGo [6])
as the model output. Our aim here is to directly identify criti-
cal bytes that reduce this distance metric by computing the
gradient of the distance value with respect to the input.

We computed half of the seed length as the “attempts re-
quired” for the AFL-based strategy. We ran AFLGo-IDFUZZ,
collected the gradients produced by the NN model, and com-
puted the average gradient ranking of bytes in the critical
field as the “attempts required” for IDFUZZ∗.

IDFUZZ’s gradient filtering method may erroneously filter
out bytes from critical fields in some cases. Therefore, we
calculated the error ratio of incorrect filtering. We adopted
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a strict calculation approach: if any byte within the ground
truth critical field is filtered out, it is considered incorrect.
Experimental Results. The relative attempts required com-
pared with IDFUZZ0+0 are shown in Figure 4a and 4b. The
error filtering rates of IDFUZZ0+1 and IDFUZZ are shown in
Figure 4c.

First, by comparing the attempts required for Others and
IDFUZZ0+0 in Figure 4a, we discovered that through branch-
ing encoding, the average number of attempts needed to locate
critical fields is significantly reduced by 67%. Furthermore,
by comparing the results of IDFUZZ0+0 and IDFUZZb, we
found that branching encoding also significantly outperforms
using the coverage bitmap as the model output, reducing the
attempts needed by 53%. This is because using the cover-
age bitmap as the model output results in excessively high
dimensionality and substantial noise, which yields a trivial
model. Moreover, IDFuzz0+0 reduces attempts by 16% com-
pared to IDFuzzd . However, their performance is comparable
on jhead, bmp2tiff, tcpdump, and tiffdump. This is be-
cause branching encoding does not offer a clear advantage
over distance-based encoding in model fitting complexity.
Its strength lies in scenarios involving complex control flow,
where the same distance may correspond to different con-
straints, or when second-level experience is required. In such
cases, branching encoding can generate more accurate and in-
formative model outputs. For the programs mentioned above,
the control flow is relatively simple, and few unexplored tar-
gets require second-level experience, resulting in similar per-
formance across both methods. Nonetheless, it is important to
note that IDFuzzd does not support gradient filtering, which,
as we demonstrate later, plays a critical role.

Next, by comparing the attempts required for IDFUZZ0+0
and IDFUZZ1+0, we found that adaptive dataset generation im-
proved the performance of IDFUZZ across all tested programs,
reducing the attempts required by 44% on average. How-
ever, this improvement is not stable across different programs.
Adaptive dataset generation brought notable enhancements
in jhead, bmp2tiff, an readelf. This can be attributed to
jhead and bmp2tiff generating a limited number of seeds
(around 300), leading to model underfitting. Conversely, while
the readelf program produced a substantial number of seeds
(around 10,000), the majority of these seeds covered irrelevant
code (i.e., covered few dom-BBs). As a result, the model’s fit-
ting performance saw significant improvement once we used
adaptive dataset generation. Meanwhile, we observed that the
fuzzing seed queues of certain programs, such as tcpdump
and tiffdump, already constituted high-quality training sets.
Consequently, adaptive dataset generation showed minimal
improvement on these two programs.

We then study how gradient filtering affects IDFUZZ’s per-
formance. On the one hand, according to the attempts required
for IDFUZZ0+0 and IDFUZZ0+1, we found that gradient filter-
ing led to an average 56% reduction in the required attempts
of all correctly filtered test cases. Notably, unlike the case of

Table 4: A summary of ablation study results. “EFR”, “FPR”,
and “FNR” denote the error filtering rate, false positive rate,
and false negative rate. “B”, “A”, and “G” refer to branching
encoding, adaptive dataset generation, and gradient filtering.

Attempts EFR FPR FNR Precision Recall
Random 301.37% - - - - -
B 100.00% - - - - -
B+A 56.30% - - - - -
B+G 43.53% 33.36% 3.94% 24.14% 11.64% 75.86%
B+A+G 24.53% 14.28% 3.85% 9.52% 13.65% 90.48%

adaptive dataset generation, the magnitude of this improve-
ment was relatively stable across different programs. On the
other hand, we also observed that IDFUZZ0+1 displayed a high
rate of incorrect filtrations, peaking at 47.68% (as shown in
Figure 4c). Test cases that are incorrectly filtered only have the
opportunity to mutate the critical fields during the AFLhavoc
phase we mentioned in §3.4.2, which is not effective. In sum-
mary, the results demonstrate the effectiveness of our gradient
filtering and the importance of low error filtering rates.

Finally, by comparing the results of IDFUZZ0+1,
IDFUZZ1+0, and IDFUZZ, we observed that adaptive dataset
generation and gradient filtering worked well together in
reducing the attempts required, while a high-quality training
set could significantly lower the error filtering rate to 14.28%
on average. Therefore, the techniques are complementary
and both contribute to IDFUZZ’s high efficiency, reducing
the attempts required to locate critical fields by 75.47% and
91.86% compared with IDFUZZ0+0 and Others, respectively.

We summarize the results of the ablation study in Table 4.
We also include four metrics: false positive rate, false negative
rate, precision, and recall, which are used to further evaluate
gradient filtering. These four metrics are based on the binary
classification task achieved by gradient filtering, which de-
termines whether each input byte is critical or not. Among
these results, we observe relatively low Precision values, pri-
marily due to the fixed selection of 20 critical bytes identified
by gradient filtering, whereas the ground-truth critical bytes
typically number no more than 4. Consequently, the Preci-
sion is inherently limited to below 20% (4/20). However, we
consider this low Precision acceptable, as it still represents
an over 10× improvement compared to other AFL-based di-
rected fuzzers, based on the average input length observed in
our experiments. Furthermore, gradient filtering exhibits high
Recall (i.e., low false negative rate), and the integration of
adaptive dataset generation effectively enhances this metric
(i.e., reduces the false negative rate). This is because adaptive
dataset generation substantially improves the quality of the
training data, allowing the trained model to compute more
accurate gradients and thereby yielding higher gradient ranks
for the critical bytes. Conversely, adaptive dataset generation
has only a minor impact on the false positive rate, due to the
substantial imbalance between the numbers of positive and
negative samples for critical bytes.
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Table 5: CPU seconds and proportions for training data gener-
ation, model training, and gradient analysis in a 24-CPU-hour
fuzzing period. “Total Trainings” refers to the total number
of NN trainings within 24 CPU hours.

Program Generation Training Analysis Total Trainings
jhead 18 (0.02%) 4381 (5.07%) 11 (0.01%) 19.8
gifsicle 35 (0.04%) 6040 (6.99%) 37 (0.04%) 18.2
bmp2tiff 17 (0.02%) 4597 (5.32%) 18 (0.02%) 15.8
pngtest 91 (0.11%) 1355 (1.57%) 5 (0.01%) 6.5
readelf 137 (0.16%) 5562 (6.44%) 325 (0.38%) 15.1
tcpdump 39 (0.05%) 6800 (7.87%) 21 (0.02%) 17.9
tiffdump 23 (0.03%) 4478 (5.18%) 29 (0.03%) 13.7
Avg. 51 (0.06%) 4745 (5.49%) 64 (0.07%) 15.3

5.3 Runtime Overhead
To evaluate the runtime overhead of IDFUZZ, we recorded the
time costs for the key components of IDFUZZ while conduct-
ing experiments on the programs listed in Table 3. Specifi-
cally, we recorded the total CPU time spent on training data
generation, model training, and gradient analysis during 24
CPU hours of fuzzing using AFLGo-IDFUZZ. We did not
select the FTS benchmark for evaluation because a significant
portion of the FTS targets can be reproduced before the NN
model takes effect. In such cases, the calculation of IDFUZZ’s
24-CPU-hour fuzzing overhead is meaningless.

The results are presented in Table 5. Training data genera-
tion, model training, and gradient analysis account for only
0.06%, 5.49%, and 0.07% of the total runtime overhead, re-
spectively. Note that all results represent the total overhead
of the NN model within 24 CPU hours, including all retrain-
ing sessions, rather than the cost of a single training session.
These results further demonstrate the efficiency of IDFUZZ.

5.4 Case Studies
To further elucidate IDFUZZ’s capabilities to guide input muta-
tion, we conducted case studies on its performance in locating
specific critical fields on real-world programs.

Based on prior works [7,13,17,21,50,58] and our observa-
tions, we broadly categorized fields into two types: fixed-offset
fields, which have a fixed offset, and variable-offset fields,
which have variable offsets across different files.

Fixed-offset fields such as magic bytes can be easily and
accurately identified by IDFUZZ. However, other approaches
such as correlation analysis [5, 12, 44] are also efficient in
recognizing such fields. Thus, we selected more challenging
cases, variable-offset fields, to highlight IDFUZZ’s advantages.

According to [7] and our observations, the offsets of
variable-offset fields can be typically determined by two ele-
ments: direction fields, which store the information of other
fields’ offsets, and markers, which contain constant values
signifying the beginning of other fields.
Fields Determined by Direction Fields. In readelf, we
selected a conditional statement whose corresponding crit-
ical field was the sh_size field in the string table sec-

5769 section = section_headers + elf_header.e_shstrndx;
5770
5771 if (section->sh_size != 0)
5772 {
...
5778 }

Listing 2: readelf.c of binutils-2.28.

tion of the ELF file. The related code is shown in List-
ing 2. The calculation formula for the critical field’s offset is
e_shoff+ e_shstrndx× e_shentsize+ 20. In our train-
ing set, all samples were 32-bit ELF files with e_shentsize
equal to 40. Therefore, the position of the critical field can be
seen as determined by the two fixed-position direction fields
e_shoff and e_shstrndx through linear calculation.

IDFUZZ performed well in identifying this field, with an
average of 6.23 attempts required and a 7.70% error filtering
rate. We found that the average gradient rankings for both
direction fields were also high, with e_shoff at 26.25 and
e_shstrndx at 2.08. The NN model discerned the importance
of these two fields in relation to the conditional statement,
which suggests that IDFUZZ was able to comprehensively
grasp the various factors affecting critical fields. Given an
average seed length of 495.01, AFL-based mutation strategies
would require an average of 247.51 attempts.
Fields Determined by Markers. The motivating example
in §2 is another case of variable-offset field determined by a
marker. IDFUZZ required an average of 6.49 attempts with a
16.03% erroneous filtration rate, considering an average of
244.18 attempts for AFL-based mutation strategies.

5.5 New Vulnerabilities Discovered

We also evaluated the capability of IDFUZZ in assisting ex-
isting directed fuzzers to detect new vulnerabilities. We se-
lected popular projects that have been tested in prior fuzzing
works [32, 63], referred to their existing CVEs or bug issues,
and specified the original trigger points of these vulnerabil-
ities in the latest versions of the projects as target sites. We
aimed to discover incomplete fixes or new bugs sharing root
causes with known issues. Since AFLGo is the only directed
fuzzer capable of building all the target projects, we equipped
AFLGo with IDFUZZ (AFLGo-IDFUZZ) for this experiment.

Overall, we have detected 6 new vulnerabilities with a time
budget of 24 hours. We have 4 CVE IDs assigned so far in-
cluding 1 high-severity vulnerability and 1 incomplete fix for
a high-severity vulnerability. We show the results in Table 6.
We repeated the experiments 5 times, and AFLGo-IDFUZZ
consistently reproduced all 6 vulnerabilities and the incom-
plete fix (33 successes out of 35 trials), while raw AFLGo
could only successfully reproduce one (ID#1, 5 successes out
of 35 trials) under the same settings and time budget.
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6 Discussion

6.1 Limitations

Extracting Call Graphs Statically. IDFUZZ utilizes Ander-
sen’s points-to analysis to handle indirect calls [4]. This can
sometimes lead to an incomplete inferred call graph, poten-
tially resulting in missing segments in the dom-BB chain
extracted by IDFUZZ. When exploring the missing parts of
the extracted dom-BB chain, IDFuzz cannot provide effective
mutation guidance and has to rely on random mutations to
reach them. The other extracted parts are not affected. In fact,
incompleteness in call graph inference is an open challenge
faced by static analysis [31, 32]. To address this, we plan
to explore dynamic tracing or AI-based techniques such as
CALLEE [62] to complement call graphs in future work.
Predicting Values of Critical Fields. IDFUZZ effectively
identifies the offsets and lengths of critical fields, but it still
needs to blindly guess the proper values of critical fields. We
believe that the capabilities of neural networks have the po-
tential to further predict proper values (or value ranges) for
critical fields. For instance, we could leverage the existing val-
ues of critical fields and the signs of gradients across multiple
samples to narrow the value ranges. However, this necessi-
tates accurate and effective signs of gradients, which poses a
challenge for the current design (explained in §3.2). This is
an important direction for our future work.
Guiding to Reach Any Unexplored Code. As introduced in
§2.3, IDFUZZ can predict how to cover an unexplored dom-
edge by observing the coverage behavior of its sibling edges.
We refer to this as second-level experience. However, a nec-
essary condition for leveraging second-level experience is
that the corresponding conditional statement must contain at
least three branches. If the conditional statement has only two
branches, with just one sibling edge besides the dom-edge,
IDFUZZ observes only a single coverage outcome during train-
ing. Due to this lack of variation, the model’s gradients cannot
guide how to switch between branches and target the unex-
plored dom-edge. We found that most relevant conditional
statements (55% in our experiments) only have two branches,
preventing IDFUZZ from extracting second-level experience
from them. In fact, guiding fuzzing to reach unexplored code
has always been a core challenge [5, 26]. To the best of our
knowledge, no technique so far can guarantee effective guid-
ance to reach unexplored code in all cases. As a lightweight
approach, IDFUZZ can extract second-level experience from
a considerable number of relevant conditional statements. For
other conditional statements, we can effectively extract first-
level experience to improve the efficiency of directed fuzzing.

6.2 Hyperparameter Selection

We employed several hyperparameters in the design of
IDFUZZ. Specifically, in the gradient filtering technique de-

Table 6: New vulnerabilities and incomplete fixes detected.

Project ID Vuln. Type Status CVE ID

tcpreplay
#1 NULL Pointer Dereference patched CVE-2023-43279
#2 Infinite Loop patched CVE-2024-22654

gifsicle #3 Floating Point Exception patched CVE-2023-46009 (High Severity)

yasm
#4 Memory Leak patched
#5 NULL Pointer Dereference patched CVE-2024-22653

w3m
#6 OOB Read reported

#7 OOB Write patched
Incomplete fix for
CVE-2022-38223 (High Severity)

scribed in §3.4, we selected 20 as the “critical threshold” (Al-
gorithm 2, line 13) for identifying critical bytes. This choice
represents a trade-off between recall and false positive rate.
Additionally, during model training outlined in §3.3, we in-
troduced hyperparameters θ, n, and R to determine the timing
of model updates, which further influences overhead and the
overall performance of IDFUZZ. A sensitivity analysis regard-
ing these hyperparameters is provided in Appendix B.

7 Related Work

Neural Program Smoothing. To improve the efficiency of
coverage-guided fuzzing, She et al. proposed neural program
smoothing via NEUZZ [49]. NEUZZ constructs a machine
learning model to capture the relationship between seeds and
code coverage. When mutating a seed, NEUZZ computes the
model gradients and designates seed bytes with the highest
gradient values as “hot bytes”, which are assumed with more
potential to achieve higher coverage through mutation.

To address the data sparsity and lack of diversity problem,
MTFuzz [48] further introduces approach-sensitive edge cov-
erage and context-sensitive edge coverage as model outputs
to construct a multi-task NN (MTNN) model, which learns
important features shared across related tasks from limited
training data in the fuzzing seed queue.

PreFuzz [53] refines NEUZZ and MTFuzz by proposing
a resource-efficient edge selection mechanism for gradient
computation, thereby enhancing diversity in edge exploration.

Neural program smoothing is a novel and intelligent tech-
nique that applies machine learning to fuzzing, yet it is not
perfect. A recent study [38] pointed out that a potential major
flaw associated with it is the difficulty in training an effective
model for the entire program, given the inherent complex-
ity of the program and the limited training data available.
IDFUZZ adopts a gradient-guided input mutation approach in-
spired by neural program smoothing. However, our approach
is fundamentally different due to its directed fuzzing purpose:
IDFUZZ’s model distills only the knowledge relevant to reach-
ing the target code, rather than considering the entire program.
This simplified machine learning task significantly reduces
the burden of training effective models and underpins the effi-
ciency of IDFUZZ. We also devised novel techniques to serve
this purpose, achieving a 89.28% reduction in ineffective mu-
tations compared with a neural program smoothing-based
baseline (IDFUZZb), as demonstrated in §5.2.
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Machine Learning for Directed Fuzzing. The application of
machine learning to directed fuzzing has emerged as a promi-
nent research direction. A notable prior work is DeepGo [30],
proposed by Lin et al. in 2024. They observed that existing
DGFs lack foresight into unexplored execution paths, mak-
ing it difficult to reach target code when such paths involve
complex constraints. To overcome this limitation, DeepGo
leverages reinforcement learning to predict an optimal path
to the target and introduces a corresponding action group to
guide execution towards that path.

While IDFUZZ also employs machine learning, it targets a
fundamentally different phase of directed fuzzing. It adopts
supervised learning to model the relationship between input
bytes and dom-BB coverage, and utilizes model gradients to
identify critical input fields for mutation. We consider our
approach orthogonal to DeepGo.

8 Conclusion

In this work, we present IDFUZZ, an intelligent input muta-
tion solution that leverages a neural network model to learn
from past inputs and effectively guide input mutation towards
the target code. IDFUZZ adopts new techniques in model
construction, model training, and gradient analysis. Our eval-
uation demonstrated that IDFUZZ boosts the performance of
existing directed fuzzers by 2.48x in speed for reproducing
target vulnerabilities on FTS and reduces fruitless mutations
by 91.86%, with only 6% increase in overhead.

9 Ethics Considerations

For responsible vulnerability disclosure, we reported each
vulnerability to the developers immediately upon discovery,
following the security policies listed in the corresponding
GitHub repositories. We applied for CVE identifiers after the
vulnerabilities were patched. We did not disclose the bugs to
any other third-parties apart from the developers and CVE
maintainers.

For the three vulnerabilities that do not have CVEs (#4, #6,
and #7):

• For #4, we reported it, and the developers patched it. How-
ever, since it was a relatively minor memory leak, we did
not apply for a CVE.

• For #6, we have not yet received a meaningful response
from the developers, but we will continue to follow up.

• For #7, we reported it, and the developers have patched
it. However, since it was an incomplete fix of an existing
CVE, we did not apply for a new one.

10 Open Science

Our artifacts are available at https://doi.org/10.5281/
zenodo.13753907, including the source code and configura-
tions of IDFUZZ and the log files of the experimental results.
We will also maintain our code at https://github.com/
vul337/IDFuzz.
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Appendices

A Partial Experimental Configuration

Table 7: Google Fuzzer Test Suite targets.

Program Vuln. Code

boringssl asn1_lib.c:459
c-ares ares_create_query.c:196
guetzli output_image.cc:398
harfbuzz hb-buffer.cc:419
json fuzzer-parse_json.cpp:50
lcms cmsintrp.c:642
libarchive archive_read_support_format_warc.c:537
libssh messages.c:1003
libxml2 parser.c:10666
openssl-1.0.1f t1_lib.c:2586
openssl-1.0.2d target.cc:145
pcre pcre2_match.c:1426
re2 nfa.cc:532
vorbis codebook.c:407
woff woff2_dec.cc:500
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Table 8: Evaluation targets for ablation study.

Program Target Code

jhead
jpgfile.c:126
jpgfile.c:168
jpgfile.c:189

gifsicle

gifread.c:428
gifread.c:575
gifread.c:787
gifread.c:819

bmp2tiff

bmp2tiff.c:291
bmp2tiff.c:317
bmp2tiff.c:403
bmp2tiff.c:412

pngtest
pngread.c:116
pngrutil.c:140
pngrutil.c:960

readelf

readelf.c:4077
readelf.c:5771
readelf.c:5866
readelf.c:5892
readelf.c:6421
readelf.c:6426
readelf.c:6451
readelf.c:16622

tcpdump

sf-pcap.c:213
sf-pcap.c:228
sf-pcap.c:365
sf-pcap.c:500
sf-pcap.c:530

tiffdump

tiffdump.c:214
tiffdump.c:224
tiffdump.c:282
tiffdump.c:319

B Hyperparameter Tuning

B.1 Critical Threshold
In the gradient filtering technique introduced in §3.4, we use
a critical threshold to identify critical bytes. The choice of
this threshold affects both the recall and the false positive rate
of identifying critical bytes. Due to the significant imbalance
between the number of critical and non-critical bytes in the
input, the false positive rate increases almost linearly with
the critical threshold. Therefore, we focus on analyzing the
relationship between the critical threshold and recall, and
select the threshold accordingly.

The impact of the critical threshold on recall across differ-
ent programs and on the average recall is shown in Figure 5a
and 5b, respectively. We observe that the marginal effect is
small after the critical threshold reaches 20. Therefore, we
select 20 as a trade-off between recall and false positive rate.
Additionally, we note that the recall does not converge to
100% at the end, which is due to the presence of erroneous
filtering.

B.2 Hyperparameters for Model Update Fre-
quency

We use a set of hyperparameters (θ, n, R) to determine the
model update frequency, which in turn affects both the over-
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Figure 5: Sensitivity analysis of the critical threshold.

Table 9: Sensitivity analysis of hyperparameters for model
update frequency.

(θ, n, R) Total Trainings Runtime Overhead Ratio
(30, 1, 5%) 20.5 8.01% 1.53x

θ (60, 1, 5%) 15.3 5.62% 1.87x
(90, 1, 5%) 12.9 4.60% 1.70x
(60, 0, 5%) 57.9 24.13% 1.25x

n (60, 1, 5%) 15.3 5.62% 1.87x
(60, 2, 5%) 15.2 5.77% 1.88x
(60, 1, 2.5%) 26.8 9.34% 1.50x

R (60, 1, 5%) 15.3 5.62% 1.87x
(60, 1, 7.5%) 11.8 4.77% 1.81x

head and performance of IDFUZZ. Specifically, θ denotes the
time interval for discovering new dom-BBs, n denotes the
number of newly discovered dom-BBs, and R represents the
proportion of seed inputs with new structures. To perform a
sensitivity analysis on these hyperparameters, we vary them
in AFLGo-IDFUZZ and evaluate the results on the FTS bench-
mark. All other settings follow those described in §5.1, except
that each experiment is repeated only 5 times due to time
constraints. For each configuration, we measure the average
number of model trainings, the proportion of additional over-
head, and the speedup relative to AFLGo. In each experiment,
we fix two hyperparameters and vary the third, resulting in
a total of 7 configurations, as shown in Table 9 (the con-
figuration (60, 1, 5%) is listed 3 times to facilitate a clear
comparison).

Our experimental results indicate that decreasing these hy-
perparameters, which leads to increased model update fre-
quency, introduces additional overhead and, counterintuitively,
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uniformly reduces the performance of IDFUZZ. This is be-
cause, as introduced in §3.4.2, during model training, IDFUZZ
executes AFLhavoc and skips other mutations. Excessively
frequent training substantially reduces the effective time for
model-guided fuzzing. Specifically, decreasing θ sharply in-
creases the model update frequency in the early stages of
fuzzing, affecting targets that are relatively easy to reproduce.
Reducing n to zero significantly reduces the criterion for
model updates in later fuzzing stages, causing a substantial
increase in update frequency and thus impacting targets that
are harder to reproduce. In contrast, R influences nearly all
targets.

Furthermore, we observe that increasing different hyperpa-
rameters has varying effects. Increasing θ delays the initial
training of the model and reduces the frequency of model
updates in the early stages of fuzzing. For targets that are
relatively easy to reproduce, an excessively large θ can result
in insufficient time for the model to provide guidance, thereby
degrading the performance of IDFUZZ. In contrast, increas-
ing n from 1 to 2 yields no significant change in the results.
This is because n and R jointly influence model updates via
a logical OR condition. Once n > 0, R becomes the dominant
factor. Increasing R reduces the frequency of model updates
in the later stages of fuzzing, but has only a minor impact on
the performance of IDFUZZ.

Ultimately, we find that the configurations (60, 1, 5%) and
(60, 2, 5%) yield similarly favorable results across all metrics,
making them good choices.
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