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Abstract

Adversarial attacks can fool deep learning models by im-
posing imperceptible perturbations onto natural examples,
which have provoked concerns in various security-sensitive
applications. Among them, decision-based black-box attacks
are practical yet more challenging, where the adversary can
only acquire the final classification labels by querying the
target model without access to the model’s details. Under
this setting, existing works usually rely on heuristics and ex-
hibit unsatisfactory performance in terms of query efficiency
and attack success rate. To better understand the rationality of
these heuristics and further improve over existing methods, we
propose AutoDA to automatically discover decision-based it-
erative adversarial attack algorithms. In our approach, we con-
struct a generic search space of attack algorithms and develop
an efficient search algorithm to explore this space. Although
we adopt a small and fast model to efficiently evaluate and dis-
cover qualified attack algorithms during the search, extensive
experiments demonstrate that the discovered algorithms are
simple yet query-efficient when attacking larger models on
the CIFAR-10 and ImageNet datasets. They achieve compa-
rable performance with the human-designed state-of-the-art
decision-based iterative attack methods consistently.

1 Introduction

Deep learning models have obtained impressive performance
improvements on various pattern recognition tasks [1-4].
However, these models are vulnerable to adversarial exam-
ples [5, 6], which are maliciously crafted by adding small
adversarial perturbations to natural examples but can fool the
target model to make incorrect predictions. The existence of
adversarial examples to deep learning models raises poten-
tial risks in security-sensitive applications that adopt deep
learning techniques, such as face recognition [7], autonomous
driving [8], and medical image analysis [9]. Thus, the study
of adversarial robustness has attracted increasing attention.
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A number of adversarial attack methods have been devel-
oped [6, 10—12] to generate adversarial perturbations under
various threat models, which help to identify the vulnera-
bilities and serve as an indispensable surrogate to evaluate
adversarial robustness [13, 14].

Along with adversarial attacks, there is also a rapid de-
velopment of defense methods. To understand their effects
and identify the real progress of the field, it is of great im-
portance to evaluate the existing defense methods correctly
and reliably [14—16]. It sometimes needs carefully designed
adaptive attacks to evaluate the worst-case robustness of a
particular defense, e.g., gradient obfuscation [17, 18]. Those
attack methods were typically designed by experts case by
case, which often requires a considerable amount of manual
trial-and-error efforts. One may hope to automatically dis-
cover attack methods to ease this burden, which can not only
serve as a reasonable baseline for measuring the strength of
expert-designed attack methods but also examine the rational-
ity of heuristics or assumptions used by them.

The desire of automated attacks becomes even more ur-
gent in the practical yet challenging setting of decision-based
black-box attack. Although various decision-based attack
methods have been proposed [7, 10, 12, 19-24], many of
them are based on heuristics and exhibit unsatisfactory per-
formance, as compared to gradient-based white-box attack
methods which could be optimal in some sense [25]. Au-
tomating the process of discovering decision-based attacks
can help to understand the rationality of these heuristics, and
to discover new methods.

The problem of automatically discovering decision-based
attack algorithms falls into the general direction of program
synthesis, which aims to automatically discover a program
satisfying a user intent specification [26]. Many generic
methodologies and techniques have been developed for pro-
gram synthesis, with the majority focusing on software prob-
lems [27-29]. On the other side, the task of automating the
process of solving machine learning problems is known as
automated machine learning (AutoML) [30]. One most attrac-
tive direction of AutoML is neural architecture search (NAS),
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which aims to automatically discover good architectures of
deep networks [31]. Unlike existing works that often start
with expert designed layers, a recent work AutoML-Zero [32]
moves one step further and shows promise to search for a com-
plete classification algorithm (e.g., two-layer neural networks)
from scratch with minimal human participation. However, the
discovered classification algorithms are still far behind the cur-
rent practice. To the best of our knowledge, none of existing
program synthesis or AutoML solutions could automatically
discover decision-based black-box attack algorithms yet.

In this work, we propose to solve the practical yet challeng-
ing problem of decision-based adversarial attack by automat-
ically searching for qualified attack algorithms. We call our
approach as Automated Decision-based Attacks (AutoDA).
Technically, inspired by program synthesis works, we choose
an algorithm template [33] first proposed in the Boundary
attack [12] to alleviate the difficulty of the search problem,
and apply pruning techniques based on constraints imposed
by the algorithm template and the adversarial attack problem
to further reduce the search space.

Specifically, for the missing components in the algorithm
template, we design a search space constructed from basic
mathematical operations, which provides sufficient expres-
siveness for the decision-based adversarial attack problem
with affordable complexity. The way we construct the search
space is similar to the aforementioned solution of AutoML-
Zero [32]. However, due to the theoretical and practical differ-
ences between our problem and AutoML-Zero’s, AutoDA
settles on quite different design choices and implementa-
tions. For instance, we use the static single assignment (SSA)
form instead of the three-address code (TAC) form (used in
AutoML-Zero) to define the search space for better sample
efficiency and computational performance in our use case of
generating random programs, as detailed in Section 3.3.

Furthermore, we propose several mechanisms to efficiently
explore this search space. First, we develop a simple random
search algorithm that can be executed distributively. By com-
bining with several pruning techniques and intuitive priors,
this search algorithm shows great efficiency. Second, we uti-
lize a small and fast model for evaluating and filtering attack
algorithms during the search to further reduce computational
cost. Although our search space is inspired by and based
on the Boundary attack, it turns out that the discovered al-
gorithms are simpler and can perform much better than the
Boundary attack. They are query-efficient when used to attack
larger models, and can be geometrically interpreted, which
illustrates the rationality of some heuristics in existing works.
In this work, the search space is relatively restricted in a
sense that it is not able to express more recent state-of-the-art
expert-designed attacks [22,23]. Our discovered algorithms
consistently demonstrate comparable performance with the
state-of-the-art baselines, suggesting these expert-designed
attacks are near-optimal given this restricted search space.

In summary, we make the following contributions:

We present AutoDA, the first solution to automatically
discover decision-based iterative adversarial attacks.
We propose a way to construct a search space of decision-
based iterative attack algorithms, providing sufficient
expressiveness and affordable complexity.

We propose an effective random search algorithm, to-
gether with several pruning techniques and intuitive pri-
ors, to efficiently explore the search space.

We implement a prototype of AutoDA and run compre-
hensive experiments to evaluate its effectiveness. The
discovered algorithms are simple and geometrically inter-
pretable; and they show comparable performance than
the state-of-the-art expert-designed decision-based it-
erative attacks on various models and datasets consis-
tently, suggesting these expert-designed attacks are near-
optimal in our search space.

2 Background

Recent advances in deep learning techniques have achieved
impressive results on a number of pattern recognition tasks,
including image classification [34], face recognition [35], and
speech recognition [4,36]. Thus deep learning models have
been integrated into various security-critical applications, e.g.,
autonomous driving, healthcare, and finance.

However, deep learning classifiers are vulnerable to adver-
sarial examples, which brings potential risks to these security-
critical applications. As a result, the study of adversarial attack
and defense methods has attracted increasing attention. To
measure the quality of an adversarial example, researchers
usually use the ¢, or /. norm distance between the natural
example and the adversarial example — a smaller distance
means a better adversarial example. To generate good ad-
versarial examples and defend against adversarial examples
under different threat models, an enormous number of adver-
sarial attack and defense methods have been proposed.

Threat models. Adversarial attack and defense methods
are usually designed for some specific threat models. There-
fore, clearly defining threat models is essential to understand
these methods [15]. According to the adversary’s goal, we
have the untargeted and targeted threat models. An untar-
geted adversary aims to cause misclassification of the target
model, while a targeted adversary goes one step further and
aims to cause misclassification as an adversary-desired class.
According to the attacker’s knowledge of the target model,
attacks can be categorized into the white-box [6, 13,25]. and
black-box threat models [11,12,12].

Defense methods. Due to the security threat brought by
adversarial examples, various defense methods have been pro-
posed to defend against adversarial attacks [25]. However,
many of them cause obfuscated gradients and can be defeated
by adaptive attacks [17]. Currently, the most effective defense
methods are based on adversarial training [14,25], which adds
adversarial examples to the training process. For instance, the
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PGD-based adversarial training [25] improves the robustness
of classifiers by adding adversarial examples generated by
the PGD attack to the training set. The downside of adver-
sarial training is reducing the model’s accuracy on natural
examples [14].

Decision-based black-box attacks. Black-box attacks can
be further divided into score-based and decision-based ones.
In score-based attacks, the adversary has access to the full
probability (or score) output for each class [11,37-39]. In
decision-based attacks, the adversary has only the hard-label
output (i.e., the final prediction label), and thus has more
challenges to generate adversarial examples. Jacobian-based
attacks [10, 19] are early work in this field. Later decision-
based attacks [7,21] adopt the random walk framework first
proposed in the Boundary attack [12]. Recent iterative attacks
might combine with other techniques, e.g., zeroth-order opti-
mization [22,23]. In this work, we focus on the challenging
but practical decision-based black-box attack problem.

3 Design

In this section, we explain the design of AutoDA in detail. For
simplicity, we particularly focus on untargeted attacks in this
work, where the adversary aims to cause misclassification
of the victim classifier. Nevertheless, our approach can be
extended to targeted attacks straightforwardly.

3.1 Intuition

Discovering an algorithm containing control flow that satisfies
an intent specification is undecidable in general [26], thus it
is extremely hard. After investigating the implementations of
the existing Boundary attack [12] and Evolutionary attack [7],
we found that they share a quite similar control flow, while
their main difference lies in a loop-free code segment. This
loop-free code segment in both attacks uses only a few dozens
of basic scalar and vector mathematical operations. This ob-
servation suggests the possibility of fixing the control flow of
the algorithm (i.e., in a unified framework) and only searching
for the loop-free code segment.

3.2 Overview

One possible approach to reducing the difficulty of search-
ing for algorithms is providing a template for the algorithm,
which reduces the problem down to searching for the missing
components in the template [33]. Inspired by this approach,
we choose the random walk framework for decision-based
iterative attacks under the ¢, norm as our algorithm template.
This framework is first proposed by the Boundary attack [12]
and used by many later decision-based attacks [7,21].

As outlined in Alg. |, the random walk process starts at
an adversarial starting point x;, which could be obtained by

Algorithm 1 Random walk framework for decision-based
iterative attacks under the ¢, norm.
Data: original example X, adversarial starting point X ;
Output: adversarial example x such that the ¢, distortion
||x — Xo]|2 is minimized;
Initialization: X < X;; diin < || X — X0l/2;
while query budget is not reached do
X' < generate (X,Xp);
if X' is adversarial and ||x' — xg||2 < din then
X = X5 diin < [|X —Xol|2;
end if
Update the success rate of whether x’ is adversarial;
Adjust hyperparameters according to the success rate;
end while

keeping adding different large random noises to the origi-
nal example X until finding one that causes misclassifica-
tion [12]. In each iteration of the random walk, the adversary
executes the generate () function to generate the next ran-
dom point X’ to walk to based on the original example x¢ and
the best adversarial example x already found. x’ is usually
generated by applying transformations to a Gaussian noise.
If X’ is adversarial and is closer to Xq than the old adversarial
example x, we update the adversarial example x to x’ since
we found a better adversarial example with a smaller pertur-
bation. Existing random walk based attacks guarantee the
inequality ||X' — X¢||2 < dmin to hold by properly designing
the generate () function. There are also some hyperparame-
ters inside the generate () function controlling the step size
of the random walk process. After each iteration, the frame-
work collects the success rate of whether x’ is adversarial and
adjusts the hyperparameters according to the success rate of
several past trials.

There are two missing components in this template — the
generate () function and the hyperparameter adjustment
strategy. The main difference between existing attacks lies in
their generate () functions, while they all use similar nega-
tive feedback hyperparameter adjustment strategies. Without
loss of generality, we only search for the generate () func-
tion to make our problem easier, and settle on a predefined
negative feedback strategy for adjusting hyperparameters sim-
ilar to existing works, as detailed in Appendix A.

To solve our problem, we adopt the following generic
methodology: define a search space for the generate () func-
tion, design a search method, and search for programs with top
performance under some designed program evaluation met-
rics. Before diving into the details, we provide an overview
of AutoDA first: (1) We choose a generic search space con-
structed from basic scalar and vector mathematical operations
which provides sufficient expressiveness for our problem (Sec-
tion 3.3); (2) We use random search combined with several
pruning techniques and intuitive priors to efficiently explore
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Table 1: List of available operations in the AutoDA DSL. The suffix of each operation’s notation indicates its parameters’ type,
where S denotes scalar type, and V denotes vector type. For example, the VS suffix means the operation’s first parameter is a
vector and second parameter is a scalar. In the parameter(s) column, a or a stands for the first parameter, a for scalar and a for
vector; b or b stands for the second parameter, b for scalar and b for vector. In the output column, r for scalar output, and r for
vector output. In the mathematical expression column, the subscript -; on vector variable means the i-th component of the vector,

Vi means for all dimension of the vector.

ID Notation Description Parameter(s) Output Mathematical Expression
1 ADD.SS scalar-scalar addition a,b r r=a+b

2 SUB.SS scalar-scalar subtraction a,b r r=a—>b

3 MUL.SS scalar-scalar multiplication a,b r r=ab

4 DIV.SS scalar-scalar division a,b r r=a/b

5 ADD.VV vector-vector element-wise addition a,b r r=a-+b

6 SUB.VV vector-vector element-wise subtraction a,b r r=a-—b>b

7 MUL.VS vector-scalar broadcast multiplication a,b r ri = aib,Vi
8 DIV.VS vector-scalar broadcast division a,b r ri=a;/b,¥i
9 DOT.VV vector-vector dot product a,b r r=a-b

10 NORM. V vector ¢, norm a r r=al>

the search space (Section 3.4); (3) We evaluate programs with
a small and fast model on a small number of samples to reduce
computational cost (Section 3.5). We will elaborate important
design choices of AutoDA in the rest of this section.

3.3 Search Space

Designing a search space is the art of trading off between
expressiveness and complexity [26]. On one hand, the search
space should be expressive enough to include useful programs
for the target problem. On the other hand, great expressiveness
does not come for free — it usually leads to high complexity.
Searching over a complex space is both time-consuming and
hard to implement. Instead of using a full-featured program-
ming language like Python which provides more-than-needed
expressiveness with high complexity, we choose to design
a domain specific language (DSL) specialized for our prob-
lem that provides sufficient expressiveness with relative low
complexity.

We list all the available operations in our AutoDA DSL in
Table 1. These operations are basic mathematical operations
for scalars and vectors, and all vector operations have geo-
metric meaning in the Euclidean space. Then we construct
our search space for the generate () function as all valid
static-single-assignment (SSA) form programs in this DSL
with a given length and a given number of hyperparameters.
Each program is just a sequence of assignment statements.
Each of these statements applies one of the available oper-
ations to one or two variables (depending on whether the
operation accepts one or two parameter(s)), and assigns the
output of this operation to a variable. In our use case of gener-
ating random programs, we choose the SSA form widely used
in modern compilers [40] instead of the three-address code

(TAC) form used in the AutoML-Zero [32] for better sample
efficiency and computational performance. Although the SSA
and TAC forms are equivalent in the sense that they can be
converted to each other, when generating random programs
in the SSA form, we can enforce many desired properties of
these programs explicitly and straightforwardly, e.g., limiting
the number of hyperparameters and avoiding unused inputs
and statements. In contrast, for the TAC form, we usually
need to generate programs first, then check their properties
and reject the failed ones. Moreover, checking a TAC form
program requires almost as much work as converting it into an
equivalent SSA form program. Consequently, this generate-
then-check process hurts sample efficiency and computational
performance.

It is worth noting that the AutoDA DSL only requires all
vector variables to have the same dimension but does not re-
strict them to a specific dimension. This property of our DSL
preserves the possibility for transferring the discovered pro-
grams to other datasets with different image shapes without
modification, though it may need extra tuning on the initial
values of hyperparameters after changing the input dimension.

We design the program to accept three parameters: x and
Xp as in the generate (X,Xg) function from Alg. 1, as well as
a random noise n sampled from the standard Gaussian distri-
bution A(0,1). Instead of providing operations for generating
random noise in the AutoDA DSL, we provide the random
noise as a parameter n, thus the program itself would be pure
and more handy to do property testing efficiently.

The above designed AutoDA DSL should have sufficient
expressiveness for the decision-based adversarial attack prob-
lem under the ¢, norm. For example, we can implement the
Boundary attack’s generate () function with our AutoDA
DSL. We provide one possible implementation of it in Ap-
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pendix C. On the other hand, the AutoDA DSL does not have
high complexity since it has no control flow with only ten
unary and binary operations. However, this search space is
still huge, because its size grows at least exponentially with
the length of the program. As a result, we need to design and
implement an efficient search method.

3.4 Search Method

Searching for programs is a combinatorial optimization prob-
lem, because the search space is discrete and finite when
ignoring the initial values of hyperparameters. In this work,
we develop a random search based method combined with
several pruning techniques and intuitive priors. We choose
random search due to several reasons. First, from a theoretical
perspective, the no free lunch theorems for optimization [41]
imply that random search is on average a reasonable baseline
method for combinatorial optimization. For example, random
search based methods are shown to be competitive baselines
in NAS [42]. Second, from a practical perspective, random
search is much simpler to implement efficiently and correctly
than other methods, e.g., evolutionary search, but it is surpris-
ingly effective [29] when combined with other techniques,
e.g., pruning techniques. Finally, random search can run in
parallel by its nature, which helps us easily distribute tasks to
multiple machines. For the hyperparameters, since the frame-
work would adjust them automatically during the random
walk process, we initialize them as a given fixed value to
reduce implementation complexity and computational cost.

Unlike NAS works, where the search spaces are usually
constructed from expert-designed layers such that good ar-
chitectures are dense in them, AutoDA’s search space is con-
structed from a more generic DSL such that good programs
should be quite sparse. Naive random search would waste
most computation on meaningless programs. We mitigate
this issue by introducing four techniques specialized for the
decision-based attack problem from two aspects — the ran-
dom program generating process and the search process. We
will conduct an ablation study on these four techniques to
show their effectiveness in Section 5.4.

For the random program generating process, we apply two
intuitive priors (or biases) to improve the quality of the gen-
erated programs: (1) Compact program: We use a program
generating algorithm that prefers to generate programs with
less unused statements'. It is noted that this algorithm should
still generate programs with many unused statements, but
with a lower probability, so that the search space size is not
reduced. We describe the detailed random program gener-
ating algorithm used by this work in Section 4.1, which is
one possible way to implement this prior. (2) Predefined
statements: We add three predefined statements v = Xo — X

"When a variable is assigned but unused in the return value of the program,
we call it “unused variable”, and call the corresponding assignment statement
“unused statement”.

(Vv = SUB.VV(x0,X)),d =||v|» (d = NORM.V (v)), and u =
v/d (u = DIV.VS(v,d)) to the program before randomly
generating the remaining statements. These predefined state-
ments are common for decision-based attacks under the ¢,
norm, because the program needs to minimize the distance
between xg and x. Thus the distance d and the angle u be-
tween x and x( should be useful. These statements all appear
at the very beginning of many existing methods, including
the Boundary attack [12], the Evolutionary attack [7], and the
state-of-the-art Sign-OPT attack [22]. Again, programs left
these predefined statements unused could still be generated,
but with a lower probability. Without reducing the size of our
search space, both techniques just add priors to the generat-
ing process and increase the probability of generating better
programs.

For the search process, we apply two pruning techniques to
filter out trivially meaningless programs based on constraints
imposed by the decision-based attack problem and the ran-
dom walk algorithm template, including: (1) Inputs check:
We filter out programs that do not make use of all inputs,
because they would be meaningless for the decision-based
attack problem. This property can be checked formally. (2)
Distance test: We filter out programs that generate X’ violating
the inequality ||x’ —Xo||2 < dmin required by the framework in
Alg. 1. However, formally checking this property is extremely
hard. We informally test this property instead, as detailed in
Section 4.1.

3.5 Program Evaluation Method

The last step is to define evaluation metrics for programs in
the search space such that we can distinguish good programs
from bad ones. When evaluating the performance of decision-
based attacks, we usually run them against many large deep
models to generate adversarial example for each sample in
the test set. However, as running large models and attacking
all samples in the test set are computationally expensive, this
kind of evaluation is time-consuming and impractical for our
problem with a huge search space.

To address this issue, we leverage two strategies to make
the evaluation fast and cheap. First, we consider the CIFAR-10
dataset [43] and adopt a modified version of EfficientNet” [44]
for program evaluation during the search process. CIFAR-
10 is an image dataset of shape 32 x 32 x 3 widely used in
existing adversarial robustness works. We choose it mainly
for its low dimension, such that better computational perfor-
mance and smaller memory footprint can be achieved. Since
effective attacks should be effective against both small and
large models, attacks discovered using small models should
(hopefully) be able to transfer to larger models. However, this
further shrunk version of EfficientNet-BO we used is too small

2EfficientNets are small and fast deep models that achieve high accuracy
on various benchmarks. We shrunk the EfficientNet-BO, the smallest variant
of EfficientNets, by a factor of 0.5 to make it run even faster.
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to achieve reasonable accuracy on the complete CIFAR-10
dataset, while for some pair of labels in CIFAR-10 it can. So
we train a binary classifier on two selected classes achieving
reasonable classification accuracy. We trained the classifier
normally without any defensive techniques like adversarial
training. This classifier can process more than 60,000 images
per second on a single GTX 1080 Ti GPU. Second, we evalu-
ate programs on a handful of examples and take an average
over the evaluation metrics to save GPU time. Instead of using
an absolute ¢, distance between the original example xo and
the best adversarial example x the program found, we use a
relative distance ||x —Xol|2/||X1 —Xo||2 as the metric where x;
is the adversarial starting point as in Alg. 1, which is called
05 distortion ratio. A lower ¢, distortion ratio means a better
program.

Even with this small and fast classifier, running programs
for tremendous random walk iterations is still computationally
expensive. However, adopting lots of iterations is necessary
for hyperparameters adjustment strategies to take effect in
existing methods [7, 12]. To mitigate this issue, we first eval-
uate programs for a small number of iterations and select
several top performing programs according to the program
evaluation metric. Then we perform a second round of evalu-
ation of these programs for a larger number of iterations. This
evaluation strategy would also prefer choosing programs that
achieve relatively high query efficiency within few iterations.
At the initial stage of the random walk process, the success
rate is usually high, and thus the hyperparameters adjustment
strategy tends to overshoot and harm the performance. So we
practically disable hyperparameters adjustment in the small
evaluation.

4 Implementation

We implemented a prototype of AutoDA from scratch, since
the task is performance-critical while there is no existing sys-
tem being suitable for our task to the best of our knowledge.
We implemented the main functionality of searching for top
performing programs as described in Section 3 with about
4,000 lines of C++. About 2,000 lines of Python are used to
pre-process datasets, prepare the classifier, and benchmark the
discovered algorithms against baseline attack methods. Fig-
ure | illustrates the implementation overview of our proposed
AutoDA.

We train the small and fast classifier described in Sec-
tion 3.5 with Python using a keras [45] implementation [46]
of EfficientNets [44]. Since the main functionality of AutoDA
is implemented in C++ for performance consideration, we
save this classifier as the SavedModel format, so that we can
use the TensorFlow C API to easily load it as well as run it on
GPU in C++. Though small and fast, this classifier requires a
large batch size (> 1,000) to achieve acceptable GPU utiliza-
tion, which brings extra difficulty to the implementation of
AutoDA (See Section 4.2).

! Program Generator Voo

Program Evaluation Loop

TAC form Program
Interpreter

A

Random Programs
(SSA form)

Inputs Check

v

A 4

Distance Test

v

SSA to TAC Compiler
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Classifier on GPU

Random Programs

(TAC form) Evaluation Metrics

Log

Figure 1: Implementation overview of AutoDA.

4.1 Program Generator

The program generator generates random SSA form programs
and filters out trivially bad ones, then translates them into their
equivalent TAC form programs and submits them in batches
to the program evaluator. The reason for batching here is to
satisfy the large batch size requirement of the classifier. We
found that the program generator is CPU intensive, so our
implementation runs it in a dedicated thread pool.

Random program generation. As mentioned in Sec-
tion 3.4, we generate SSA form random programs with two
priors: (1) compact program, and (2) predefined statements.
The implementation of the predefined statements prior is
straightforward. As for the compact program prior, we use a
simple heuristic to implement it — while the program has not
reached the max length, we randomly and uniformly select
one new operation from all available operations in the DSL,
then randomly select parameter(s) for this operation to con-
struct a new assignment statement and append this statement
to the program. During this process, we keep a list of all cur-
rently unused variables, so that when choosing parameter(s)
for the new operation, we choose these unused variables with
higher probability than other variables. When a currently un-
used variable is chosen as the new operation’s parameter, the
number of unused variables is reduced.

Inputs check and distance test. The inputs check and
distance test are two pruning techniques we introduced in
Section 3.4. The inputs check is implemented using some
basic static analysis techniques [47]. For the distance test,
since the inequality in Alg. | is extremely hard to be checked
formally, we test this inequality on ten different inputs for
each program, and filter out programs failed in any of these
tests. Though the inputs test does not guarantee the inequality
to hold for all inputs, it works well in practice. The inputs
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check and distance test are both done on CPU cores. By
filtering out bad programs before they reach the classifier on
GPU, many fewer programs need to be evaluated on GPU. We
will show that they save lots of expensive GPU computational
cost for us in Section 5.1.

SSA to TAC compiler. SSA form programs are easy to
analyze but slow and memory-inefficient to run. After SSA
form programs passed the inputs check and distance test, they
are translated into their equivalent TAC form programs using
a simple SSA to TAC compiler we implemented from scratch.
During the translation, we first discard unused statements then
allocate memory slots. Both can be solved with some simple
compiler techniques [47]. The output TAC form programs are
usually shorter and run faster with less memory usage than
the original SSA form programs (See Appendix B and C for
samples).

4.2 Program Evaluator

The program evaluator evaluates TAC form programs submit-
ted by the program generator in batches against the classifier
on GPU. In the program evaluation loop, for each batch of
programs, we first run these programs for 100 iterations with-
out tuning hyperparameters and only keep the best program
(with the lowest ¢, distortion ratio) in each batch. Then we
collect and run these best programs in batches for 10,000
iterations to finally get their evaluation metrics as explained
in Section 3.5. The evaluator logs ¢, distortion ratios of these
programs as well as these programs themselves, so that the
best performing programs can be extracted from the log file.

We implement an interpreter to execute TAC form pro-
grams on CPU using the Eigen linear algebra C++ template
library [48] for vector operations. One CPU thread is usually
not enough to fully utilize one GPU. For performance, the
evaluator evaluates multiple batches of programs in a thread
pool. In each random walk iteration in Alg. 1, the program
generates one image and queries the classifier on GPU for
its label to know whether it is adversarial. However, we need
to query the classifier in large batches to achieve acceptable
throughput. To alleviate this issue, these interactions between
the programs on CPU and the classifier on GPU are done
asynchronously in large batches. As a result, with a proper
thread pool size, the evaluator can fully utilize both these
threads and the classifier on GPU.

5 Experiments

In this section, we first evaluate AutoDA to search for top
performing programs under the program evaluation metric
described in Section 3.5 on the small CIFAR-10 classifier
(Section 5.1). Then we run benchmarks to show that, under
the intended setting of attacking normal CIFAR-10 models,
the discovered algorithms can achieve comparable or better
performance than existing human-designed decision-based
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Figure 2: Distribution of the lowest ¢, distortion ratios found

in each of the 50 runs of the searching-for-programs experi-

ment.

def AutoDA_1st(s0, vi, v2, v3): def AutoDA_2nd(sO, vi, v2, v3):

v4 = SUB.VV(vl, v2) v4 = SUB.VV(vl, v2)
s5 = NORM.V(v4) s5 = NORM.V(v4)

v6 = DIV.VS(v4, s5) v6 = DIV.VS(v4, s5)
v8 = MUL.VS(v3, s0) v7 = MUL.VS(v3, s0)
vil = MUL.VS(v8, sb) v8 = ADD.VV(v7, v6)
v17 = ADD.VV(v8, v6) s9 = NORM.V(v2)

s18 = DOT.VV(v17, v8) v10 = MUL.VS(v8, s5)
v21 = MUL.VS(v4, s18) s11 = DOT.VV(v10, v7)
v22 = ADD.VV(v21, v2) v12 = DIV.VS(v6, s9)
v23 = SUB.VV(v22, vil) v17 = ADD.VV(v6, v12)
return v23 v20 = MUL.VS(v17, si1)

v21 = ADD.VV(v1, v20)
v23 = SUB.VV(v21, v10)
return v23

Figure 3: The SSA form programs of AutoDA 1st and 2nd,
where s0 is the hyperparameter, v1 is the original example
Xo, v2 is the adversarial example x the random walk process
already found, and v3 is the standard Gaussian noise n. The
return value of these programs is X/, the next random point to
walk to. The s-prefix in variable’s name means the variable
is a scalar, and v-prefix for vector. Unused statements are
discarded for clarity. The original programs as well as the
compiled TAC form programs are provided in Appendix B.

attacks (Section 5.2). To further understand the strength and
weakness of the discovered algorithms, we also run bench-
marks with defended models on CIFAR-10 and models on
a larger dataset — ImageNet (Section 5.3). When attacking
these models, these algorithms discovered by AutoDA us-
ing the small CIFAR-10 binary classifier can also achieve
competitive performance. Finally, we conduct an ablation
study for the four techniques used in the search method of
AutoDA proposed in Section 3.4 to show their effectiveness
(Section 5.4).

5.1 Searching for Programs

We first introduce the detailed settings of running AutoDA
to search for top performing programs. For the search space,
we limit the maximum length of the program to 20 (i.e., the
length of the Boundary attack’s generate () function in Au-
toDA DSL). We allow one scalar hyperparameter and set it to
0.01 initially. We use the binary classifier for class O (airplane)
and class 1 (automobile) of the CIFAR-10 dataset described
in Section 3.5. For the search and evaluation methods, we
first generate programs randomly with all the four techniques
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introduced in Section 3.4, then evaluate these programs in
batches for 100 iterations to calculate their ¢, distortion ra-
tios. For each batch, we select one example from the test set
randomly and use it to evaluate all programs in this batch,
such that the ¢, distortion ratios of these programs in the same
batch can be compared with each other. The batch size here is
150, which achieves acceptable performance on our hardware.
Second, we select the best programs with the lowest ¢, dis-
tortion ratios from each batch of programs and evaluate them
for 10,000 iterations on ten fixed examples from the CIFAR-
10 test set to obtain their final ¢, distortion ratios. Since the
ten examples are fixed, these final ¢, distortion ratios can be
compared with each other.

We run this experiment for 50 times in parallel. Each run
allows a maximum number of 500 million queries to the
classifier, which takes about two hours on one GTX 1080 Ti
GPU. In all 50 runs, we generate about 125 billion random
programs. 45.475% of these programs failed in the inputs
check, 54.497% of them failed in the distance test, and only
0.028% of them survived both and continued to be evaluated
against the classifier on GPU. These results show that the in-
puts check and distance test techniques save a lot of expensive
GPU computational cost for us. We achieve a throughput of
294k programs per second per GTX 1080 Ti GPU.

Results. We plot the lowest ¢, distortion ratios found on
the ten fixed examples in each run in Figure 2. They average
at 0.01797 with a standard deviation of 0.00043. The top one
¢, distortion ratio is 0.01699, the second place is 0.01705,
while the third place is 0.01723. The first and second place
programs have very close evaluation metrics and we choose
both of them to compare with human-designed attacks. We
call them AutoDA Ist and AutoDA 2nd respectively.

We show the SSA form programs of AutoDA 1st and 2nd
in Figure 3. We are surprised that they are quite short after
discarding unused statements — the length of AutoDA 1st and
2nd are 10 and 13 respectively, while the Boundary attack’s
generate () function uses 20 statements when expressed in
the AutoDA DSL, and the more recent Sign-OPT attack [22]
and HopSkipJumpAttack [23]’s official implementations [49,
50] both have several hundred lines of Python code.

Geometric interpretation (See Appendix B for details).
It turns out that the AutoDA 2nd is approximately the same
algorithm as AutoDA 1st, and the return value X'1 of the Au-
toDA 1st program which represents the next random point x’
to walk to can be decomposed as x’1 =x+ dH +d , where

d-n

d = 5’[|n[l3d, d, :S(d|2

d—|0'|||2n>, 6]

d = xo —x is the vector pointing from the adversarial example
X to the original example xg, and n is the standard Gaussian
noise described in Section 3.3. We can then give AutoDA 1st
a geometric interpretation based on this decomposition: the
d| component makes movement towards the original example,

and the d; component tries to move along the local classifi-
cation boundary similar to the Boundary attack’s orthogonal
perturbation. These similarities qualitatively suggest the ra-
tionality of some heuristics used in existing attacks. Eq. (1)
also shows that the hyperparameter s controls the step size of
both components. Especially, since the d| component makes
movement towards the original example X, it should at least
avoid walking past X, thus the expectation of its coefficient
E(s?||n||3) = s*dim (n) should be smaller than 1.

5.2 Benchmark Results on Normal CIFAR-10
Models

In this subsection, we benchmark the AutoDA 1st and 2nd for
attacking various normal CIFAR-10 models under the £, norm
untargeted decision-based threat model, and compare them
with four existing human-designed baseline attack methods.
We run this benchmark to empirically show that, though we
use a small and fast CIFAR-10 binary classifier during the
search, the discovered algorithms perform well under our
intended setting of attacking larger normal CIFAR-10 models.

Benchmark metrics. (1) We adopt the ¢, distortion vs.
queries curve, which is widely used in previous decision-
based attack works [12,22]. (2) We also use the attack suc-
cess rate vs. queries curve to show the effectiveness and
efficiency of these attack methods following Dong et al.’s
benchmark [14] methodology. We consider one attack to be
successful after it finds adversarial example whose ¢, distance
w.r.t. the original example is smaller than a given threshold &.
We demonstrate benchmark results with € = 1.0 and € =0.5.
It is common practice to choose € = 1.0 in existing works. A
smaller € = 0.5 makes the attack problem harder, and makes
the benchmark more comprehensive. As for the number of
iterations (or queries), we choose 20,000 to keep consistent
with Dong et al.’s benchmark [14]. It is worth noting that
during the search we only allow 10,000 iterations.

Models and data. We choose four models of varied ar-
chitectures for this benchmark: (1) the ResNet50 [2] model,
(2) the DenseNet [51] model, (3) the DPN [52] model, and
(4) the DLA [53] model. For the ResNet50 model, we use
the pre-trained checkpoint provided by Engstrom et al. [54],
whose test accuracy is 94.4%. For the other three models,
we trained them by ourselves, and they achieve test accuracy
of 95.7%, 95.6%, and 95.1% respectively. All these models
achieve close to state-of-the-art test accuracy on the CIFAR-
10 dataset. We select the first 1,000 images from the CIFAR-
10 test set to run the benchmark. All pixels are scaled to be
in the range [0, 1]. We clip the perturbed image into this valid
range [0, 1] for all attacks by default.

Baselines. We compare AutoDA 1st and 2nd with the fol-
lowing four decision-based attacks’: (1) the Boundary at-

3In this work, we particularly focus on decision-based attacks under the
£, norm, thus we search for good programs using the ¢, distortion ratio as
the evaluation metric as described in Section 3.5. There are a few decision-
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Figure 4: The median {5 distortion (on a log scale) vs. queries and attack success rate (€ = 1.0 and € = 0.5) vs. queries curves
for the six attack methods on the four normal CIFAR-10 models. As mentioned in the 5th paragraph of Section 5.2, the HSJA
does not perform well for the DPN model, while the HSJA* does.

tack [12], (2) the Evolutionary attack [7], (3) the Sign-OPT
attack [22], and (4) the HopSkipJumpAttack (HSJA) [23]. The
first two attacks are both based on the random walk frame-
work described in Alg. 1. These two attacks are included in
Dong et al.’s benchmark [14], so we adapt their implementa-
tions. The third one and fourth one are two recently proposed
state-of-the-art attacks based on zeroth-order optimization.
We adapt the implementations from their official reposito-
ries [49,50]. The implementations of the Boundary attack and
Evolutionary attack from Dong et al.’s benchmark supports
attacking images in a batch, which improves GPU utilization
and reduces overall runtime by a lot. However, the official
implementations of the Sign-OPT attack and HSJA do not
support batching. To support this feature, we make necessary
modifications to their official implementations. The Sign-
OPT attack and HSJA might spend up to several hundreds
of queries for finding starting points (since they use complex
methods for finding starting points), while other attacks do
not. Therefore, for all attack methods (including ours), we
include these queries for finding the starting points in the total

based attacks specifically designed for and supporting only the /., norm, e.g.
RaysS [24]. These /. only attacks are not included in our benchmark, since
they are designed for a different threat model.

queries to make the comparison fairer. Attacks might spend
an excessive number of trails to find a starting point, espe-
cially the Sign-OPT and HSJA’s original implementations. To
alleviate this problem, when attacks failed to find a starting
point after a limited number of queries, we let them fallback
to starting points selected from the test set.

Hyperparameters. The hyperparameters of AutoDA 1st
and 2nd are initialized to 0.01, the same value used in the
search as described in Section 5.1. For the four baseline at-
tacks, we leave their default hyperparameters unmodified. The
HSJA has a hyperparameter to switch between using the de-
fault geometric progression or grid search for step-size search.
In our experiments, we found that the default geometric pro-
gression does not perform well when attacking some models.
So we also include HSJA using grid search in the benchmark,
and denote it as HSJA*.

Results. We plot the median ¢, distortion (on a log scale)
vs. queries and attack success rate (¢ = 1.0 and € =0.5) vs.
queries curves for the six attacks on the four normal CIFAR-
10 models in Figure 4. We also provide attack success rate
(€ = 1.0) at different number of queries in Table 2. Extra re-
sults for numerical comparisons are provided in Appendix D.
We also provide visualization for the generated adversarial

USENIX Association

31st USENIX Security Symposium 3565



Table 2: The attack success rate (€ = 1.0) given different number of queries for the six attack methods on the four normal
CIFAR-10 models.

Model | ResNet50 | DenseNet | DPN | DLA
Queries | 2,000 4,000 20,000 | 2,000 4,000 20,000 | 2,000 4,000 20,000 | 2,000 4,000 20,000
Boundary | 10.7% 28.4% 100.0% | 10.6% 28.5% 100.0% | 7.5% 20.9% 99.9% | 9.4% 25.4% 100.0%
Evolutionary | 64.9% 96.3% 100.0% | 66.9% 95.8% 100.0% | 56.0% 93.3% 100.0% | 63.9% 95.5% 100.0%
Sign-OPT | 76.1% 98.8% 100.0% | 77.8% 98.9% 100.0% | 67.8% 96.6% 100.0% | 742% 98.1% 100.0%
HSIA | 91.9% 96.6% 97.1% | 94.2% 97.9% 983% | 85.5% 90.6% 91.5% | 93.8% 99.0% 99.5%
HSIA* | 67.4% 92.6% 100.0% | 71.7% 92.9% 100.0% | 60.1% 86.5% 100.0% | 65.1% 91.7% 100.0%
AutoDA Ist | 95.9% 99.7% 100.0% | 96.4% 99.5% 100.0% | 92.4% 98.7% 100.0% | 95.8% 99.3% 100.0%
AutoDA 2nd | 95.6% 99.5% 100.0% | 96.5% 99.7% 100.0% | 92.7% 99.1% 100.0% | 95.4% 99.3% 100.0%

examples of our AutoDA 1st and the Boundary attack given
different number of queries in Appendix D.

From these results, we can observe that our attacks con-
sistently outperform the Boundary attack by a lot under all
benchmark metrics on all four models. Since AutoDA’s search
space are inspired by and based on the Boundary attack, these
results are quite impressive — though the AutoDA DSL in-
cludes only operations used by the Boundary attack (The
Sign-OPT attack and HSJA are not included in the search
space), the search space contains much better and simpler
algorithms than the Boundary attack, illustrating that the ex-
pressiveness of the search space is adequate.

When compared with other baselines, the AutoDA 1st and
2nd also achieve competitive performance consistently on all
four models. It is worth noting that our algorithms achieve
relatively higher attack success rates and lower ¢, distortion
under a relatively small number of queries (< 5,000), demon-
strating their high query efficiency. Though the HSJA* and
Evolutionary attack perform better than the Boundary attack,
our algorithms still outperform them under any query bud-
get. HSJA achieves high query efficiency and is only slightly
worse than ours for small number of queries. However, the
HSJA does not perform well as the number of queries growing,
especially on the DPN model. The Sign-OPT attack’s query
efficiency is worse than ours for small number of queries.
When the number of queries growing larger, Sign-OPT con-
verges to slightly better adversarial examples. For example, on
the ResNet50 model at 20,000 queries, the median ¢, distor-
tion is 0.131 for Sign-OPT, while 0.133 and 0.135 for AutoDA
Ist and 2nd, and the fourth place is HSJA achieving 0.149
(See Appendix D for more numerical results).

5.3 Benchmark Results on Adversarially
Trained Models and ImageNet Models

To further understand the strength and weakness of the Au-
toDA 1st and 2nd, we also benchmark them against defended
models and models on a larger dataset. For defended models,

we consider adversarially trained models. For larger dataset,
we consider the ImageNet dataset.

Benchmark metrics. We use the same benchmark metrics
as in Section 5.2. For ImageNet models, instead of the plain
¢, distance, existing works usually use the normalized ¢, dis-
tance to measure distortion, which is defined as || - ||2/v/d
where d is the dimension of the input to the model, because
different ImageNet models might require different input di-
mensions (e.g., 224 x 224 x 3). We use the normalized ¢; dis-
tance for ImageNet models, too. For this special distance mea-
surement for ImageNet models, we choose an attack success
threshold of € = 1/0.001, which is used by Dong et al.’s bench-
mark [14], as well as a smaller threshold of € = 1/0.001/2 to
make the benchmark more comprehensive.

Models and data. For defended models, we choose two ad-
versarially trained models: (1) the pre-trained ¢, adversarially
trained ResNet50 [2] model provided by Engstrom et al. [54],
(2) the pre-trained /., adversarially trained WRN [55] model
provided by Madry et al. [25]. Their test accuracy is 82.4%
and 87.3% respectively. For models on larger datasets, we con-
sider the widely used ImageNet dataset, and choose two pre-
trained ImageNet models provided by the torchvision pack-
age [56]: (1) the WRN [55] model, and (2) the ResNet101 [2]
model. Their test accuracy is 78.5% and 77.4% respectively.
They both accept inputs of dimension 224 x 224 x 3. Similar
to CIFAR-10 models, we also scale all pixels into the range
[0,1] for the two ImageNet models. For CIFAR-10 data, we
select the first 1,000 images from the CIFAR-10 test set same
as in Section 5.2. For ImageNet data, we select the first 1,000
images from the ImageNet test set.

Baselines. For the two defended CIFAR-10 models and the
two normal ImageNet models, we use the same baselines as
in Section 5.2. The implementations of Boundary attack and
Evolutionary attack from Dong et al.’s benchmark enable the
dimension reduction trick [37], which is a generally useful
trick for the acceleration of black-box attacks [7]. Though
this trick can also be integrated into our AutoDA 1st and 2nd
easily, the other two baseline attacks’ implementations do
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not support this trick. To make the comparison fairer and to
understand the original attack’s strength, we disable this trick
for all attacks in this benchmark including our AutoDA 1st
and 2nd.

Hyperparameters (See Appendix B for more explana-
tions). As concluded in Section 5.1, the hyperparameter s
should satisfy s>dim (n) < 1. However, for the ImageNet
dataset where dim(n) = 224 x 224 x 3, when s = 0.01,
s?dim (n) ~ 15 >> 1. In order to satisfy this inequality, we de-
crease hyperparameters’ initial value to 0.001 when attacking
ImageNet models.

Results. We plot the median ¢ distortion (on a log scale)
vs. queries and attack success rate (¢ = 1.0 and € = 0.5)
vs. queries curves for the six attacks on the two adversar-
ially trained CIFAR-10 models in Figure 5(a), as well as
the normalized {5 distortion vs. queries and attack success
rate (€ =+/0.001 and € = v/0.001/2) vs. queries curves for
the five attacks on the two normal ImageNet models in Fig-
ure 5(b).

For the two adversarially trained CIFAR-10 models, the
Boundary attack still falls far behind the others. Our algo-
rithms are competitive with HSJA and Sign-OPT attack for
these two defended models. Our algorithms have slightly
worse query efficiency than HSJA for a small number of
queries, while HSJA falls behind our algorithms after about
10,000 queries. Though Sign-OPT performs slightly better
when the number of queries grows larger than about 7,000, our
algorithms achieve better query efficiency under the setting
with a smaller number of queries.

To our surprise, our discovered algorithms can actually
work on the ImageNet models, whose input dimension is 49
times larger than that of the CIFAR-10 models. The Bound-
ary attack falls far behind the other attacks. Our algorithms
still show better query efficiency than Sign-OPT for about
7,000 queries. For a larger number of queries, Sign-OPT con-
verges to slightly better adversarial examples than ours. From
both the distortion vs. queries and the attack success rate vs.
queries curves, we observe that our algorithms have better
query efficiency than HSJA under a small number of queries,
too. For a larger number of queries, our algorithms have a
little worse or similar attack success rate with HSJA, while
have better distortion results than HSJA.

There are many widely-used metrics to benchmark attacks.
As aresult, even state-of-the-art attacks cannot consistently
achieve better performance than others, e.g., HSJA converges
faster than Sign-OPT, while Sign-OPT converges better than
HSJA. To conclude, benchmark results in Section 5.2 and Sec-
tion 5.3 suggest that our attacks are in the middle of these two
state-of-the-art attacks, and much better than the Boundary
attack. In this work, our search space is based on the Bound-
ary attack and kept relatively restricted, e.g., our DSL is not
able to express Sign-OPT or HSJA. These experiment results
suggest that this search space based on the Boundary attack
contains much stronger attacks than the Boundary attack, and

existing state-of-the-art attacks are near-optimal given this
restricted search space.

5.4 Ablation Study on Search Method

As described in Section 3.4, we apply four techniques to
our search method, which are (1) inputs check, (2) distance
test, (3) compact program, and (4) predefined statements. To
illustrate their effectiveness, we conduct an ablation study on
ten variants of our search method in this section, including
(a) four isolated variants, where each variant is applied with
only one of the four techniques, (b) four exclude-one variants,
where each variant is applied with three techniques, i.e., one of
the four techniques is excluded, (c) base variant, which is just
naive random search, and (d) full variant, which includes all
four techniques. We cannot run the full experiments described
in Section 5.1 for each of the ten variants, since they are too
time consuming. Instead, for each of these ten variants, we
run it to evaluate 100,000 programs against the classifier for
100 iterations on five fixed examples and calculate the ¢
distortion ratio for each program. We plot the top 200 lowest
{5 distortion ratios that each variant found in Figure 6.

As we can see from the results, the four isolated variants
overall perform better than the base variant, and the full vari-
ant performs better than the four exclude-one variants. Both
facts suggest the effectiveness of the four techniques. The
third column (isolated variant for distance test) seems to be
an exception — when compared to the base variant, it provides
better lowest ¢, distortion ratio (< 0.3) and better overall per-
formance, but it performs worse in the 0.3 to 0.5 range. One
possible reason for this phenomenon is that, there are algo-
rithms failed in the distance test which are able to reduce the
¢, distortion ratio after 100 steps. For example, an algorithm
might sometimes reduce the distance but sometimes increase
the distance. These algorithms do not meet the requirement
of Alg. 1, thus the distance test filters them out.

It worth noting that these results are qualitative. On the
one hand, these techniques interfere with each other. On the
other hand, there is no straightforward qualitative measure-
ment for a set of programs’ overall quality. As a result, the
absolute improvement shown in Figure 6 does not imply the
effectiveness of each technique.

6 Discussion

We have demonstrated AutoDA’s design and implementa-
tion, as well as the competitive performance of the attack
algorithms discovered by it. In this section, we discuss its
limitations and possible future extensions.

Threat models. In this work, we particularly focus on the
automated discovery of untargeted decision-based adversarial
attacks under the ¢ norm. Since the random walk framework
Alg. 1 also supports doing targeted attack under the ¢, norm,
our approach can be extended to the targeted threat model
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Figure 5: (a) The first two columns are the median ¢, distortion (on a log scale) vs. queries and attack success rate (€ = 1.0
and € = 0.5) vs. queries curves for the six attack methods on the two adversarially trained CIFAR-10 models. (b) The last
two columns are the median normalized ¢, distortion (on a log scale) vs. queries and attack success rate (€ = +/0.001 and
€ =1/0.001/2) vs. queries curves for the six attack methods on the two normal ImageNet models.

straightforwardly. However, extending to the (. norm might many existing attacks [22-24]) into the DSL might lead to a
need more efforts. Though the random walk algorithm tem- much more powerful search space. However, a larger search
plate shown in Alg. 1 does not limit itself to the ¢, norm, space with higher complexity would always lead to higher
existing random-walk-based iterative attacks are usually de- implementation complexity and higher computational cost,
signed for the ¢, norm only but not 4 [7,12,21]. Other ap- thereby always a tradeoff to consider in practice.

proaches [22,23] based on zeroth-order optimization provide
extensions to the ¢, norm threat model, but usually exhibit-
ing unsatisfactory performance [24]. There are a few attack
methods specially designed for the ¢, norm, e.g., RayS [24].
However, RayS contains relative complex control flow. These
facts suggest that designing another search space or even de-
signing another algorithm template might be necessary for
the {o norm threat model.

Search method. In this work, we use random search com-
bined with several pruning techniques and intuitive priors.
This search method is quite simple and works quite well
for our search space. Though random search based method
should be treated as a reasonable baseline as discussed in
Section 3.4, advanced search methods might help to explore
a more powerful search space, thus they are worth trying.

Interpretability. The downside of automating is lacking in-

Search space. To reduce computational cost, we limit the terpretability in general. Due to the black-box nature of deep
search space to be relatively small in this work. Though the learning models, it is highly nontrivial to carry out theoretical
experiments show that there are good attack algorithms in this analysis about decision-based attacks including many existing
search space, a larger thus more powerful search space might expert-designed ones [7, 12]. We are quite lucky to discover
lead to even better algorithms. More mathematical operations geometrically interpretable attacks (See Appendix B). How-
could be added to the AutoDA DSL. Also, carefully integrat- ever, this kind of theoretical analysis can only be carried out
ing some high-order operations (e.g., binary search used in by domain experts in a case-by-case manner. There is still
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Figure 6: Search method ablation study experiment results.
Each column shows the top 200 lowest ¢, distortion ratios
found by each search method. The first column is the base
variant. The last column is the full variant. The (1), (2), (3),
and (4) in the labels of x-coordinate are for inputs check,
distance test, compact program, and predefined statements
respectively. The second to fifth columns are the four isolated
variants. The sixth to ninth columns are the four exclude-one
variants.

something we can do about this in the future, e.g., we can do
automatically simplification and equivalence checking for the
discovered algorithms.

Parameters and classifier selection. Though we have
done an ablation study on our search method in Section 5.4,
how other design choices impact the system is still not clear
and can be investigated in the future, e.g., the number of
queries allowed for one program during the search (it is set
to 10,000 in this work), the max length of programs when
random generating them (it is set to 20 in this work), and
the noise distribution (it is set to the standard Gaussian dis-
tribution in this work). Moreover, selecting classifiers for
evaluating programs during the search is worth further inves-
tigating, too. For example, using classifiers with higher input
dimension during the search might lead to better algorithms
for ImageNet models. Adversarially training the classifier
might lead to better algorithms on defended models.

Practicality. Decision-based black-box setting is one of
the most practical settings for adversarial attacks. For exam-
ple, the Boundary attack paper [12] attacked a cloud-based
computer vision API, and the Evolutionary attack paper [7]
attacked an online face recognition system. Since our AutoDA
Ist and 2nd show better performance than these two attacks
on various models with different network architectures (many
of these architectures have real-world usage) in our bench-
mark, we believe our AutoDA 1st and 2nd can also be used
to attack these online services. However, as running attacks
against online services can be time-consuming and expen-
sive, it is not our current focus to run our benchmark on these
online services. Moreover, there are defensive methods for de-
tecting black-box adversarial attacks for online services [57].
Investigating how the automatically generated attacks interact
with these defended real-world applications, and even to au-
tomatically find better attacks to evade the detection are both

possible future work.

7 Related Work

Our AutoDA relates to program synthesis, as well as auto-
mated machine learning (AutoML). In this section, we briefly
review some prior works in these two fields.

Program synthesis. Our approach relates to program syn-
thesis aforementioned in Section |, whose core problem is
to generate a program that meets an intent specification [26].
Program synthesis works usually use non-machine-learning
techniques, e.g., SKETCH [27] solves the programming by
sketching problem using SAT solver and Brahma [28] can
efficiently discover highly nontrivial up to 20 lines loop-free
bitvector programs. Recent works may use machine learning
techniques, e.g., DeepCoder [29] solves the programming by
example problem using neural-guided search. These works
mainly focus on software problems instead of machine learn-
ing problems.

Automated machine learning. Our work also shares the
goal with automated machine learning (AutoML), which aims
to automate the process of solving machine learning prob-
lems [30]. One most relevant direction of AutoML is neural
architecture search (NAS), which aims to discover good archi-
tectures of deep networks [31]. Existing NAS works usually
construct their search space from expert-designed layers, thus
good architectures in them are dense. Advanced search meth-
ods are often used in NAS works, including reinforcement
learning [31] and even gradient-based optimization [58]. How-
ever, random search based methods are shown to be simple
yet competitive baselines [42,59].

8 Conclusions

In this work, we propose to automate the process of discover-
ing decision-based iterative attack algorithms. Starting from
the random walk framework as the algorithm template, we
construct our generic search space from the AutoDA DSL,
explore this search space using random search integrated
with several pruning techniques and intuitive priors, and eval-
uate programs in the search space using a small and fast
model. The discovered attack algorithms are simple and ge-
ometrically interpretable, and meanwhile they consistently
achieve competitive performance especially high query ef-
ficiency when attacking models on the CIFAR-10 and Ima-
geNet datasets.
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Appendix

A Hyperparameter Adjustment Strategies

In this section, we will introduce the hyperparameters adjust-
ment strategies used in the Boundary attack [12], the Evolu-
tionary attack [7], and our AutoDA.

Boundary attack. The Boundary attack [12] has two hy-
perparameters — & controlling the step size of the orthogonal
perturbation, and € controlling the step size of moving towards
the original example. The original implementation would ad-
just both hyperparameters during the random walk process. If
the success rate for the past several trails is too low, € would
be decreased, and when the success rate is too high, € would
be increased. The attack is converged when € reaches zero. 8
is adjusted according to the orthogonal perturbation’s success
rate similar to adjusting €. However, using a fixed & during
the random walk process has negligible performance impact
with a proper initial value. In this case, we only need to adjust
€ during the random walk process.

Evolutionary attack. The Evolutionary attack [7] has sev-
eral hyperparameters, while only u is adjusted during the ran-
dom walk process. u is adjusted once for every T iterations
as follows:

us—u-exp(p—p) (2)

where p is the success rate of past T trails, p is a predefined
target success rate. This is a negative feedback strategy keep-
ing the success rate around p. The original implementation
set T to 30 and p to 0.2.

AutoDA. Our AutoDA uses a negative feedback strat-
egy similar to the ones used in the above two attack meth-
ods especially the Evolutionary attack. Instead of using the
exp(p— p) function in the Evolutionary attack, we use a piece-
wise linear function f that satisfies f(0) =1, f(1) = h, and
f(p) =1, where [, h are both predefined constants satisfying
0 <l <1< h.The pisthe predefined target success rate same
as in the Evolutionary attack. For implementation simplicity,
instead of adjusting the hyperparameter every 7T iterations as
in the Evolutionary attack, we adjust the hyperparameter in
each iteration according to a decayed success rate p defined
as follows:

po-p+(1—a)-k 3)

where k = 1 if X’ is adversarial, otherwise k = 0, o is the decay
rate. We adjust the hyperparameter s as follows:

s s [f(p)]/1° )

where the extra -'/10 is to stabilize the hyperparameter adjust-

ment, so that when p is quite close to 0.0 for ten iterations, s
would be decreased to at most / - s instead of a much smaller
1195, and when p is quite close to 1.0 for ten iterations, s
would be increased to at most / - s instead of a much larger
h'9.s. This negative feedback strategy would keep the success
rate around p, too. We set o to 0.95,7t0 0.5, ~to 1.5, and p
to 0.25 in AutoDA.

B The AutoDA 1st and AutoDA 2nd

For the AutoDA 1st and 2nd, we show their original SSA
form programs, their SSA form programs after discarding
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Table 3: The attack success rate (€ = 0.5) given different number of queries for the six attack methods on the four normal
CIFAR-10 models.

Model ‘ ResNet50 ‘ DenseNet ‘ DPN ‘ DLA
Queries ‘ 2,000 4,000 20,000‘ 2,000 4,000 20,000‘ 2,000 4,000 20,000‘ 2,000 4,000 20,000
Boundary 33% 10.7% 97.4% 39% 12.6% 97.7% 3.9% 8.5% 95.1% 31% 11.0% 97.5%
Evolutionary | 29.4% 65.4% 99.6% | 31.0% 659% 99.1% | 21.2% 54.6% 98.1% | 28.1% 63.2% 98.8%
Sign-OPT 392% 793% 999% | 433% 819% 99.7% | 33.1% 71.6% 99.3% | 39.1% 78.7% 99.7%
HSJA 64.0% 85.8% 96.6% | 66.8% 882% 98.0% | 55.0% 76.8% 90.5% | 65.0% 87.2% 99.0%
HSJA* 337% 61.4% 98.8% | 37.0% 649% 98.5% | 284% 529% 96.7% | 329% 60.8% 98.1%
AutoDA Ist | 69.8% 87.1% 99.8% | 70.8% 88.6% 99.5% | 58.0% 80.1% 99.3% | 70.6% 88.3% 99.4%
AutoDA 2nd | 68.6% 87.4% 99.7% | 71.0% 88.1% 99.4% | 58.3% 80.2% 99.2% | 70.1% 87.3% 99.3%

Table 4: The median ¢, distortion given different number of gueries for the six attack methods on the four normal CIFAR-10

models.
Model | ResNet50 | DenseNet | DPN | DLA
Queries | 2,000 4,000 20,000 | 2,000 4,000 20,000 | 2,000 4,000 20,000 | 2,000 4,000 20,000
Boundary | 3.000 1.636 0.178 | 2.847 1579  0.166 | 2.962 1911 0206 | 3.029 1711  0.172
Evolutionary | 0.793  0.399  0.154 | 0.754 0378  0.142 | 0914 0468 0.176 | 0.812 0401  0.146
Sign-OPT | 0.611 0.288  0.131 | 0.586 0273  0.123 | 0.707 0352  0.152 | 0.619 0.289  0.127
HSIA 0399 0252  0.149 | 0.361 0228  0.137 | 0460 0301  0.181 | 0378 0.243  0.142
HSJA* 0732 0402  0.162 | 0.680 0376  0.152 | 0.842 0482  0.190 | 0.750 0.403  0.161
AutoDA Ist | 0.356 0.245  0.133 | 0.338 0.231  0.124 | 0434 0295 0.154 | 0343 0239  0.130
AutoDA 2nd | 0364 0254  0.135 | 0.344 0236 0.127 | 0436 0.294  0.155 | 0.347 0.237  0.129

unused statements, and their compiled TAC form programs
in Figure 8.

Though this work focuses on automatically generating at-
tack algorithms but not theoretically understanding them, it
turns out that the two discovered programs are related, and
there is a geometric interpretation for them. The return value
of the AutoDA 1st and 2nd which represents the next random
point X’ to walk to can be simplified into the following form
(x| for the AutoDA Ist, x5 for the AutoDA 2nd),

d-n
X{ =x+s|( ——+s|n|3|d—|d|>n
lldl]2

d-n 1
x/x+s{<+sn2) (1+>d d n} 6
2 ||d|2 || ||2 HX”Z || ||2 ( )

where X is the best adversarial example already found and
X is the original example (both are defined in Alg. 1), n is
the standard Gaussian noise described in Section 3.3, s is the
scalar hyperparameter, and d = xo — X. s, Xo, X, and n are s0,
v1, v2, and v3 in Figure 3 respectively.

Relation between the AutoDA 1st and 2nd. In Eq. (5)
and Eq. (6), we decompose the noise added to x into a d

®

component and a n component. In this form, the only differ-
ence between x| and x) is that x, have an extra 1 + 1/||x]|>
factor in the d component’s coefficient. ||x||, should have sim-
ilar magnitude to /dim (x), which is v/32 x 32 x 3 & 55 for
CIFAR-10 and /224 x 224 x 3 ~ 388 for ImageNet. Hence
1+ 1/||x]||2 should be quite close to 1. Thus the AutoDA 2nd
is approximately the same as the AutoDA 1st, which explains
their benchmark results’ similarity.

Geometric interpretation. We can do an orthogonal de-
composition of x| —x (the noise added to x to get x}) with
respect to d,

d-n
x’l—x:s2||n%d+s<d—||d||2n) (7
N lldl2

q

d;

where the d| component is parallel to d, and the d | compo-
nent is orthogonal to d. With the decomposition in Eq. (7),
we can give AutoDA 1st a geometric interpretation. (1) The
d; component makes movement towards the original example
and reduce the distance between the adversarial example and
the original example. (2) The d; component is just the pro-
jection of —||d||2n onto orthogonal complement of d, which
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tries to move along the local classification boundary similar
to the Boundary attack’s orthogonal perturbation. (3) s con-
trols the step size, since d” has a s2 coefficient and d L hasas
coefficient. Smaller s leads to smaller step size.

Hyperparameter. Considering the geometric interpreta-
tion for dj in previous paragraph, we can also know why
we need to set s to a smaller value when attacking Ima-
geNet models. Since this component makes movement to-
wards the original example to reduce the distance between
the adversarial example and the original example, it should
at least avoid walking past xo, thus its coefficient s?||n|»
should be smaller than 1. We can calculate the expecta-
tion of s?|n|3 as E(s*|n||3) = s*dim(n). For ImageNet
models, dim (n) = 224 x 224 x 3 = 150528. When s = 0.01,
E(s?||n||3) = 15.0528 > 1. Thus we need to set s to a smaller
value when attacking ImageNet models.

Relation to the Boundary attack. As mentioned above,
the d | component is similar to the Boundary attack’s orthogo-
nal perturbation, illustrating rationality of this heuristic design.
However, there are other important differences between Au-
toDA Ist and the Boundary attack. (1) Our attacks have only
one hyperparameter s, which controls bothd | and d|. As s
decreasing during the random walk process, the magnitude of
the d| component would decrease faster than the d | compo-
nent, since the s* coefficient in dH decreases faster than the s
coefficient in d | . In contrast, the Boundary attack has two hy-
perparameters. They are tuned separately during the random
walk process as described in Section A. (2) The Boundary
attack’s orthogonal perturbation is obtained by projecting a
random noise onto the sphere centered at Xy and then nor-
malizing its length to §. Our attacks take a simpler approach
of directly projecting a random noise onto the orthogonal
complement of d without normalization. Besides, a fixed &
has negligible performance impact as mentioned in Section A.
This might suggest using a hyperparameter § to normalize the
projection of the random noise is not effective enough, while
our approach of projection without normalization performs
better.

C Implement the Boundary Attack with the
AutoDA DSL

To show the expressiveness of our DSL, we provide one pos-
sible implementation of the Boundary attack [12] using our
AutoDA DSL in Figure 7.

D Extra Benchmark Results

We provide extra benchmark results for Section 5.2. Table 3
and Table 4 show the attack success rate (¢ = 0.5) and the
¢, distortion given different number of queries for the six
attack methods on the four normal models on the CIFAR-10
dataset respectively. Moreover, Figure 9 provides intuitive

def Boundary_generate(
s0, s1, s2, v3, v4, v5):

def Boundary_generate(
s0, si1, s2, v0, vi, v2):

v6 = SUB.VV(v3, v4) v3 = SUB.VV(vO, v1)
s7 = NORM.V(v6) s3 = NORM.V(v3)

v8 = DIV.VS(v6, s7) v4 = DIV.VS(v3, s3)
s9 = DOT.VV(v5, v8) s4 = DOT.VV(v2, v4)
v10 = MUL.VS(v8, s9) v4 = MUL.VS(v4, s4)
vil = SUB.VV(v5, v10) v4 = SUB.VV(v2, v4)
s12 = NORM.V(v11) s4 = NORM.V(v4)
s13 = MUL.SS(sl, s7) sb = MUL.SS(s1, s3)
s14 = DIV.SS(s13, s12) s4 = DIV.SS(s5, s4)
v15 = MUL.VS(v11, s14) v4 = MUL.VS(v4, s4)
v16 = SUB.VV(v6, v15) v3 = SUB.VV(v3, v4)
v17 = DIV.VS(v16, s2) v3 = DIV.VS(v3, s2)
s18 = NORM.V(v17) s4 = NORM.V(v3)
v19 = SUB.VV(v3, v17) v4 = SUB.VV(vO, v3)
s20 = MUL.SS(s0, s7) sb = MUL.SS(s0, s3)
s21 = SUB.SS(s18, s7) s3 = SUB.SS(s4, s3)
s22 = ADD.SS(s20, s21) s3 = ADD.SS(s5, s3)
s23 = DIV.SS(s22, s18) s3 = DIV.SS(s3, s4)
v24 = MUL.VS(v17, s23) v3 = MUL.VS(v3, s3)
v25 = ADD.VV(v19, v24) v3 = ADD.VV(v4, v3)
return v25 return v3

(@ (b)

Figure 7: (a) One possible implementation of the Boundary
attack’s generate () function as a SSA form program in the
AutoDA DSL. s0 and s1 are the € and & hyperparameters
in the Boundary attack respectively, s2 is derived from the
8 as v/1+ 682, The Boundary attack would adjust both the
€ and the & during the random walk process. However, a
fixed 8 has negligible performance impact as mentioned in
Section A. For simplicity, we fix the 8 so that both s1 and
s2 can be considered as fixed hyperparameters. As a result,
we do not need to add the extra /- operation to our DSL for
implementing the Boundary attack. v3 is the original example
Xo, v4 is the adversarial example x the random walk process
already found, and v5 is the standard Gaussian noise n. (b)
The compiled TAC form version of the same program. The
s0, s1, s2, v0, vl and v2 are compiled from the s0, s1, s2,
v3, v4 and v5 in the SSA form program respectively.

impressions about our algorithm’s performance by visualiz-
ing adversarial examples generated by the AutoDA 1st and
Boundary attack under different number of queries against
the ResNet50 model on CIFAR-10.
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( Discard Unused Statements 1

def AutoDA_1st(s0, vi, v2, v3):
v4 = SUB.VV(vi, v2)
s5 = NORM.V(v4)

def AutoDA_1st(s0, vi, v2, v3):
v4 = SUB.VV(vl, v2)

s5 = NORM.V(v4) v6 = DIV.VS(v4, s5)

- v8 = MUL.VS(v3, s0)
v6 = DIV.VS(v4, s6) Vi1 = MUL.VS(v8, s5)
v7 = MUL.VS(v4, s0) vi7 = ADD.VV(v8, v6)
v8 = MUL.VS(v3, s0) s18 = DOT.VV(v17, v8)

v21 = MUL.VS(v4, s18)
s9 = DIV.SS(s0, s0) v22 = ADD.VV(vai, v2)
s10 = SUB.SS(s9, sb) v23 = SUB.VV(v22, vi1)

return v23

vil = MUL.VS(v8, sb5)

s12 = ADD.SS(s10, s9)
s13 = MUL.SS(s12, s0)
s14 = ADD.SS(s9, s12)
v15 = DIV.VS(v11, s13)

Allocate M}mory Slots

def AutoDA_1st(s0, vO, vi, v2):

s16 = DOT.VV(vil, vi1) e v
s = V(v

v17 = ADD.VV(v8, v6) v4 = DIV.VS(v3, s1)

s18 = DOT.VV(v17, v8) v5 = MUL.VS(v2, s0)

_ v6 = MUL.VS(v5, s1)

v19 = SUB.VV(v7, v15) v4 = ADD.VV(v5, v4)

s20 = DOT.VV(v19, v4) s1 = DOT.VV(v4, v5)

v21 = MUL.VS(v4, s18) v3 = MUL.VS(v3, 1)

v3 = ADD.VV(v3, v1)

v22 = ADD.VV(v21, v2) v3 = SUB.VV(v3, v6)

return v3

v23 = SUB.VV(v22, vi1)
return v23

(a)

[ Discard Unused Statements 1

def AutoDA_2nd(s0, vi, v2, v3):

def AutoDA_2nd(s0O, v1, v2, v3):
v4 = SUB.VV(v1, v2)

v4
v3

DIV.VS(v3, s2)
ADD.VV(v3, v4)
v3 = MUL.VS(v3, s1)
v3 = ADD.VV(v0, v3)
v3 = SUB.VV(v3, v5)
return v3

return v23

v4 = SUB.VV(vl, v2) s5 = NORM.V(va)
sb6 = NORM.V(v4) v6 = DIV.VS(v4, s5)

- v7 = MUL.VS(v3, s0)
v6 = DIV.VS(v4, s6) v8 = ADD.VV(v7, v6)
v7 = MUL.VS(v3, s0) 9 = NORM.V(v2)
v8 = ADD.VV(v7, v6) v10 = MUL.VS(v8, s5)

s11 = DOT.VV(v10, v7)
s9 = NORM.V(v2) v12 = DIV.VS(v6, s9)
v10 = MUL.VS(v8, sb) v17 = ADD.WV(v6, v12)
_ v20 = MUL.VS(v17, si1)
sil = DOT.WV(v10, v7) v21 = ADD.VV(vi, v20)
v12 = DIV.VS(v6, s9) v23 = SUB.VV(v21, v10)
s13 = DOT.VV(vi2, v8) return v23
s14 = MUL.SS(s13, s13)
s15 = MUL.SS(s14, s14) Allocate Memory Slots
s16 = MUL.SS(s11, si15)
v17 = ADD.VV(v6, v12) def AutoDA_2nd(s0, vO, vi, v2):
s18 = SUB.SS(s9, si1) v3 = SUB.VV(v0, v1)
— s1 = NORM.V(v3)
s19 = SUB.SS(s9, s18) v3 = DIV.VS(v3, s1)
v20 = MUL.VS(v17, si1) v4 = MUL.VS(v2, s0)
v21 = ADD.VV(v1, v20) VS T MDD VV(vd, v3)
s2 = NORM.V(v1)
s22 = MUL.SS(s16, s19) v5 = MUL.VS(v5, s1)
v23 = SUB.VV(v21, v10) si = DOT.WV(v5, v4)

(b)

Figure 8: (a) and (b) show the original SSA form programs,
the SSA form programs after discarding unused statements,
and the compiled TAC form programs after allocating mem-
ory slots for the SSA form programs, for the AutoDA 1st and
AutoDA 2nd respectively. In the original SSA form programs
and the SSA form programs after discarding unused state-
ments, s0 is the hyperparameter, v1 is the original adversarial
example X, v2 is the adversarial example x the random walk
process already found, and v3 is the standard Gaussian noise
n. In the TAC form programs, s0, v0, v1 and v2 is compiled
from the s0, v1, v2, v3 in the SSA form programs respec-
tively.
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1.853 d=1.527 d=0.894 d=0.650 d=0.432 d=0.237 d=0.161 d=0.128

- - - 'S

- - - - - - - -
e N e )
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Figure 9: Adversarial examples generated by the AutoDA 1st
and Boundary attack under different number of queries (the
first eight columns) as well as their corresponding original
natural images (the last column) when attacking the normal
ResNet50 model on CIFAR-10. The 1st, 3rd and 5th rows
are adversarial examples generated by AutoDA 1st, while the
2nd, 4th and 6th rows are for Boundary. The ¢, distortion d is
provided above each image.
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