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1 Introduction
Reverse engineering [3, 31] is essential for analyzing binary programs without access to their source
code. An essential task in this field involves locating specific functions that may exhibit malicious
behaviors [30, 42, 56, 64] or contain vulnerabilities [16, 33, 38, 41, 58, 63]. However, manually
locating these functions can be time-consuming and complex, especially given the opaque nature of
binary code. To address this challenge, significant efforts have been made to automate the process
of locating relevant functions in binaries, which we refer to as Binary Function Retrieval (BFR).

Traditionally, BFR has been achieved through the use of binary analysis tools [24, 39, 44, 47, 50]
to extract features like strings [10], constants [43], and program structures [25, 27, 28, 59] These
features are then leveraged in conjunction with manually crafted rules to retrieve relevant functions.
However, this approach is limited by its reliance on expert knowledge and heuristics, often proving
inefficient and time-consuming.
Notably, previous work [17] has demonstrated that specific reverse engineering tasks can be

effectively articulated using natural language queries. Building on this insight, we refer to this
approach as Natural Language-based Binary Function Retrieval (NL-based BFR), where the goal is
to locate specific functions in binaries with greater flexibility and efficiency by leveraging natural
language as a query mechanism.
While significant progress has been made in using natural language queries for source code

retrieval [15, 37], especially with advances in cross-modal contrastive learning [45] (also known as
alignment training), the direct application of these techniques to binary function retrieval faces
unique challenges. It arises both from the modality gap between binary code and natural language,
as well as the specific nature of the retrieval scenario. The three main challenges are outlined as
follows:

C1: Both binary and text modalities suffer from the loss of semantic information in the program.
Binary code, stripped of identifier names [26] and comments during compilation, lacks high-level
semantic information such as function purpose and logic. Conversely, natural language focuses
on high-level abstractions, missing low-level implementation details like specific operations and
data manipulations. This information loss hinders the model’s ability to learn semantic mappings
between the modalities, leading to poor performance.

C2: Existing methods, based on function-level alignment, struggle to meet the fine-grained query
demands. In real-world reverse engineering scenarios, natural language queries may target specific
parts of a function’s logic rather than the overall functionality. However, in existing work, both the
construction of cross-modal datasets and model training are based on the function as a unit, causing
the model to struggle with learning fine-grained semantics which leads to poor performance.
C3: The descriptive perspectives of training texts and real-world queries differ significantly.

Real-world queries typically exhibit diverse requirements, including functionality, implementation,
or structural characteristics, and often include domain-specific terminology. However, existing
methods for constructing training data tend to yield single-perspective and static text data. This dis-
crepancy between real-world usage scenarios and training data can result in a lack of generalization
capability in practical situations, leading to suboptimal performance.

To address these challenges, we introduce BinQuery, a novel framework that enhances NL-based
BFR tasks through data preparation, model training, and retrieval inference phases.

For C1: We leverage source code as a supervisory signal during training. Source code preserves
the semantic information lost in binary code and the details absent in natural language descriptions,
serving as an effective bridge between the two. All training objectives are aligned across the
three modalities—binary, source, and text—allowing comprehensive utilization of the information
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contained within the source code. Additionally, we perform extensive ablation experiments to
validate the effectiveness of this approach and elucidate its underlying mechanisms.

For C2: We design snippet-level alignment training, providing the model with more fine-grained
training data than functions, enabling it to learn semantic knowledge that existing methods cannot
acquire. In the data preparation phase, we design a novel algorithm that utilizes large language
models to extract source code snippets and map them to all modalities. In the model training phase,
we integrate function-level and snippet-level training objectives, enhancing the model’s ability to
understand fine-grained details.
For C3: We use an LLM as a bridge between the training text and real-world queries. In the

data preparation phase, we create a role-based description generation scheme that guides LLMs to
produce diverse natural language descriptions from various perspectives, addressing the limited
diversity in training descriptions. In the retrieval inference phase, we instruct the LLM to augment
the original query, standardize its expression, introduce domain knowledge, and even perform
guesswork and inference on certain problems to enhance retrieval effectiveness.

We implement BinQuery and evaluate it on two representative NL-based BFR datasets. The results
demonstrate that BinQuery significantly outperforms existing state-of-the-art (SOTA) solutions.
On the ViC [17] dataset, which targets general reverse engineering scenarios, BinQuery achieves
an impressive 42.55% improvement in the recall@1 metric compared to the best SOTA method. In
the Magma [21] dataset, focused on challenging 1-day vulnerability retrieval scenarios, BinQuery
achieves a 4x increase in recall@1, substantially enhancing the practicality of NL-based BFR in
vulnerability discovery. In summary, our contributions are as follows:

• We introduce BinQuery, a novel NL-based BFR framework that employs cross-modal align-
ment techniques and addresses its unique challenges, including information loss across
different modalities, granularity inconsistencies between training and inference stages, and
descriptive mismatches between training data and real-world queries.

• We design a new model training strategy to improve text-binary retrieval performance.
Specifically, we leverage source code as a supervisory signal to overcome the information
loss across binary and text modalities. Additionally, we propose a snippet-level alignment
training method to provide the model with fine-grained training data, enabling it to capture
detailed semantic information that function-level methods cannot.

• We use LLMs to bridge the gap between training text and real-world queries. First, we create
a role-based description generation scheme to produce diverse natural language descriptions,
improving the model’s generalization to real-world queries. Second, we introduce LLM-
driven query augmentation techniques that standardize query expressions, integrate domain
knowledge, and perform inferential guesswork to boost retrieval effectiveness.

• Comprehensive experiments show that BinQuery consistently outperforms existing state-of-
the-art methods. Notably, it achieves a 42.55% improvement in recall@1 for general reverse
engineering scenarios and a 4x increase in recall@1 for the challenging 1-day vulnerability
search scenario.

• We release our BinQuery framework to the research community to facilitate future advance-
ments in NL-based BFR.

2 Background and Related Works
In this section, we first briefly introduce the specific approach of alignment training. Then, we
enumerate some related BFR works, including those that perform retrieval using other modalities.
Finally, we discuss previous approaches to constructing training data using LLM, both in general
scenarios and under binary analysis.
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2.1 Cross-Modal Alignment Training
Cross-modal contrastive learning has become a powerful method for unified representation across
modalities like images and text. A key work is CLIP [45], which uses image-text pairs to align
visual and textual embeddings in a shared space. The training objective of CLIP is to ensure that
the correct image-text pairs are more similar to each other than to any non-matching pairs. To do
this, CLIP uses the following loss function:

L𝑐𝑙𝑖𝑝 = − 1
𝑛

𝑛∑︁
𝑖=1

[
log

exp(𝐸𝑖𝑚𝑔 (𝑥𝑖 ) · 𝐸𝑡𝑥𝑡 (𝑦𝑖 )/𝜏)∑𝑛
𝑗=1 exp(𝐸𝑖𝑚𝑔 (𝑥𝑖 ) · 𝐸𝑡𝑥𝑡 (𝑦 𝑗 )/𝜏)

+ log
exp(𝐸𝑖𝑚𝑔 (𝑥𝑖 ) · 𝐸𝑡𝑥𝑡 (𝑦𝑖 )/𝜏)∑𝑛
𝑗=1 exp(𝐸𝑖𝑚𝑔 (𝑥 𝑗 ) · 𝐸𝑡𝑥𝑡 (𝑦𝑖 )/𝜏)

]
This process is also referred to as alignment, which aims to coordinate the embeddings of different

modalities so that semantically similar data points from each modality are positioned closely within
the shared latent space.

2.2 Existing BFR Approaches
Rule-based approaches [9, 23, 43] often use static analysis to extract static and dynamic features
from binary code. These approaches involve the manual creation and adjustment of heuristic rules
to automatically select target binary functions. However, these methods heavily rely on expert
knowledge, are inefficient, have limited generalization capabilities, and are not well-suited for
handling large-scale BFR demands.

A number of studies [17, 29, 51] have emerged with the rise of deep learning methods, particularly
contrastive learning [20, 46]. These studies share a common characteristic: they map the query
and candidate binary code functions into a high-dimensional vector space. Through training, they
ensure that the vector corresponding to the query code is closest in space to that of the target
binary program, thus efficiently pinpointing the target binary function.
Binary-based BFR, where the query and target consist of binary code, is also known as Binary

Code Similarity Detection (BCSD) [7, 22, 34, 57]. These methods are typically used when a reverse
engineer has acquired the binary code of a target function but needs to locate functionally equivalent
code within a large set of binary functions. The main challenge stems from variations in binary
code, which arise due to different compilation options, diverse architectures, and varying platforms.

Source-based BFR, first introduced by CodeCMR [61], uses a network architecture that combines
CNN [6] with LSTM [19] to map query source code into vectors and a graph neural network
combined with LSTM to map target binary code into vectors. This approach aims to align the two
vector spaces through contrastive learning, thereby enabling the specific retrieval of binary code
functions using source code.

In real-world scenarios, data from specific modalities is sometimes difficult to obtain. For example,
in 1-day vulnerability retrieval scenarios, a reverse engineer may only have the CVE description,
creating an urgent need to use natural language as a query for retrieval.

2.3 LLM Synthetic Data
Constructing ground truth is crucial for deep learning-based technologies. The recognized capa-
bilities of Large Language Models have led to the emergence of LLM-based dataset construction
methods, known as LLMs synthetic data [35, 48]. In general domains, researchers like Furu Wei [54]
trained a highly effective natural language embedding model by requesting the LLM to generate
similar but semantically different negative samples for a given sentence, constructing a high-quality
contrastive learning dataset.
In binary analysis, CLAP [51] requires the LLM to generate natural language descriptions for

source code and uses these descriptions for cross-modal supervision, resulting in a binary embedding
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Fig. 1. Overview of BinQuery. During training, the embedding model consists of three encoders for all
modalities, including a source encoder for supervision. Only binary and text encoders are used for inference.

model with strong generalization capabilities. COMBO [62] simultaneously uses source code and
natural language to form a fused embedding and employs this fused embedding to supervise the
training of the binary model. However, it is precisely this fusion strategy that causes the model
obtained by this method to be unable to perform retrieval using either the source code or text as a
single modality.

3 Methodology
The workflow of our research is illustrated in Figure 1, divided into three stages: (1)Data Preparation.
Our method begins by collecting data at function and snippet levels across source, binary and text
modalities. (2) Model Training. Our model targets two objectives: function-level (Section 3.1.2) and
snippet-level (Section 3.3.2), both of which are supervised by source code modality. (3) Retrieval
Inference. We augment the query provided by the user with LLM to produce a better query for
retrieval (Section 3.4.2). Subsequently, this augmented query, along with all candidate functions,
is encoded into embeddings by the models. The target function is identified as the one whose
embedding is closest to the query embedding within the vector space.
We structure the following sections according to our approach to various challenges. First, we

explain the incorporation of source code supervision in alignment training (Section 3.1). Next,
we describe the snippet-level data collection process (Section 3.2) and the design of snippet-level
alignment training objectives (Section 3.3). Finally, we discuss the use of LLM for text augmentation
on training data and queries to enhance retrieval performance (Section 3.4).
This organization by challenge highlights the motivation for each technique. However, since

the implementation of these proposals spans different operational phases of our framework, we
provide Table 1 to clarify the logical structure and relationship between our proposals and the three
stages of BinQuery: Data Preparation, Model Training, and Retrieval Inference.
The table explicitly maps each core proposal (Source Supervision, Snippet Alignment, Text Aug-

mentation) to the primary challenge it addresses (C1, C2, C3) and indicates, using section references,
during which stage(s) each proposal is actioned. Specifically, Source Supervision (for C1) involves
activities during both Data Preparation (as detailed in Section 3.1) and Model Training (covered in
Sections 3.1 and 3.3). Similarly, Snippet Alignment (for C2) requires Data Preparation (Section 3.2)
and Model Training (Section 3.3). In contrast, Text Augmentation (for C3) encompasses techniques
applied during Data Preparation and later during Retrieval Inference (both discussed in Section 3.4),
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Table 1. Outline of Section 3, relationships between our proposal and the three stages.

Proposal For Challenge Data Preparation Model Training Retrieval Inference
Source Supervision C1 3.1 3.1, 3.3 -
Snippet Alignment C2 3.2 3.3 -
Text Augmentation C3 3.4 - 3.4

but not during the core Model Training phase itself (indicated by ’-’). This table serves as a con-
cise reference to understand how our technical contributions are distributed across the BinQuery
workflow to tackle the identified challenges.

Binary 
Encoder
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Encoder
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Fig. 2. Key points of the training process in BinQuery. B stands for binary, S for source, D for description, and
E for embedding. Subscript f for function and s for snippet.

3.1 Source Code Supervision
In this section, we describe how we introduce source code as an additional supervision and train the
binary, source, and text encoders together to obtain our embedding model. This involves obtaining
data for different modalities and the training algorithm.

3.1.1 Obtain Cross-Modal Data with Compilation and LLM. We use the apt [11] build system on
Ubuntu [4] for automated compilation. We modify the compilation environment by intercepting the
default gcc compiler and setting optimization levels from O0 to O3 and Os. To get the corresponding
text data, we use an LLM to generate explanations for the source code used in model training. The
details of generating descriptions will be discussed in Section 3.4.1 and are not covered here.

3.1.2 Function-Level Training Objective with Source Supervision. We use three different encoders
for alignment training, in which the source encoder is only used during training as a supervision.
Only binary and text encoders are used for inference, as shown in Figure 1(c).
Here, we introduce how source code supervision is incorporated at the function level during

training, while the snippet-level approach will be discussed in Section 3.3.2. For any two modalities,
we use contrastive loss as the training objective. As shown in Figure 2(a), we use the binary and text
modalities as an example. Assume we have a set of functions 𝑓 = {𝑓1, 𝑓2, . . . , 𝑓𝑛}. Their binary code’s
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embedding calculated by binary encoder can be represented as 𝐸𝑏𝑖𝑛 (𝑓 ) = {𝐸𝑏𝑖𝑛
𝑓 1 , 𝐸

𝑏𝑖𝑛
𝑓 2 , . . . , 𝐸

𝑏𝑖𝑛
𝑓 𝑛

},
their corresponding descriptions’ embedding calculated by text encoder can be represented as
𝐸𝑑𝑒𝑠𝑐 (𝑓 ) = {𝐸𝑑𝑒𝑠𝑐

𝑓 1 , 𝐸𝑑𝑒𝑠𝑐
𝑓 2 , . . . , 𝐸𝑑𝑒𝑠𝑐

𝑓 𝑛
}. Let 𝜏 denote temperature, and we can define the following loss.

L𝑏𝑖𝑛−𝑑𝑒𝑠𝑐 (𝑓 ) = − 1
𝑛

𝑛∑︁
𝑖=1

𝑙𝑜𝑔
𝑒𝑥𝑝 (𝐸𝑏𝑖𝑛

𝑓 𝑖
· 𝐸𝑑𝑒𝑠𝑐

𝑓 𝑖
/𝜏)∑𝑛

𝑗=1 𝑒𝑥𝑝 (𝐸𝑏𝑖𝑛𝑓 𝑖
· 𝐸𝑑𝑒𝑠𝑐

𝑓 𝑗
/𝜏)

This operation will occur symmetrically between every pair of modalities, as shown in Figure 2(b),
and we formally define the loss as follows:

L𝐹𝐴𝐶 (𝑓 ) =
∑︁

𝑚1,𝑚2∈{bin,src,desc}
𝑚1≠𝑚2

L𝑚1−𝑚2 (𝑓 )

Since the training objective above is at the function level, we refer to this loss function as the
Function Alignment Contrastive (FAC) loss.

3.2 Snippet-Level Data Preparation

Target Function Example

simple descriptionendstart

………

Print every number …64

Shifts elements to right …2218

Swap two variables …2119

………

Source Snippets from LLM

 0 #include <stdio.h> 
 1 int main() { 
 2   int a[11] = {1, 4, ..., 100}; 
 3   int t1, t2, n, end, i, j; 
 4   printf("Origin Array:\n"); 
 5   for (i = 0; i < 10; i++) 
 6     printf("%4d", a[i]); 
     . . . 
10   if (n > end) 
11     a[10] = n; 
12   else { 
13     for (i = 0; i < 10; i++) { 
         . . . 
18       for (j = i + 1; j < 11; j++) { 
19         t2 = a[j];                    
20         a[j] = t1;                   
21         t1 = t2;                     
22       }                              
23       break;                         
24     }                                
25   }                                  
     . . . 
30 } 

typeendstart

………

if-else statement2510

for statement2218

for statement2413

………

Source Snippets from AST 

addressline_no

……

0x1272 18

……

0x12A1 22

……

Union
Select

Lo
ok

up
Snippet

Descriptions

Candidate
Snippets

Source
Snippets

Binary
Snippets

Snippet-Level
Alignment

Generate

DWARF Line Table
gcc –g 

Fig. 3. A Flowchart of Snippet-Level Data Generation with the Help of LLM

It is difficult to formally define and extract semantically complete snippets using fixed rules.
Since LLMs have been trained on large amounts of code data, and their capabilities on source code
are now on par with human experts [12, 60], we prompt the LLM to perform snippet extraction.

3.2.1 Recursive Splitting Snippet Extraction Strategy. Directly instructing the LLM to generate
descriptions can lead to several issues, such as selecting overly fine-grained or coarse-grained
snippets and potentially missing valuable information. To mitigate these concerns, we implement a
two-stage snippet extraction strategy, as shown in Figure 3: (1) Use the LLM and rules to extract
as many snippet candidates as possible. (2) Use the LLM to select the most valuable snippets. The
following are the implementation details.
We instruct the LLM to recursively split the target function to cover the snippets of interest

comprehensively, as we observe that function snippets have nested relationships, with complex
snippets built from simpler ones. Below is a brief description of the prompt we used.
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I will provide you with a numbered code snippet, and you need to help me partition it by
functionality. You should reply to me with a JSON like:

Snippet := {
range: [start: int, end: int],
simple_description: string,
sub_snippets: [Snippet, . . . ]

}

In this prompt, we request the LLM to output snippets in a recursive JSON structure. While the
simple description generated in this step is not used for training, requiring the model to provide
the rationale for its results and generating additional information helps LLMs produce better
output [5, 55]. Additionally, before the LLM provides its answer, we present an example in advance
to improve performance using a few-shot prompt [49]. The LLM’s output forms the first set of
snippets in Figure 3.
We extract another set of snippets based on rules to complement the extraction from the LLM,

aiming to address the issue of missing code snippets by the LLM. We parse source code functions
into AST using tree-sitter [2] and pick {where, if-else, compound, switch} statements as
supplements to candidates. This way, we obtain the second set of snippets in Figure 3, and then we
combine both sets of snippets into a union, which serves as the candidates for LLM to select from.

We input all candidate snippets into the large language model (LLM) and instruct it to select up
to three snippets that are representative and logically complete. To help the LLM better understand
our intent, we introduce a hypothetical scenario at the beginning, assuming that these snippets will
be used to teach programming beginners, and we instruct the LLM to prioritize snippets that offer
greater educational value.

3.2.2 Map Snippets to Other Modalities. We add the -gdwarf-4 option to the original compile
commands, ensuring that all resulting binaries include DWARF debug information [8]. By extracting
the line_table from the debug_line section, we establish a mapping between source code line
numbers and binary function addresses. Using this mapping table, we map each source snippet to
the corresponding address range in the binary program, ultimately obtaining binary snippets.
Unlike the binary or source modality, in the text modality, a snippet is not a subsequence of a

function, so we generate descriptions for each source snippet individually. For each snippet, we
provide the containing function and specify the snippet’s line range to help the LLM reference
its context and provide a better explanation. The details of generating these descriptions will be
discussed further in Section 3.4.1.

3.3 Snippet-Level Alignment Training
In this section, we first describe how our model is modified to produce function-level and snippet-
level embeddings. We then present the loss function for snippet-level alignment training.

3.3.1 Weighted pooling for function and snippet-level embeddings. As shown in Figure 2(d), we
consider different tokens when calculating function-level and snippet-level embeddings. Let 𝑇 =

{𝑡1, 𝑡2, . . . , 𝑡𝑛} denote the function token sequence. The encoder generates a sequence of token
embeddings 𝐸 = {𝑒1, 𝑒2, . . . , 𝑒𝑛} where 𝑒𝑖 is the embedding for token 𝑡𝑖 . For function-level embedding,
we use the common approach of averaging all tokens in the function through mean pooling as
𝐸𝑓 = 1

𝑛

∑𝑛
𝑖=1 𝑒𝑖 . For snippet-level embedding, our approach is based on two insights: (1) tokens

related to the snippet represent its semantics, and (2) tokens outside the snippet but within the
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same function represent its context. We design the following weighted pooling scheme:

𝐸𝑠 =

∑𝑛
𝑖=1𝑤𝑖 · 𝑒𝑖

𝑛
where 𝑤𝑖 =

{
𝑐 if 𝑡𝑖 ∈ 𝑆

1 otherwise

This structure is only employed for the binary and source modalities, excluding the text modality.
Since the text modality lacks the inherent structure where snippet sequences are components of
function sequences, we generate distinct descriptions for functions and snippets, computing their
embeddings separately. This explains why in Figure 2(c), the binary and source modalities are
computed using function-level input, whereas the text modality employs snippet-level input.

3.3.2 Snippet-Level Training Objective with Source Supervision. Unlike the function-level alignment
in Section 3.1.2, we use a different strategy for negative sample sampling here. During function-
level alignment, any two different functions are considered negative samples, but in snippet-level
alignment, different snippets from the same function are excluded from the loss calculation. This is
because they share the same context, and treating them as negative samples degrades performance.

Assume we have snippets from 𝑛 functions 𝑠 = {𝑠1, 𝑠2, . . . , 𝑠𝑚}, one function may have multiple
fragments. Binary code snippet embeddings from 𝑠 are represented as𝐸𝑏𝑖𝑛 (𝑠) = {𝐸𝑏𝑖𝑛𝑠1 , 𝐸𝑏𝑖𝑛𝑠2 , . . . , 𝐸𝑏𝑖𝑛𝑠𝑚 }.
Similarly, snippet description embeddings from 𝑠 are 𝐸𝑑𝑒𝑠𝑐 (𝑠) = {𝐸𝑑𝑒𝑠𝑐𝑠1 , 𝐸𝑑𝑒𝑠𝑐𝑠2 , . . . , 𝐸𝑑𝑒𝑠𝑐𝑠𝑚 }.
We introduce an indicator function to show if two snippets are from the same function:

I(𝑠𝑖 , 𝑠 𝑗 ) =
{
0 if from same function and 𝑖 ≠ 𝑗

1 otherwise

The indicator function helps define a loss function that pulls the embeddings of matching binary
and source code snippets closer while pushing apart those from different functions. Let 𝜏 denote
temperature, and we can define the following loss.

L𝑏𝑖𝑛−𝑑𝑒𝑠𝑐
𝑠 (𝑓 ) = − 1

𝑚

𝑚∑︁
𝑖=1

log
exp(𝐸𝑏𝑖𝑛𝑠𝑖 · 𝐸𝑑𝑒𝑠𝑐𝑠𝑖 /𝜏)∑𝑚

𝑗=1 I(𝑠𝑖 , 𝑠 𝑗 ) · exp(𝐸𝑏𝑖𝑛𝑠𝑖
· 𝐸𝑑𝑒𝑠𝑐

𝑠 𝑗
/𝜏)

We apply this pattern to each modality pair to define the Snippet Alignment Contrastive (SAC) loss:

L𝑆𝐴𝐶 (𝑓 ) =
∑︁

𝑚1,𝑚2∈{bin,src,desc}
𝑚1≠𝑚2

L𝑚1−𝑚2
𝑠 (𝑓 )

Combining the FAC and SAC loss, training loss is defined as L(𝑓 ) = L𝐶𝑀𝐶 (𝑓 ) + L𝑆𝐴𝐶 (𝑓 ).

3.4 Text Augmentation with LLM
We perform text augmentation in both the data preparation and retrieval inference stages. During
data preparation, the LLM generates a rich variety of data that enhances the embedding model’s
generalization capability. During retrieval inference, the LLM helps filter noise from real-world
queries and supplements missing information in queries through its reasoning capabilities.

3.4.1 Role-based Source Description Generation. We employ DeepSeek Coder [13, 14] to generate
natural language descriptions for source code, instead of directly targeting binary code, for two
reasons: Symbolic information is lost in binary code, hindering the LLM’s understanding. Further-
more, LLMs are better at understanding source code, as they are typically trained on larger source
code datasets compared to binary code.

We propose role-based prompts to guide the LLM in explaining the target source code functions
or snippets from multiple perspectives. Below is a brief description; we list the roles for which the
LLM is required to act and the perspective from which the LLM is expected to provide explanations.
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(1) Architect: The LLM is required to describe the target source code from a functional perspective,
providing data on what this code does.

(2) Developer: The LLM is required to describe the target source code from an implementation
perspective, providing data on how this code does it.

(3) Reverse Engineer: The LLM is required to describe the target source code mainly from its
structure. This means focusing on parts that stay the same after compilation. It should avoid
mentioning variable names, strings, or other specific details from the source.

The design above is based on the fact that analysis goals and target programs vary in real-world
scenarios, resulting in different description focuses. Real-world queries may focus on what and how,
leading to the introduction of architect and programmer roles. As for reverse engineer, our main
idea is that natural language descriptions from source code may depend on specific information
like programmer-chosen names, but such information is often lost in binary code. Thus, we want
the LLM to focus on structural features, as they remain consistent through compilation.

3.4.2 Query Augmentation. When the embedding model receives a query from a reverse engineer,
we employ an LLM to augment the original query before proceeding with the retrieval of binary
functions. The main components of our prompt consist of the following three parts:
(1) Require LLM to generate a direct description and, if possible, make reasonable inferences.
(2) Provide examples of role descriptions from the existing dataset and request the generation of

descriptions that match the language style and sentence structure.
(3) Provide the output in JSON format and require it to be returned according to it.
For example, if a CVE description mentions a buffer overflow in serialization, the original query

may focus on the overflow’s impact, which misaligns with the model’s training goals. An LLM
may guess that the target function involves serializing data into a buffer, thus enhancing retrieval
effectiveness. Real-world reverse engineering processes inspire this design, as reverse engineers
often make informed guesses about possible implementations based on incomplete information,
thereby identifying potential vulnerabilities.

4 Experimental Setup
In this section, we describe the detailed settings of our experiments. We will present the details
of the datasets in Section 4.1, and then outline the details of our model configuration in Section
4.2, followed by an introduction to the state-of-the-art (SOTA) baselines we compared against in
Section 4.3, and finally, describe the metrics used for comparison in Section 4.4.

4.1 Dataset
In our experiments, we utilize three datasets: the BLA dataset we created for training, the ViC
dataset, and the Magma dataset from prior works for comparison with previous studies.
Binary Language Alignment (BLA) Dataset for Training. The dataset is generated as

described in Sections 3.1.1, 3.2, and 3.4.1. We use pyelftools [1] to parse dwarf information [8], IDA
Pro [24] v7.6 to extract binary code, tree-sitter v0.22.4 to get supplement snippets, and DeepSeek
Coder v2 [13, 14] to generate descriptions.

ViC Dataset for General NL-based BFR Evaluation. The dataset [17] comprises 257 reverse
engineering query requests, handcrafted by binary reverse engineers, targeting closed-source
software across platforms such as MacOS, Windows, and Linux. Each query is paired with its
corresponding ground-truth target binary function. During the evaluation, we use each query in
natural language to retrieve the target binary function from all functions in the program, and other
functions serve as distractors. We simulate a reverse engineer needing to locate specific binary
functions of interest in a target program in this dataset.
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Magma Dataset for 1-day Vulnerability Search. Magma [21] is a dataset for evaluating
fuzzer performance, containing 138 real-world vulnerabilities from 9 open-source projects. We
manually compile the source code using default options and select 130 vulnerabilities recorded
in the CVE database for our tests. During the evaluation, we use vulnerability descriptions from
the CVE database as queries to retrieve vulnerable binary functions from the specific project. We
simulate a scenario of a 1-day vulnerability search where a security researcher obtains vulnerability
information from the CVE and locates the target function in the binary program.

4.2 Model Configuration
For the encoders of the binary code, source code, and language modalities, we employ hyper-
parameter settings equivalent to BERT-base, with L=12, H=768, and A=12, totaling 110 million
parameters. We use AdamW [36] as an optimizer, with the learning rate set to 1.0𝑒 − 4, the dropout
rate set to 0.1, the weight decay set to 0.01, and the temperature 𝜏 = 0.07. We use a cosine learning
rate scheduler, with the warm-up steps set to 0.05 of the maximum training length. All training
is conducted on a machine equipped with 8 NVIDIA RTX 4090 GPUs, Intel Xeon 6236 CPUs, and
378GB of memory.

We use two setups to evaluate our proposed method. The full setup involves training the model
with the best effort to achieve optimal performance, enabling direct comparison with existing work.
However, due to the high training cost, we also adopt a limited setup, where the model is trained on
a fixed amount of data (inferior performance compared to the full setup). This allows us to conduct
multiple fair comparison experiments within our resource constraints, facilitating a comprehensive
analysis of the contributions of various components in our proposed method.

Full Setup.We initialize the corresponding encoders of our model using the binary encoder and
language encoder from CLAP and initialize the source encoder with gte-base [32], until convergence
on the validation set, and then obtain the final results on the test set.

Limited Setup. We initialize the model parameters using Xavier initialization [18] with default
settings and perform Masked Language Modeling (MLM) pre-training for each modality. For the
subsequent ablation experiments, regardless of the specific strategies employed, we start training
from this pre-trained model and limit the training to 10 million iterations before evaluating the
results. This approach ensures a fair comparison across different ablation strategies by maintaining
a consistent starting point.

4.3 Baselines
To evaluate BinQuery, we compare its performance against two categories of baseline models:

General Models. We include widely-used text embedding models: text-embedding-ada-002,
text-embedding-3-small, and text-embedding-3-large from OpenAI [40], as well as gte-base-en-v1.5
and gte-large-en-v1.5 from Alibaba-NLP [32]. These models serve as standard benchmarks for
general text embedding tasks. Comparing against them helps establish a performance baseline and
determine the necessity of domain-specific adaptations for NL-based BFR.

Specialized Models for Binary Analysis.We compare against CLAP [51] and ViC [17]. These
models represent relevant state-of-the-art approaches in the binary analysis domain related to our
task.

• CLAP [51]: utilizes contrastive language-assembly pre-training, relevant for understanding
binary semantics from text.

• ViC [17]: directly targets NL-based BFR using LLMs.
Comparing against these models helps demonstrate the effectiveness of BinQuery relative to
current specialized approaches.
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Other Related Works (Indirect Comparison). Other related works are considered conceptu-
ally through ablation studies rather than direct end-to-end comparison, for the following reasons:

• CodeCMR [61]: Focuses on source-to-binary retrieval, performing direct contrastive align-
ment solely between source and binary embeddings. As it does not handle NL queries, it
is unsuitable for direct NL-BFR comparison. To conceptually evaluate its strategy of direct
two-modality alignment, our BinQuery-BT ablation setting mirrors this structure by aligning
only binary and text embeddings. This allows assessment of such a direct alignment approach
for the NL-BFR task.

• COMBO [62]: Primarily improves Binary Code Similarity Detection (BCSD), using fused
source and text embeddings to supervise the binary encoder. Since it cannot perform retrieval
using only an NL query, direct NL-BFR comparison is unsuitable. We conceptually evaluate
its approach of incorporating source code during training via our BinQuery-BST (binary-
source-text) ablation setting. This allows assessing the benefit of using this additional source
modality compared to the direct binary-text alignment performed in the BinQuery-BT setting.

4.4 Evaluation Metric
In this section, we define the Mean Average Precision (MAP) and recall@k metrics, which are used
to evaluate the performance of a retrieval system.

4.4.1 MAP. It averages the Average Precision (AP) over all queries. For each query 𝑞𝑖 , |𝑟𝑖 | is the
number of retrieved binary functions. Precision(𝑘) is the proportion of relevant items in the top 𝑘
retrieved functions. The indicator function rel(𝑘) is 1 if the item at rank 𝑘 is relevant, else 0. The
total relevant binary functions for query 𝑞𝑖 is |{𝑝𝑖 }|, and 𝑛 is the total number of queries. The MAP
is computed using this formula:

MAP =
1
𝑛

𝑛∑︁
𝑖=1

AP(𝑞𝑖 ) where AP(𝑞𝑖 ) =
∑ |𝑟𝑖 |

𝑘=1 Precision(𝑘) · rel(𝑘)
|{𝑝𝑖 }|

MAP offers a single value indicating the system’s effectiveness, considering precision and ranking
across multiple queries.

4.4.2 Recall@k. It measures how many relevant items are retrieved within the top 𝑘 results for a
given query. For each query 𝑞𝑖 , 𝑘 is the rank cutoff for evaluating recall. {𝑟 (𝑘 )

𝑖
} is the set of top 𝑘

retrieved functions for 𝑞𝑖 . |{𝑝𝑖 }| is the total number of relevant functions for 𝑞𝑖 . |{𝑝𝑖 } ∩ {𝑟 (𝑘 )
𝑖

}| is
the number of relevant functions retrieved in the top 𝑘 . Recall@k for query 𝑞𝑖 is given by:

Recall@k(𝑞𝑖 ) =
|{𝑝𝑖 } ∩ {𝑟 (𝑘 )

𝑖
}|

|{𝑝𝑖 }|
Recall@k(𝑞𝑖 ) measures the fraction of relevant functions retrieved in the top 𝑘 results for 𝑞𝑖 .

Averaging Recall@k over all queries gives a measure of the system’s ability to retrieve relevant
items within the top 𝑘 .

5 Evaluation
To prove BinQuery’s effectiveness in addressing previous challenges, we propose these research
questions (RQs):

• RQ1: How does BinQuery perform compared to SOTA NL-based BFR solutions?
• RQ2: How does BinQuery perform in challenging vulnerability search task?
• RQ3: How does source code supervision affect the final results?
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• RQ4: How does snippet-level alignment affect the final results?
• RQ5: Is it reasonable to use different encoders to process different modalities?
• RQ6: How does role-based description affect model performance?
• RQ7:What impact does Query Augmentation have?

5.1 Performance (Full Setup) (RQ1)
In this experiment, we evaluate BinQuery’s performance on the ViC dataset, as introduced in
Section 4.1. We use language descriptions manually crafted through reverse engineering as queries
to retrieve corresponding functions from entire closed-source software projects. We report the
experimental results as shown in Table 2, which includes the results of BinQuery with and without
the query augmentation mechanism.

Our proposed method outperforms all baselines. BinQuery achieves the best results on all metrics,
notably improving recall@1 from 27.99 to 39.9, a 42.55% increase over the second best, CLAP.
Improvement in the Recall@1 metric is crucial for the future automation of binary program analysis,
as it allows the model to accurately identify the target binary function at rank 1, enabling further
analysis without human intervention.

Our proposed method shows a greater lead when the rank cutoff is smaller. At recall@50, BinQuery
improved from 77.83 to 84.12 compared to the second-best SOTA, ViC, showing an increase of 8.08%.
In comparison, the increase in performance at recall@1 is more pronounced. From observing the
results, we find that the primary reason is that our method enhances the ranking of samples that
were previously retrieved by other methods, effectively clustering target functions at the top. This
leads to a more significant advantage when dealing with smaller cutoff values. For samples that
all methods fail to retrieve, it is likely due to other parts of the closed-source software containing
more relevant, unannotated distractors, rendering these samples exceedingly difficult to retrieve.

We do not discuss the impact of query augmentation here, and it will be discussed in Section 5.7.

Answering RQ1

BinQuery significantly outperforms all SOTA methods in NL-based BFR tasks and leads across
all evaluation metrics. Notably, it achieves an impressive 42.55% improvement in the recall@1
metric, bringing it closer to the fully automated binary program analysis in the future.

5.2 Vulnerability Search (Full Setup) (RQ2)
In Table 3, we present the results of our proposed method compared to existing NL-based BFR
approaches on the vulnerability search task.

5.2.1 BinQuery significantly outperforms previous approaches. The data on the left side of each
cell shows the results obtained using the original CVE descriptions. BinQuery improves the MAP
metric from 5.82 to 19.24, representing a 130.58% increase over ViC, and achieves 399.68% of
the recall@1 score of the second-best method, indicating that our work significantly outperforms
existing approaches. We believe the more valuable improvement lies in BinQuery’s increase in the
recall@50 metric from 25.82 to 43.87, achieving a 69.91% improvement. This improvement enables
security researchers to pre-select 50 candidate functions using NL-based BFR, achieving a recall
rate above 40%, which assists in practical security analysis. Our method significantly enhances
usability for real-world tasks when compared to previous approaches.

5.2.2 Potential Information Leak. CVE descriptions may leak information like function names
or strings within functions. This leakage enables the model to take shortcuts, compromising the
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Table 2. Results of different NL-based BFR approaches on ViC Dataset

Models MAP recall@1 recall@5 recall@20 recall@50
text-embedding-ada-002 9.78 3.04 17.11 32.7 43.00
text-embedding-3-small 18.65 12.17 24.27 39.29 50.44
text-embedding-3-large 21.91 14.12 30.41 45.93 58.02

gte-base-en-v1.5 2.83 0.75 4.51 9.40 18.42
gte-large-en-v1.5 8.53 3.88 12.40 23.97 33.40

CLAP 39.98 27.99 52.39 67.87 74.33
ViC 35.35 24.24 47.68 68.26 77.83

BinQuery
w/o qa 50.69 39.90 62.20 78.54 84.12
w/ qa 48.05 35.43 62.44 78.27 83.33

1 The first five entries in the table are general models, and the next are specialized
models for binary analysis. We show the performance of BinQuery with and
without query augmentation.

2 The best results are indicated in bold, and the second-best is underlined (exclud-
ing another setup of BinQuery).

Table 3. Results of different NL-based BFR approaches on Magma Dataset

Models MAP recall@1 recall@5 recall@20 recall@50
text-emb-3-large 3.24/3.17 1.54/1.69 3.85/4.77 8.23/8.00 17.62/14.92

ViC 5.82/3.34 3.08/1.54 7.46/3.85 10.46/8.46 25.82/13.61
CLAP 3.27/1.56 1.54/0.00 1.92/1.54 7.85/4.62 16.82/6.67

BinQuery
w/o qa 13.93/4.8 8.08/1.54 17.31/6.15 31.54/11.54 36.82/16.92
w/ qa 19.24/8.66 12.31/5.38 25.00/9.23 37.44/18.85 43.87/30.00

1 The two sets of data, separated by a slash, show results from the original CVE description
(left) and masked CVE description (right).

2 The best results are indicated in bold, and the second-best results are underlined (excluding
another setup of BinQuery).

3 We choose the best-performing general-purpose model as a representative.

objective evaluation of NL-based BFR. We manually process CVE descriptions to mask information
leaks, replacing function names with the function and summarizing strings to prevent exact matches.
The right side of each cell shows results after masking leaks in descriptions.

BinQuery, like other methods, experiences a performance drop when information leaks are
masked. However, we observe that BinQuery still maintains 30% accuracy on recall@50, retaining
fairly strong usability, while other methods achieve at most 14.92%, making them almost unusable.

CVE-2017-0663: A remote code execution vulnerability in libxml2 could enable an attacker
using a specially crafted file to execute arbitrary code within the context of an unprivileged
process. This issue is rated as High due to the possibility of remote code execution in an
application that uses this library. Product: Android. Versions: 4.4.4, 5.0.2, 5.1.1, 6.0, 6.0.1, 7.0,
7.1.1, 7.1.2. Android ID: A-37104170.
CVE-2016-10267: LibTIFF 4.0.7 allows remote attackers to cause a denial of service (divide-by-
zero error and application crash) via a crafted TIFF image (related to libtiff/tif_ojpeg.c:816:8).

5.2.3 Vulnerability Search is Challenging. The results for the vulnerability search task are signifi-
cantly lower than those for the ViC dataset, as shown in Section 5.1. Compared to the manually
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crafted queries from reverse engineering in the ViC dataset, the queries from CVE descriptions
in the Magma dataset are notably harder, and we identify the following two main issues: (1) CVE
descriptions often lack crucial details. CVE-2017-0663 exemplifies this problem. Its description only
includes the version number and impact (remote code execution), lacking retrieval utility. (2)
Domain knowledge is essential. CVE-2016-10267 exemplifies this. The crucial cue for retrieval is
TIFF image, which requires an understanding of TIFF images and how they are parsed to enable
effective retrieval.
These issues mirror real-world scenarios where information sources are often unreliable and

evaluate the practical effectiveness of different approaches.

Answering RQ2

Although vulnerability search is a challenging task, BinQuery achieves impressive improvement,
reachingnearly 4 times the performance of SOTA on recall@1. In recall@50, BinQuery achieves
43.87% accuracy, effectively aiding reverse engineers in real-world tasks compared to previous
methods. Furthermore, our experiments show that even with information leaks masked, our
method maintains strong performance, indicating its robustness in practical scenarios.

Table 4. Ablation Study of Training Strategies

Models Setup Result
Role-Based FAC SAC MAP recall@20

BinQuery-BT ✓ 10.16(-47.00%) 28.33(-34.01%)
BinQuery-BST ✓ ✓ 13.21(-31.09%) 30.96(-27.88%)

BinQuery-NoRole ✓ ✓ 15.00(-21.75%) 37.55(-12.53%)
BinQuery-Limit ✓ ✓ ✓ 19.17 42.93
1 All results are obtained on the ViC dataset without query augmentation.
2 All models are trained in a limited setup, introduced in Section 4.2.
3 BinQuery-BT trained on binary and text modalities, function-level.
4 BinQuery-BST trained on binary, source, and text modalities, function-level.
5 BinQuery-NoRole trained without training text augmentation.
6 Numbers in brackets show performance decline compared to BinQuery-Limit.

5.3 Source Code Supervision (Limited Setup) (RQ3)
We evaluate the effect of source code supervision on the ViC dataset and report the results in
Table 4. By comparing the results of BinQuery-BT and BinQuery-BST, we find that incorporating
source code supervision quantitatively increases MAP from 10.16 to 13.21, resulting in a roughly
30% improvement in overall performance, while recall@20 increased from 28.33 to 30.96. Overall,
source code supervision can effectively improve performance on the NL-based BFR task.
Source code supervision boosts generalization ability. To explore the improvement mechanism,

we record performance trends on the test set during training, plot the curve in Figure 4(b) and
compare it with the results in Table 4 to gain insights. On the test set, the performance curves
for BinQuery-BST and BinQuery-BT nearly overlap towards the end of training (Figure 4(b)), sug-
gesting little difference within that specific data distribution. However, in the real-world scenarios
represented by the ViC dataset (Table 4), source code supervision (BinQuery-BST) significantly
improves results compared to direct binary-text alignment (BinQuery-BT). Without source code
supervision, the model does not effectively learn the semantics of each modality due to information
loss in both, reducing generalization in real-world scenarios.
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Answering RQ3

Introducing source code as a supervisory signal significantly enhances the model’s performance
on the NL-based BFR task. Further analysis reveals that this improvement is due to source
code supervision mitigating information loss across modalities, thereby improving the model’s
generalization capability.

5.4 Snippet-Level Alignment Training (Limited Setup) (RQ4)
We validate the effect of snippet-level training on the ViC dataset and report the results in Table
4. When we compare the BinQuery-BST and BinQuery rows in the table, we observe that using
snippet alignment training improves the MAP score from 13.21 to 19.17 and increases the recall@20
from 30.96 to 42.93. This indicates that introducing snippet-level training can effectively improve
the model’s final performance in retrieval tasks. Comparing the impacts of different mechanisms
on the final model performance, snippet-level alignment is the most influential during training.
The improvement comes from snippet-level semantics fitting practical retrieval scenarios better.

For instance, a query like "String copy with quotes handling" is hard to learn at the function
level because snippets often serve larger functionalities like encoding or printing, which aren’t
finely described in function-level training. Our approach splits functions into various granularities,
enhancing performance in retrieval scenarios.

Answering RQ4

Snippet-level alignment provides finer semantic supervision, effectively enhancing NL-based
BFR performance. It is the most crucial design in the training process compared to others.

5.5 Sharing Parameters Between Modalities (RQ5)
In Section 3.1.1, it raised a concern about whether to use different encoders for different modalities,
and we discuss this issue here. We conduct the experiment in Figure 4(c) to study the effectiveness
of sharing parameters across different modalities. The figure includes three settings. B-S-L means
each modality uses separate models, as in BinQuery. B-SL shares one model between source and
languagemodalities, while BSL shares onemodel across all modalities. Results show that BinQuery’s
approach is best for the NL-based BFR task, with the fastest improvement and best final results.
Here’s the reasons:
(1) The binary modality has a unique distribution. For example, binary code includes jumps to

addresses as immediate values, requiring special preprocessing and model designs [51, 53].
(2) Using the same model for different modalities requires learning their joint probability distribu-

tion, enhancing applicability but increasing training complexity, necessitating large data for fused
models. With limited data and computational power, separate models for each modality achieve
better results faster.

Answering RQ5

Employing individual encoders for different modalities is justified. In our experiment, BinQuery
with separate encoders (B-S-T) achieves the fastest improvements and the best performance in
the NL-based BFR task, outperforming models that share encoders across modalities.
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Fig. 4. Role-based Description Generation and Test Curves during Training

5.6 Role-based Description Generation (Limited Setup) (RQ6)
We evaluate the contribution of our three-role description generation strategy to the system and
briefly discuss its underlying mechanism. For comparison, we use a naive approach to generate
source descriptions by asking the LLM to explain the source code directly, serving as the control,
labeled as BinQuery-NoRole.

From table 4, comparing BinQuery-NoRole and BinQuery-Limit, we find that without the role-
based description generation mechanism, MAP drops by 21.75% and recall@20 by 12.53%. This
indicates that our role-based description generation plays a critical role.
To better understand this, we create word cloud diagrams for both the augmented and non-

augmented data, shown in Fig 4(a). We use the Python wordcloud library with the hyperparameter
relative_scaling set to 1.0. Before generating the word cloud, we remove the words function
and program due to their high frequency. From the figure, we derive the following observation:

(1) Our approach generates more specific programming concepts such as pointer, position, map,
and flag. In the control group, without specific instructions, the LLM tends to explain the functional
intent of the source code, leading to less frequent appearance of such concepts.

(2) Our approach generates a dataset with a more balanced distribution, while the control group
shows a higher frequency for certain words. A balanced distribution prevents the model from
overfitting to specific expressions or formats.

Answering RQ6

Role-based description generation effectively improves NL-based BFR performance, primarily by
incorporating additional programming concepts and achieving a more balanced data distribution.

5.7 Query Augmentation (Full Setup) (RQ7)
In Sections 5.1 and 5.2, we omitted discussions about query augmentation when presenting the
results. In this section, we discuss the exact impact that the query augmentation mechanism
brings. When tested on the ViC dataset, the query augmentation mechanism resulted in a slight
performance loss (recall@50 from 84.12 to 83.33). However, when tested on the Magma dataset, the
QA mechanism led to a significant improvement (MAP from 36.82 to 43.87).

5.7.1 Case Study. To explain this phenomenon, we manually analyzed several cases and attempted
to identify the reasons for them.
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Good Case from LLM Reasoning. In the description of CVE-2018-18557, it is stated that “the target
function handles JBIG data of unrestricted size within a predefined memory area, leading to an
out-of-bounds issue”. The LLM, simulating an experienced reverse engineer, hypothesized that this
is due to the content expanding after decoding, so it suggested “permitting it to decode and store
the data in the predefined memory area,” which aligns with the actual scenario. As a result, the
target function’s rank improved from 357th to 1st, accurately identifying the target.
Bad Case from Hallucination.We choose a query from the ViC dataset for demonstration. The

target function is import_real from the gbonds project, and the original query is “PRIVATE. Import
a file”. It is so vague that it ranked only 33rd during retrieval. After enhancement by the LLM, the
following details were added to the description, such as “processing its contents” and “storing the
minimum values”. Unfortunately, these details do not actually exist in the target function but were
fabricated by the LLM. After the enhancement, the priority of the target function was reduced to
the 170th position because these details do not exist within the function.

5.7.2 Domain Specific Expert Knowledge. By comparing the performance of general models in
Tables 2 and 3, we find that they have narrowed the gap with specialized models in vulnerability
search tasks and even surpass them in certain metrics, such as recall@50. As discussed in Section
5.6, real-world tasks often involve queries that contain specific domain concepts—for example, the
TIFF format in our earlier example. General models have a natural advantage in domain knowledge
due to their training on vast and diverse datasets. In contrast, specialized models, being smaller and
trained on limited data, may lag behind. Since large language models (LLMs) are powerful general
models, our proposed query augmentation mechanism offers an excellent opportunity to introduce
domain-specific knowledge into the search process, effectively combining the strengths of both
specialized and general models.

Answering RQ7

Query augmentation presents both pros and cons for NL-based BFR tasks. In simpler scenar-
ios, it may slightly reduce performance due to LLM hallucinations. In real-world scenarios,
LLM-enriched queries with domain-specific knowledge greatly boost the retrieval of relevant
functions, especially in complex tasks. Overall, the advantages of query augmentation outweigh
its disadvantages.

6 Discussion
In this section, we will conduct some additional discussions. First, we will discuss some limitations
related to our method. Then, we will present the relationship between our work and previous
works to address potential concerns regarding compatibility and innovativeness. Finally, we will
offer an outlook on possible future work that could build upon our contributions.

6.1 Limitations
6.1.1 Snippet Extraction Effectivness. when constructing our dataset, we extract snippets from
functions using a combination of heuristic rules and LLM inference. However, the lack of objective
evaluation metrics for snippet quality leaves room for improvement. Our proposed method has
already demonstrated the effectiveness of snippet alignment training. In the future, we can further
enhance the results by refining the snippet extraction algorithm.

6.1.2 Illusion in Query Augmentation. In the NL-based BFR scenario, we leverage the reasoning
capabilities of LLMs, significantly enhancing performance. However, due to the hallucinations of
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LLMs, there are slight performance drops in specific scenarios. Future work could mitigate this by
refining prompt quality or fine-tuning LLMs, potentially leading to further performance increases.

6.2 Relationship with Related Works
Our contributions are orthogonal to existing research, allowing them to integrate seamlessly with
prior advancements and enhance overall performance. For the base model of binary code [52, 53],
our proposed method can leverage their improvements by enhancing the quality of binary em-
beddings to achieve better retrieval performance. For data augmentation efforts, such as ViC [17],
focus on building more robust datasets to enhance model performance. Our work also benefits
from these augmented datasets, ultimately leading to improved results. For example, our method
can complement BCSD’s binary code encoder architectures and ViC’s dataset construction en-
hancements. This synergy creates a cumulative effect, leveraging the strengths of each approach to
achieve superior results.

6.3 Future Works
6.3.1 Binary Code RAG. Retrieval-augmented generation integrates external knowledge by com-
bining information retrieval and text generation. Binary code is viewed as a new knowledge
resource in security research. Our method enables LLMs to retrieve relevant binary code from large
repositories, generating high-quality responses. This capability is particularly useful in reverse
engineering and security analysis.

6.3.2 NL-based Software Supply Chain Analysis. NL-based BFR enables us to go beyond the limita-
tions of traditional software supply chain analysis. By incorporating natural language processing,
our approach analyzes code and also correlates information from various modalities, such as doc-
umentation, licenses, and community feedback. This cross-modal analysis helps us identify and
understand complex relationships and risks within the supply chain, providing a more accurate
and comprehensive security assessment.

7 Conclusion
In conclusion, we present BinQuery, a novel framework that tackles the key challenges of NL-
based BFR. BinQuery leverages source code as a supervisory signal and introduces snippet-level
granularity during training to improve retrieval performance. Additionally, role-based description
generation and LLM-based query augmentation enhance the system’s adaptability to real-world
queries. Our evaluations on two representative datasets demonstrate BinQuery’s superior per-
formance across all metrics compared to existing state-of-the-art methods. These contributions
provide a robust foundation for further research in binary analysis, with potential applications in
areas such as vulnerability detection, reverse engineering, and large-scale software supply chain
analysis.

Data Availability
We provide the code for the data preparation, model architecture and model training in repository
https://github.com/BinQueryGroup/OpenBinQuery. Additionally, we offer a demo of the model in
action and provide sample datasets to examine the details of BinQuery.
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