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ABSTRACT

Binary code similarity detection (BCSD) is a fundamental tech-
nique for various applications. Many BCSD solutions have been
proposed recently, which mostly are embedding-based, but have
shown limited accuracy and efficiency especially when the volume
of target binaries to search is large. To address this issue, we propose
a cost-effective BCSD framework, CEBin, which fuses embedding-
based and comparison-based approaches to significantly improve
accuracy while minimizing overheads. Specifically, CEBin utilizes
a refined embedding-based approach to extract features of target
code, which efficiently narrows down the scope of candidate similar
code and boosts performance. Then, it utilizes a comparison-based
approach that performs a pairwise comparison on the candidates to
capture more nuanced and complex relationships, which greatly im-
proves the accuracy of similarity detection. By bridging the gap be-
tween embedding-based and comparison-based approaches, CEBin
is able to provide an effective and efficient solution for detecting
similar code (including vulnerable ones) in large-scale software
ecosystems. Experimental results on three well-known datasets
demonstrate the superiority of CEBin over existing state-of-the-art
(SOTA) baselines. To further evaluate the usefulness of BCSD in
real world, we construct a large-scale benchmark of vulnerability,
offering the first precise evaluation scheme to assess BCSD meth-
ods for the 1-day vulnerability detection task. CEBin could identify
the similar function from millions of candidate functions in just a
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few seconds and achieves an impressive recall rate of 85.46% on
this more practical but challenging task, which are several order of
magnitudes faster and 4.07X better than the best SOTA baseline.
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1 INTRODUCTION

Binary code similarity detection (BCSD) is an emerging and chal-
lenging technique for addressing various software security prob-
lems. BCSD enables determining whether two binary code frag-
ments (e.g., functions) are similar or homologous. It can be broadly
adopted for many downstream tasks like 1-day vulnerability discov-
ery [1,5-8, 12, 14, 15, 17, 23, 35, 38, 39, 47, 48, 53, 62, 65], malware
detection and classification [4, 21, 29], third-party library detec-
tion [32, 54, 69], software plagiarism detection [36, 37] and patch
analysis [22, 28, 63]. BCSD’s growing importance in these areas
highlights its role as a versatile tool in enhancing software security.

Recently, we have witnessed numerous BCSD solutions deploy-
ing deep learning (DL) models for feature extraction and compari-
son [9, 10, 17, 35, 40, 41, 49, 50, 60, 62, 64, 66, 70], showing that DL
models can learn features of binary functions to identify similar
ones across different compilers, compilation optimization levels,
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instruction set architectures (ISAs), or even some obfuscation tech-
niques. Among them, the SOTA approaches [1, 26, 33, 38, 45, 58, 66]
train large assembly language models to learn the representation of
binary code.

Despite the promising progress, current DL-based BCSD solu-
tions are facing practical challenges when applying to real-world
tasks, such as detecting 1-day vulnerabilities in the software supply
scenario where the volume of target binaries to match is huge. For
instance, once a new vulnerability is discovered in the upstream
codes, efficiently and accurately identifying which downstream
software has similar code and may be affected is crucial. For such
real world tasks, a large collection of functions (e.g., all functions of
the software ecosystem) must be maintained and matched against
the query function (e.g., the function with the 1-day vulnerability),
which brings the following three primary challenges.

First, existing BCSD methods have a poor balance between accu-
racy and efficiency. Existing BCSD methods can be roughly classi-
fied into comparison-based [3, 11, 34, 35, 51] and embedding-based
approaches [1, 9, 19, 33, 38, 40, 45, 58, 66]. Comparison-based meth-
ods build a model to take a pair of binary functions as inputs and
compare their similarity directly, which often have high overheads
and higher accuracy. For a given query function, it has to query
the model to compare with each function in the target dataset to
locate similar ones, which makes it non-scalable. On the other hand,
embedding-based methods only take a single binary code as input
and encode its higher-level features to an embedding space (i.e.,
numerical vectors), and then approximate the similarity of a given
pair of functions in this embedding space using the vector distance
(e.g., cosine), which are more scalable but have lower accuracy.
The embedding-based approach is more efficient, since each input
function only needs to be encoded once and its similar ones could
be located in the embedding space with fast neighbour search algo-
rithm. But the comparison-based approach in general has higher
accuracy, since it takes a pair of binary functions as inputs and
enables the model to learn pairwise features, while the embedding-
based approach only takes one function as input and can only learn
the feature of one function.

The second challenge is that existing BCSD methods cannot pro-
vide an acceptable accuracy performance (i.e., recall) when search-
ing similar functions from a large pool of function sets. Pointed out
in both previous study [58, 61] and our experimental results (see
Section 5.1), the performance of existing BCSD declines rapidly as
the scale of functions to be searched expands. The main reason is
that the training objective of these models does not match this more
challenging task. For instance, existing works typically either use
supervised learning to distinguish between similar or dissimilar
function pairs, or employ contrastive learning to ensure the distance
between similar functions is closer. Such models are only trained
to differentiate which function from a small number of func-
tion sets is similar to the query function. This training objective
cannot be simply adapted to the large-scale function datasets such
as the 1-day vulnerability detection task (e.g., millions of functions
to compare in the software supply chain), since in the real-world
scenarios the ratio of negative samples (i.e., dissimilar functions) is
way larger than the settings of model training.
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The third challenge is that the community has no large-scale ac-
cessible validation dataset for BCSD tasks, such as 1-day vulnerabil-
ity detection. Existing BCSD in general only demonstrates a proof-
of-concept experiment, which involves a small vulnerability dataset
consisting of some CVEs (usually less than 20) [1, 9, 10, 24, 38—
40, 57, 58, 64] and a number of target codes to search (e.g., a batch
of IoT firmware). These methods have two drawbacks. (1) They
choose different sets of CVEs, causing the search performance is
not comparable. (2) They cannot evaluate the recall rate since it
is impossible to determine how many vulnerabilities exist in the
firmware to be tested. Note that, the recall rate is critical to en-
sure coverage comprehensiveness for cunderstanding how 1-day
vulnerabilities affect downstream software.

To address the above challenges, we propose CEBin, a novel
Cost-Effective Binary code similarity detection framework. CEBin
fuses embedding-based and comparison-based approaches to signif-
icantly improve accuracy while minimizing overheads. To improve
the accuracy performance of the embedding model component,
CEBin proposes a Reusable Embedding Cache Mechanism (RECM)
to introduce more negative samples during model fine-tuning by
reusing the negative embeddings. This embedding model could effi-
ciently locate similar functions with relatively high accuracy, thus
greatly narrowing down the scope of candidate similar functions.
To further improve the accuracy performance, CEBin adopts an ex-
tra comparison model component, which searches similar functions
among the remained candidates in a pairwise comparison manner.

Specifically, we fuse the embedding-based and comparison-based
models. CEBin adopts an embedding model for speed and introduces
a comparison model for accuracy. To address the inability of the
comparison model to scale to large-scale functions, CEBin adopts a
hierarchical approach, with the embedding model retrieving top-K
functions from a large function pool, followed by the comparison
model that selects the final similar ones from the top-K functions.
With this inference process, we constrain the cost to be related to
K. The experiments show that CEBin can increase the performance
by a large margin with a high speed achieved.

For the second challenge, we propose a Reusable Embedding
Cache Mechanism (RECM) to introduce more negative samples to
fine-tune the embedding model. As directly adding a large num-
ber of negative samples introduces significant training cost, RECM
solves this challenge by maintaining an embedding cache of negative
samples during training and reusing previous embeddings. Then,
the embedding model was trained using momentum contrastive
learning [20] by splitting the encoder model into two encoders, in-
cluding (1) the query encoder to get the representation of the query
function, and (2) the reference encoder to get the representation
of functions in the function set. In this way, CEBin does not need
to record the gradient of the reference encoder during training,
which significantly reduces the training costs while achieving a
great improvement in the embedding model’s performance.

Addressing the third challenge, we aim for an objective and
comprehensive evaluation of BCSD’s vulnerability detection capa-
bilities. To this end, we chose a range of widely used libraries and
software incorporating 187 vulnerabilities listed in the CVE data-
base. We identify the vulnerable functions corresponding to each
CVE and build a benchmark with 27,081,862 functions and 12,086
vulnerable functions in total. With this benchmark, we take a solid
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step towards evaluating BCSD schemes in real-world scenarios and
help future research in this domain.

We implement CEBin and evaluate it on three well-regarded
BCSD datasets. The results show that CEBin considerably surpasses
existing SOTA solutions. In the BinaryCorp dataset, CEBin leads
with an 84.5% accuracy in identifying functions from 10,000 can-
didates, surpassing the current best solution’s result (i.e., 57.1%).
On two more demanding cross-architecture datasets, CEBin attains
94.6% and 87.0% Recall@1, respectively, significantly outperforms
the best baselines (i.e., 9.6% and 10.9%). Additionally, we conduct
experiments on a large-scale cross-architecture 1-day vulnerability
detection task and obtain a recall of 85.46%, which is 4.07x greater
than the SOTA. In summary, our contributions are as follows:

e We propose a cost-effective BCSD framework CEBin, which
fuses embedding-based and comparison-based approaches in a
hierarchical inference pipeline to significantly improve accuracy
performance while maintaining efficiency.

o We propose a Reusable Embedding Cache Mechanism (RECM) to
enhance the performance of embedding models while preserving
efficient training.

e We construct a large benchmark of vulnerabilities and binary
functions, offering a precise evaluation scheme to assess BCSD
methods for the 1-day vulnerability detection task.

e We conduct thorough experiments and demonstrate the out-
standing performance of CEBin for large-scale BCSD tasks, which
could identify the similar function from millions in just a few
seconds and achieve an impressive average recall of 85.46%.

e We release our code and the large benchmark of vulnerabilities
to the research community to facilitate future research!.

2 BACKGROUND AND RELATED WORKS
2.1 Binary Code Similarity Detection (BCSD)

BCSD technique is utilized to identify the similarities between
binary code fragments such as functions. BCSD can be adopted
for many tasks like vulnerability detection, malware classification,
and code plagiarism detection. One of the most challenging tasks
is the software supply chain vulnerability detection [38, 58]. For
instance, once a 1-day vulnerability is discovered in a widely-used
foundational open-source component, efficiently and accurately
locating the affected downstream software (mostly only binaries
without source code) as comprehensive as possible is crucial.
Various BCSD approaches have been investigated, including
graph matching [16, 71], tree-based methods [48], and feature-
based techniques [13, 42]. Recently, deep learning techniques have
emerged as popular methods for BCSD for their accuracy and ability
to learn complex features automatically. In deep learning models,
two primary methods can be distinguished: embedding-based and
comparison-based approaches (see overview in Figure 1).

2.1.1 Embedding-based Approaches. The recent development of
deep neural networks (DNNs) has inspired researchers to delve
into embedding-based BCSD. Embedding-based BCSD methods
primarily focus on extracting features from functions and represent
them in a lower dimension space ( i.e., “embedding”). Prior research
has employed DNNss as feature extractors for transforming binary
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Figure 1: The embedding-based model (left) represents func-
tions x, y as embeddings and calculate similarity with similar-
ity metrics (e.g cosine). The comparison-based model (right)
takes a pair of functions and outputs their similarity.

functions into an embedding space. To determine similarity, these
functions’ embeddings can be compared using distance metrics.
One advantage of the embedding-based approach is the use of fixed
representations that can be precomputed. When calculating the
similarity between a new function and existing ones, only the new
function’s embedding must be extracted for distance measurement.

Genius [15] and Gemini [62] employ clustering and graph neural
networks (GNN5) for functional vectorization but are hampered
by capturing limited semantics on control flow graph (CFG), akin
to SAFE’s [40] approach marred by out-of-vocabulary (OOV) chal-
lenges. Extending beyond these confines, subsequent models like
GraphEmb [41], OrderMatters [66] and CodeCMR [67] utilize deep
neural networks to encode semantic information, with Asm2Vec [9]
addressing the CFG’s structural nuances through unsupervised
learning. This progress sets the stage for the integration of advanced
pre-trained models such as jTrans [58], Trex [45], BinShot [2] and
VulHawk [38] which leverage these models’ capabilities to enhance
the understanding and identification of binary code functionalities.

2.1.2  Comparison-based Approaches. These approaches in binary
analysis directly measure function similarity using raw data or
feature analysis. FOSSIL [3] integrates Bayesian networks to assess
free open-source software functions through syntax, semantics, and
behavior. In contrast, ¢-Diff [35] applies CNNs to raw bytes, requir-
ing extensive training data. BInDNN [31] combines CNN, LSTM,
and deep neural networks to ascertain function equivalence across
compilers and architectures, while another work [52] decompose
code into fragments for fast, accurate analysis using feed-forward
neural networks. GMN [34] introduces a cross-graph attention
mechanism within its DNN model for graph matching to evaluate
similarity scores between graphical elements.

2.1.3  Summary of Existing Approaches. The embedding-based ap-
proach has become mainstream in BCSD research in recent years.
Compared to the comparison-based approach, it can provide ef-
ficient inference and is therefore suitable for scaling to large-scale
BCSD application scenarios, but has lower accuracy. On the one
hand, a recent paper [39] measured that the comparison-based
model GMN [34] achieved the best performance among all publicly
available BCSD solutions. On the other hand, we can infer this
result in a theoretic way. As shown in Figure 1, given raw inputs
x and y of two binary codes, the embedding-based model learns
f and uses distance metrics (e.g. cosine) to calculate similarity as
cos(f(x), f(y)), while the comparison-based model learns g and
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Figure 2: The Workflow of CEBin.

calculates similarity as g(x, y). It is obvious that, g(x, y) is more
expressive than cos(f(x), f(y)). In other words, a well-trained
comparison model can outperform a well-trained embedding model,
to better capture the features between two binary codes.

2.2 Contrastive Learning

The goal of contrastive learning is to increase the similarity be-
tween semantically similar data points, which are called embed-
dings, while increasing dissimilarity between semantically unre-
lated data points in the latent representation space. This is achieved
by using pairwise comparison in unsupervised or self-supervised
manners, measuring instance distance using a contrastive loss func-
tion. For instance, Trex [45] employs a pairwise loss function to
minimize the distance between the ground truth. Some previous
works [34, 58, 59, 67, 68] utilize triplet loss to reduce the distance
between positive pairs and increase the distance between negative
pairs. SAFE [40] and OrderMatters [66] implement the output of
a Siamese network as a loss function, minimizing the distance be-
tween positive pairs. Vulhawk [38], BinaryAl [25] and CLAP [56]
apply cross-entropy loss to reduce the distance between ground
truth and maintain distance from negative pairs using a many-to-
many approach.

3 METHODOLOGY
3.1 Overview of the Framework

The CEBin framework operates in three primary stages: pre-training,
fine-tuning, and inference, depicted in Figure 2. In the pre-training
phase, we utilize a comprehensive dataset to train a language model
for representing binary code. During fine-tuning, this pre-trained
language model is further refined to produce two distinct models:
an embedding model and a comparison model. A notable enhance-
ment during this stage is the integration of the Reusable Embedding
Cache Mechanism (RECM), designed to introduce a plethora of neg-
ative samples for the fine-tuning of the embedding model. In the
final inference phase, we employ the embedding model to retrieve
the top K candidate functions closest to the query function. Subse-
quently, the comparison model facilitates precise final selections.

3.2 Pre-training

3.2.1 Data Preparation. We use three datasets, BinaryCorp [58],
Cisco [39], and Trex [45] as our pre-training corpus. We employ
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BinaryNinja? following PalmTree [33] to extract functions and
lift the functions to BinaryNinja’s Intermediate Language (IL) to
normalize binary functions across various ISAs. We use the Word-
Piece [30] algorithm to train a tokenizer on the whole assembly
code datasets and perform a lossless encoding of assembly code
without normalization on string and number, solving the problem
of Out-of-Vocabulary (OOV).

3.2.2 Model Architecture. The base architecture of our model is
Transformer [55] because both previous work [39] and our evalua-
tion results in Section 5.1 of the baselines indicate that Transformer-
based methods outperform other deep learning approaches. Because
jTrans [58] performs best in our evaluation, we choose to use jTrans
as the base model and utilize the same pretraining tasks.

3.3 Fine-tuning

The fine-tuning process is divided into two stages as shown in
Figure 3. Stage 1 focuses on training the embedding model, while
Stage 2 trains the comparison model.

3.3.1 RECM Integrated Embedding Model Training. As mentioned
in the Section 1, the second challenge points out that the main issue
with the current SOTA methods is that the training objective of
these approaches does not match the more challenging real-world
scenarios. Note that introducing more negative samples is essential
to improving the model’s discrimination capabilities. A straight-
forward approach would be to directly sample a large number of
negative examples during the training phase of the embedding
model for contrastive learning. However, adding a large number of
negative samples in an end-to-end training manner requires sub-
stantial computational resources, such as a vast amount of GPUs.
To address this challenge, we propose a Reusable Embedding
Cache Mechanism (RECM) to reuse previously encoded embeddings.
We first split the embedding model into a query encoder and a
reference encoder. The training data is formatted as a pair (Q;, R;)
fed into the model, where Q; and R; respectively represent the query
function and the reference function, and they are semantically
equivalent because they are compiled from the same source code.
As shown in the stage 1 of Figure 3, after being encoded by the
embedding model, the query function and the reference function are
encoded into embeddings, represented as Q1., and Ry, respectively.
We then retrieve the embeddings R/1:L in the embedding cache,
the size of the ebmedding cache is denoted as L. We compute the
dot product between Q1., and Concate(Ry.p, R;:L). Only the pairs
Q1:n-R1:n are positive samples, while all others are negative samples.
After updating the embedding model, the embedding cache will
also be updated by the newly encoded reference functions Ry.j.
While the query encoder is updated by gradients, the refer-
ence encoder is freezed during encoding and then updated using a
momentum-based approach [20]. When fine-tuning the embedding
model, we apply the InfoNCE loss [43] to maximize the mutual
information between positive pairs and negative samples. The In-
foNCE loss, given a positive pair (Q;, R;) and a set of negative pairs

Zhttps://binary.ninja
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Figure 3: The illustration of fine-tuning phase for CEBin. In stage 1, semantically equivalent function pairs (Q;, R;) are encoded
with query encoder and the reference encoder respectively. The corresponding pairs (Q;, R;) are considered as positive pairs.
And other pairs (Q;, Rj);z; along with all pairs (Q;, R}) containing previous reference functions in the Resuable Embedding

Cache are considered as negative paris. The InfoNCELoss is calcuated given positive pairs and massive negative pairs. The
loss is back-propagated to update query encoder and momentum is used to update the refernece encoder. In stage 2, pairs
of functions are feed into model simultaneously after concatenation. (Q;, R;) is considered as a positive pair and (Q;, Ri4+1) is
considered as a negative pair. Then we use the triple loss to train the comparison model.

(Qi.Rj) . is defined as:

ex] i, R
Le=-log = p(f(Qi Ri)) ) )
j=1 exp(f(Qi, Rj))
where N is the total number of pairs, and f(-,-) is the similarity
function between two embeddings. We denote the parameters of
query encoder and reference encoder as 4 and 6, respectively. We
use momentum to update the reference encoder at the same time:

0, — mb, + (1 - m)0, @

where m is the momentum coefficient and is usually set large (e.g.,
0.99). During the training of the embedding model, we only update
04 with back-propagation.

With the integration of RECM, we can enlarge the size of train-
ing batches and introduce large negative samples with increasing
tiny training costs. Compared to not integrating RECM, when the
number of reference functions reaches N = n + L, training one step
requires an increase of L/n times in forward and backward com-
putations, and the memory usage also increases by approximately
L/n times. For instance, in experiments of Section 5 where we used
8 V100 GPUs for training with n = 128 and L = 8, 192. Without
integrating RECM, it would require about 512 V100 GPUs which
is extremely expensive. Figure 8 shows the impact of the size of
the embedding cache on the performance of the embedding model,
which shows that our design can greatly enhance the performance
of the embedding model.
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3.3.2  Comparison Model Training. Our motivation for introducing
the comparison model is inspired by image similarity detection
scenarios. The direct comparison method enables the model to
compare instances side-by-side, allowing for a token-by-token com-
parison of the functions. This approach is more precise for similarity
detection tasks than the indirect comparison method.

To train the comparison model, we initialize it with the pre-
trained model and modify the input to accept a pair of functions
simultaneously. The output of the comparison model represents the
similarity between the given pair of functions. During training, we
input a batch of positive pairs, where Q; and R; form a positive pair,
and Q; and R;j41 serve as a negative pair. We concatenate the func-
tion pairs and provide them as input to the model. We then use the
triplet loss to train the comparison model to discriminate between
positive and negative pairs effectively, which can be formulated as:

Lc =max(0, -D(Q;,R;) + D(Qi, Ri+1) + ), (3)

where D(-, -) represents the similarity score output by compari-
son model and « is the margin of the positive and negative pairs.
By combining the fine-tuning of the embedding model in Stage
1 with the introduction of the comparison model in Stage 2, we
accommodate the domain-specific requirements of the BCSD task
and improve the model’s ability to discern the similarity between
binary code pairs effectively.
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Stage 3: Hierarchical Binary Code Similarity Detection
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Figure 4: The illustration of inference for CEBin. In stage 1, we use a reference encoder to encode all functions we aim to
compare into vectors. In stage 2, we build a vector index for each function and its corresponding vector using ANN algorithm,
so that we can retrieve K most similar vectors given a query vector. In stage 3, given a query function, we use a query encoder
to obtain the embedding vector and retrieve the top-K closest functions from the function pool using a pre-built vector index.
Then the K candidate functions along with the query function are fed into the comparison model to perform the final selection.

3.4 Inference

The CEBin inference process has three stages as shown in Figure 4.
The three stages perform function embedding inference, vector
index building, and binary code similarity detection, respectively.
This hierarchical design aims to balance performance and inference
cost, integrating the advantages of both the embedding model and
the comparison model.

Stage 1: Function Embedding Inference. In the first stage, we
use the embedding model to construct embedding vectors for each
function within the function pool that we aim to compare. As shown
in Figure 4, we employ the reference encoder from the embedding
model to generate vectors for the functions in the function pool.

Stage 2: Vector Index Building. In the second stage, we build
an index for the embedding vector of each function in the function
pool. We use the approximate nearest neighbor (ANN) algorithm to
enable efficient inference. ANN approximates the nearest neighbors
in high-dimensional spaces, allowing for fast similarity search and
comparison among the function pool’s embedding vectors. By build-
ing a vector index using ANN, our model can handle large-scale
BCSD scenarios in a resource-efficient manner.

Stage 3: Hierarchical Binary Code Similarity Detection.
The third stage of the inference process involves utilizing the fine-
tuned embedding model and the comparison model from CEBin to
perform BCSD. Given a query function, we first use the embedding
model to retrieve the top-K closest functions from the function
pool using the ANN-based vector index. This helps to narrow down
the most similar functions while maintaining high efficiency. After
obtaining the k candidate functions, we use the comparison model
to do BCSD with the query function and candidate functions.

The hierarchical combination of the embedding model and the
comparison model ensures that our BCSD method is both efficient
and accurate. The computational cost of concatenating the query
function and top-K candidate functions as the comparison model’s
input is manageable and does not increase substantially as the size
of the function pool grows. This allows CEBin to effectively identify
the most similar binary code sequences within massive functions.
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Our extensive experiments in Section 5 show that CEBin achieves
better performance without incurring a dramatic increase in compu-
tational cost through the hierarchical inference framework. Further-
more, the comparison model significantly enhances the detection
results by providing a fine-grained similarity assessment.

4 EXPERIMENTAL SETUP

We compare CEBin against multiple baselines: Genius [15], Gem-
ini [62], SAFE [40], Asm2Vec [9], GraphEmb [41], OrderMatters [66],
Trex [46], GNN and GMN [34], and jTrans [58]. We implement
CEBin and baselines using Faiss [27] and Pytorch [44]. Our experi-
ments are conducted on several servers to accelerate training. The
GPU setup includes 8 Nvidia-V100. The experiment environment
consists of three Linux servers running Ubuntu 20.04 with Intel
Xeon 96-core and equipped with 768GB of RAM.

We evaluate CEBin with the following three datasets. We label
functions as equal if they share the same name and were compiled
from the same source code.

e BinaryCorp [58] is sourced from the ArchLinux official reposi-
tories and Arch User Repository. Compiled using GCC 11.0 on
X64 with various optimizations, it features a highly diverse set
of projects.

e Cisco Dataset [39] comprises seven popular projects, it yields
24 distinct libraries upon compilation. Binaries in the Cisco
dataset are compiled with GCC and Clang compilers, spanning
four versions each, across six ISAs (x86, x64, ARM32, ARM64,
MIPS32, MIPS64) and five optimization levels (O0-O3, Os). This
setup allows for cross-architecture analysis and evaluation of
compiler versions, with a moderate number of projects.

o Trex Dataset [46] is built upon binaries released by [46], which
consists of ten libraries chosen to avoid overlap with the Cisco
dataset. Similar to the Cisco Dataset, the Trex dataset facilitates
cross-architecture and cross-optimization evaluation.

Many previous work [38-40, 46, 62] use the area under curve
(AUC) of the receiver operating characteristic (ROC) curve or preci-
sion to evaluate the performance of BCSD solutions. But these met-
rics are too simple for existing solutions so SOTA BCSD solutions
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Table 1: Comparison between CEBin and baselines for the cross-optimization task on BinaryCorp-3M (Poolsize=10,000)

MRR Recall@1

Models 00,03 01,03 02,03 000s O010s 02,0s Average | 00,03 01,03 0203 000s 010s 020s Average
Genius 0.041 0.193 0.596 0.049 0.186 0.224 0.214 0.028 0.153 0.538 0.032 0.146 0.180 0.179
Gemini 0.037 0.161 0.416 0.049 0.133 0.195 0.165 0.024 0.122 0.367 0.030 0.099 0.151 0.132
GNN 0.048 0.197 0.643 0.061 0.187 0.214 0.225 0.036 0.155 0.592 0.041 0.146 0.175 0.191
GraphEmb 0.087 0.217 0.486 0.110 0.195 0.222 0.219 0.050 0.154 0.447 0.063 0.135 0.166 0.169
OrderMatters 0.062 0.319 0.600 0.075 0.260 0.233 0.263 0.040 0.248 0.535 0.040 0.178 0.158 0.200
SAFE 0.127 0.345 0.643 0.147 0.321 0.377 0.320 0.068 0.247 0.575 0.079 0.221 0.283 0.246
Asm2Vec 0.072 0.449 0.669 0.083 0.409 0.510 0.366 0.046 0.367 0.589 0.052 0.332 0.426 0.302
Trex 0.118 0.477 0.731 0.148 0.511 0.513 0.416 0.073 0.388 0.665 0.088 0.422 0.436 0.345
jTrans 0.475 0.663 0.731 0.539 0.665 0.664 0.623 0.376 0.580 0.661 0.443 0.586 0.585 0.571
CEBin-E 0.787 0.874 0.924 0.858 0.909 0.893 0.874 0.710 0.818 0.885 0.795 0.863  0.842 0.819
CEBin 0.850 0.886 0.953 0.903 0.927 0.895 0.902 0.776  0.826 0.920 0.839 0.874 0.834 0.845

perform similarly. However, we notice that previous works [39, 58]
announced that ranking metrics, the mean reciprocal rank (MRR),
and the recall (Recall@K) are more practical for BCSD especially
when the size of the function pool becomes very large. Therefore,
we use MRR and Recall@1 following [58] to evaluate and compare
the performance of CEBin and the baseline methods.

For CEBin’s inference phase, we retrieve the top-50 closest func-
tion for experiments on BinaryCorp, Cisco, and Trex datasets. We
choose K=50 because we find that the embedding model’s Re-
call@50 is almost close to 1.0 as shown in the Section 5.2.1, thus
providing a sufficiently good set of candidate functions for the
comparison model. We retrieve top-300 closest function for the
vulnerability search experiments because the maximum number of
vulnerable functions could be up to 240 for each query.

5 EVALUATION

To prove CEBin’s effectiveness in addressing previous challenges,
we propose these research questions (RQs):

e RQ1: How does CEBin perform compared to SOTA BCSD so-

lutions in different settings, including cross-architecture, cross-

compilers, and cross-optimizations?

RQ2: How do the design choices within the CEBin framework

contribute to the overall performance?

RQ3: How does CEBin perform in vulnerability search over a

challenging vulnerability searching benchmark?

e RQ4: How is the generalization ability of the CEBin?

e RQ5: What is the inference time cost of CEBin compared with
other SOTA baselines?

5.1 Performance (RQ1)

5.1.1 Cross-Optimizations: BinaryCorp. In this experiment, we
assess CEBin’s performance on the BinaryCorp dataset, which in-
cludes x64 binaries compiled with GCC-11 across various optimiza-
tion levels (00, O1, 02, O3, and Os). We conduct extensive experi-
ments to evaluate the performance of the selected baselines, which
are limited to a single architecture and those supporting cross-
architecture. We evaluate the performance of cross-optimization
BCSD tasks with varying difficulty optimization pairs (e.g., O0 v.s.
03) while maintaining consistent experimental setups with pre-
vious work [58] for fair comparison. We report the experimental
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results for function poolsize 10,000 as shown in Tables 1. CEBin-E
denotes for the embedding model of CEBin.

The experimental results in Table 1 demonstrate that CEBin
significantly outperforms all baselines. CEBin outperforms the best-
performing baseline jTrans by significantly improving MRR by
44.8% and Recall@1 by 47.9%. The experimental results show the
advantage of CEBin in cross-optimization tasks, improving the effec-
tiveness of the embedding model training by using more negative
samples during training.

5.1.2  Cross-Architectures, Compilers, and Optimizations: Cisco and
Trex Dataset. We evaluate CEBin and baselines on Cisco and Trex
datasets across various factors, including architectures, compilers,
optimizations, and their combinations. In this experiment, we select
several cross-architecture baselines for comparisons, such as GNN,
and Trex. Consistent with previous work, we train CEBin and GNN
on Cisco’s training set and assess performance on Cisco’s test set. As
previous research [39] highlights, retraining Trex on Cisco dataset
is challenging, we directly use the model released by Trex authors.

To ensure comprehensive tests, we employ six evaluation tasks.
(1) XO refers to function pairs with varying optimizations but iden-
tical compiler, compiler version, and architecture. (2) XC refers to
function pairs with different compilers but the same architecture
and optimization. (3) XA refers to function pairs with varying archi-
tectures but identical compiler, compiler version, and optimization.
(4) XC+XO refers to function pairs with various compilers and opti-
mizations but the same architecture. (5) XA+XO refers to function
pairs with varying architectures and optimizations but identical
compiler and compiler versions. (6) XA+XC+XO refers to function
pairs from any architecture, compiler, compiler version, and opti-
mization. We test the six tasks on the Cisco Dataset. We test tasks
(1), (3), and (5) on the Trex dataset since it only uses the GCC 7.5
compiler. We evaluate performance in a more challenging scenario
where poolsize=10,000 compared to previous works.

Table 2-3 report the experimental results. The results reveal that
CEBin significantly outperforms baselines in cross-architecture,
cross-compiler, and cross-optimization tasks. Compared to the best
baseline Trex, the MRR increases from 0.124 to 0.961, and Recall@1
increases from 0.096 to 0.946. On the Trex Dataset, CEBin outper-
forms the best result of the baseline, with MRR increasing from
0.175 to 0.911 and Recall@1 increasing from 0.109 to 0.870.
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Table 2: Results of different binary similarity detection approaches on Cisco (poolsize=10,000)

MRR Recall@1
XA+ XA+
Models | XA XC X0 XA+XO XC+XO XC+XO XA XC X0 XA+XO XC+XO XC+XO
GNN [ 0205 0.158 0.104 0.119 0.189 0.093 [ 0.129 0.104 0080  0.084 0.165 0.063
Trex | 0.085 0401 0410  0.145 0.313 0.124 | 0.052 0341 0360  0.113 0.268 0.096
CEBin-E | 0.760 0.907  0.859 0.817 0.866 0.766 0.692 0.871 0.816 0.766 0.823 0.706
CEBin | 0.977 0.992 0.973 0978 0984  0.961 | 0.968 0.983 0.963 0.969  0.977  0.946
Table 3: Results of different binary similarity detection ap- 1o (00,03) (01,03)
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5.1.3  The Impact of Poolsize. As indicated in Section 1, for prac-
tical tasks like 1-day vulnerability detection in software supply
chains, maintenance of a particularly large poolsize is necessary
and valuable. However, in our prior experiments, we discover that as
poolsize increases, performance declines across the three datasets.
Thus, we explore the influence of different poolsize while maintain-
ing other settings. The poolsize is set as 2l e [1,13], and 10,000.
We record Recall@1 for different poolsize.

The Figure 5-7 presents the results, clearly showing that as the
poolsize increases, the relative performance of all baselines is infe-
rior to CEBin. Furthermore, the decline in the performance of CEBin
is not so obvious which suggests that CEBin is more capable of ad-
dressing large poolsize settings. The results also show that CEBin
offers a greater performance enhancement compared to CEBin-E
in more difficult scenarios such as O0 and O3 optimization options
in the BinaryCorp experiment and the XA+XC+XO in the Cisco
dataset, where binary functions exhibit larger discrepancies. CEBin,
trained on the Cisco dataset, displays remarkable poolsize robust-
ness on the Trex dataset, demonstrating outstanding generalization
performance. Finally, we emphasize that when the poolsize is small
(e.g., poolsize=2), the difference in recall@1 among different meth-
ods is tiny, indicating results measured with a very small poolsize
in many existing works cannot accurately represent these BCSD
solutions’ performance in real-world.
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Figure 5: The performance of different binary similarity de-
tection methods on BinaryCorp. The x-axis is logarithmic
and denotes the poolsize.

5.2 Impact of Our Design Choices (RQ2)

In this section, we aim to validate the effects of our two core designs:
introducing more negative samples through RECM during training
and hierarchical inference on performance.

5.2.1 Reusable Embedding Cache Mechanism. To investigate the
impact of the number of negative samples during training, we keep
other parts of the embedding model training consistent and only
change the size of the RECM, also represents the number of negative
samples, used during training. We set L, the size of RECM, as powers
of 2 ranging from 2 to 65536. Then we evaluate the Recall@1 for
different optimization pairs at a poolsize of 10,000 on BinaryCorp.
The experimental results are displayed in Figure 8, where the x-axis
represents the poolsize (a logarithmic axis).
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Figure 8: The performance of CEBin-E on BinayCorp using
different size of embedding cache.
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Figure 9: Recall@K of CEBin-E on Trex Dataset for pool-
size=10,000.

Based on the experimental results, we observe that an increased
number of negative samples substantially improves the overall effec-
tiveness of the embedding model across various cross-optimization
tasks. For example, in the most challenging task (O0 and O3), Re-
call@1 increases from 0.337 (L=2) to 0.709 (L=8192). In less chal-
lenging scenario such as comparing O2 and O3, recall@1 rose from
0.647 (L=2) to 0.887 (L=4096). Interestingly, we found that a larger
L does not always lead to better results. This can be attributed to
the continuous update of encoders during the encoding process
where RECM is employed for training. Although a large momentum
maintains a slow update to ensure consistency of embeddings in
the embedding cache, excessive reuse with an exceedingly large
size L introduces inconsistencies that slightly reduce performance.
According to experimental results, performance improvement be-
gins to dwindle when L exceeds 1024. A comparative analysis re-
vealed that the optimal average performance among the six cases
is attained at L=8,192 with an average recall@1 of 0.819. The exper-
imental results verify that the integration of RECM significantly
improves the performance.

5.2.2 Comparison Model. To investigate the role of the comparison
model in CEBin, we examine both CEBin and CEBin-E across all
RQ1 experiments, where CEBin-E employs only the embedding
model. The enhancement of CEBin in relation to CEBin-E indicates
the point of the comparison model during hierarchical inference.
Results are shown in Tables 1-3 and Figures 5-7.

Our findings reveal that the comparison model delivers per-
formance gains in cross-architecture, cross-compiler, and cross-
optimization contexts, with larger improvements observed in more
challenging tasks. In the cross-optimization task of the BinaryCorp
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dataset with poolsize=10,000, the comparison model boosts the
average Recall@1 by 3.0%, with the most arduous 00, O3 task el-
evating Recall@1 by 9.3%. For the XA+XC+XO task in the Cisco
dataset when poolsize=10,000, CEBin’s Recall@1 rises by 34.0%
compared to CEBin-E. In the XA+XO task on the Trex dataset when
poolsize=10000, Recall@1 increases from 0.474 to 0.870, which is
an 83.5% improvement. As CEBin is trained on Cisco and the train-
ing set lacks the GCC7.5 compiler, the Trex dataset represents an
out-of-distribution (OOD) dataset. The performance significantly
declines with only the embedding model, yet incorporating the
comparison model markedly heightens CEBin’s robustness.

To show the potential improvement the comparison-based model
can bring, Figure 9 presents the Recall@K of CEBin-E on the Trex
dataset. The experimental result shows that the Recall@50 of CEBin-
E is significantly higher than Recall@1, which indicates the poten-
tial improvements that can be brought about by using the compar-
ison model. However, the Recall@50 of CEBin-E is only slightly
higher than the Recall@1 of CEBin, which suggests that our com-
parison model performs very well. The experiments demonstrate
that the comparison model effectively learns more intricate fea-
tures, augmenting BCSD performance. It’s worth noting that, the
Recall@50 of the embedding model is almost convergent. Consider-
ing the balance between overhead and performance, we chose K=50
for all the experiments presented earlier as the candidate results
are good enough for comparison model.

5.3 Vulnerability Detection (RQ3)

Previous works [18, 38-40, 58] indicate that collecting high-quality
vulnerability datasets is challenging. To develop a realistic vul-
nerability dataset, we gather commits that fix 187 CVEs from 5
projects?. These projects are compiled using multiple compilers
and architectures to represent the diverse configurations found in
real-world software supply chains. We provide details about the
dataset including the number of vulnerable functions and the pool-
size corresponding to each CVE search in our released code. We
first pinpoint relevant functions within commits addressing CVEs
by analyzing their root causes, given the CVE and its associated
commit. Next, we evaluate CEBin by establishing a search pool
comprising all compiled functions. We then select one vulnerable
function to serve as a query and attempt to identify other instances
of the same vulnerability in the entire pool. Given t total vulnera-
ble functions, we extract the t most similar matches to the query
and determine the number of these (denoted as m) that are indeed
vulnerable. Finally, we calculate the recall rate by Zt, which allows
us to assess the effectiveness of different approaches.

Result Analysis In Figure 10, we present the recall rate distri-
bution for CEBin, GNN, and Trex on a vulnerability dataset. Among
187 CVEs, CEBin achieves an average recall rate of 86.46%, while
Trex and GNN have average recall of 15.89% and 16.85%, respec-
tively. The recall rate distribution reveals that most of CEBin’s recall
rates fall within a range greater than 0.9. In contrast, the recall rates
for Trex primarily fall within the 0.05 to 0.15 range. This observa-
tion implies that for large poolsize vulnerability searches, Trex and
GNN experience a significant decrease in performance, while the
impact on CEBin is relatively small. As a result, CEBin significantly

3curl, vim, 1ibpng, openssh and openssh-portable
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Figure 10: The Vulnerability Search Results of CEBin and
Trex. This figure represents the distribution of recall values
of different methods. The dashed lines show the mean recall
of different models.

outperforms both Trex and GNN. For instance, in CVE-2012-0884,
CVE-2013-4353, CVE-2015-0288, and CVE-2015-1794, CEBin suc-
cessfully identifies all vulnerabilities within poolsizes of over 60,000.
Meanwhile, Trex and GNN could only detect less than 25% of the
vulnerable functions in these cases.

We investigate various high-ranking failure cases in this experi-
ment and identify several potential causes behind these failures.

e Truncation of excessively long functions. Functions with
tokens exceeding the maximum length are truncated when em-
bedding. If two functions are similar before truncation, one
might be misidentified as similar to the other after trunca-
tion. For example, in OpenSSL’s CVE-2008-1672, the model
confuses ss13_send_client_key_exchange (vulnerable) with
dtls1_send_client_key_exchange as they share highly simi-
lar semantic information within the maximum token length.

¢ Insensitivity to specific instructions. If functions only differ
by very few instructions and the model cannot adequately dis-
tinguish them, it may consider them as similar. In OpenSSL’s
CVE-2012-2110, the model treats CRYPTO_realloc_clean (vul-
nerable) and CRYPTO_realloc as alike, despite the latter having
three fewer consecutive function calls.

¢ Function name altered during compilation. Compiler may
modify function names leading to misjudgments. In curl’s CVE-
2022-27780, the model identifies the vulnerable function as
hostname_check.isra.1 instead of hostname_check. We con-
firm that the misjudgment stems from the compiler changing
the function name with manual checks.

5.4 Generalization Performance (RQ4)

As previously discussed and shown in Table 3, and Figure 7, after
training on the Cisco Dataset, we observe that CEBin achieves
excellent results on the Trex Dataset, demonstrating its strong
generalization capability. To further investigate the generalization
of CEBin, we conduct an even more challenging experiment. We
label the models trained separately on BinaryCorp and Cisco as
CEBin-BinaryCorp and CEBin-Cisco. Notably, BinaryCorp is a cross-
optimization (XO) dataset compiled on x64 using one compiler, GCC
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Table 4: Recall@1 comparison between CEBin-Cisco and
CEBin-BinaryCorp of cross-optimization task on Trex dataset
for poolsize=10,000.

Model
Architecture | CEBin- CEBin- Improvement
Cisco | BinaryCorp

x86 0.907 0.948 70.041

Xx64 0.889 0.945 T0.056
MIPS32 0.851 0.885 10.034
MIPS64 1.000 1.000 -
ARM32 0.862 0.909 T0.047
ARM64 0.925 0.917 10.008
Average 0.906 0.934 70.028

Table 5: Inference speed (seconds) of GNN, Trex, CEBin-E and
CEBin on various poolsize.

Poolsize
Model ' —05—6500 1,000,000 4,000,000
GNN | 0004 0004 0012 0.037
Trex | 0.018 0018 0.050 0.182
CEBin-E | 0.807 0814  0.887 1.034
CEBin | 2717 2772 2.898 3.105

11.0, while the Cisco Dataset comprises six architectures and eight
compilers. Because CEBin-BinaryCorp is trained based on cross-
optimization tasks, we measure its performance in terms of cross-
optimization BCSD on the Trex Dataset for different architectures,
alongside CEBin-Cisco. Table 4 indicates that CEBin-BinaryCorp
outperforms CEBin-Cisco in the XO task on x64 and also other
architectures, with an average recall@1 increase of 0.028.

The results show that a IL-based model fine-tuned with the
XO dataset can effectively transfer across different architectures.
It is worth noting that CEBin-BinaryCorp performs better than
CEBin-Cisco, which we speculate may be attributed to the Bina-
ryCorp dataset containing 1,612 projects and offering more diverse
binary functions. The Cisco Dataset consists of only seven projects,
meaning that it may not be sufficiently diversified from a function
semantics perspective, despite encompassing many different archi-
tectures and compiler variations. The use of a pre-trained model
with IL has to some extent mitigated the effects of different archi-
tectures. Compared to the Cisco datasets, the BinaryCorp dataset
is larger and exhibits better diversity, which explains why CEBin-
BinaryCorp outperforms CEBin-Cisco. We believe the results prove
that the IL-based pre-trained CEBin model is an effective solution
for addressing cross-architecture binary code representation and
scaling the size and diversity of the binary code dataset is crucial
for training an effective model.

5.5 Inference Cost (RQ5)

We evaluate the inference cost of CEBin against varying poolsizes
and compare it to baselines. For embedding-based approaches, we
pre-compute the corresponding vectors for the function pool. When
assessing a new query function, we measure the cost from acquiring
the embedding vector with the embedding-based model to com-
paring it with each function in the pool to obtain the results. The
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experimental results in Table 5 reveal the time each method requires
for handling different poolsizes.

Though CEBin’s inference cost is relatively higher than the base-
line, it does not increase rapidly as the poolsize expands. Even with
a poolsize of 4 million, CEBin can process it in only 3.1 seconds,
thereby demonstrating scalability for real-world software supply
chain 1-day vulnerability discovery tasks.

6 DISCUSSION

In adapting momentum contrast learning for BCSD, we encoun-
tered unique challenges. The diversity in assembly code across
ISAs necessitated normalization via MLIL, which might affect de-
tection granularity. Contrary to original findings of MoCo [20], our
model showed heightened sensitivity to hyperparameters, leading
to extensive tuning efforts. Additionally, maintaining dual encoders,
contrary to settings from MoCo, was essential for optimal perfor-
mance in BCSD. While our study presents significant advancements
with CEBin, we also recognize certain limitations.

Fine-grained Function Similarity Detection. Our work only
focuses on coarse-grained function level similarity detection. We
cannot solve the 1-day vulnerability detection problem well as the
general function-level BCSD cannot distinguish whether a function
is patched or not. Future works can combine BCSD solutions with
fine-grained techniques such as directed fuzzing or security patch
identification techniques to better detect 1-day vulnerabilities.

False Negatives in Datasets. Currently, all datasets suffer from
the false negative problems, such as the existence of cloned func-
tions across different projects. Even though the proportion is low,
it will bring negative impacts on the model performance and the
final results. Future works can explore constructing a better dataset,
such as fine-grained deduplication.

7 CONCLUSION

In this paper, we propose CEBin, a novel cost-effective binary
code similarity detection framework that bridges the gap between
embedding-based and comparison-based approaches. CEBin em-
ploys arefined embedding-based approach to extract robust features
from code, efficiently narrowing down the range of similar code.
Following that, it uses a comparison-based approach to implement
pairwise comparisons and capture complex relationships, signifi-
cantly improving similarity detection accuracy. Through compre-
hensive experiments on three datasets, we demonstrate that CEBin
outperforms SOTA baselines in various settings. We also show-
case that CEBin successfully handles the challenge of large-scale
function search in binary code similarity detection, making it an
effective tool for real-world applications, such as detecting 1-day
vulnerabilities in large-scale software ecosystems.
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