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ABSTRACT

Heap-based temporal vulnerabilities (i.e., use-after-free, double-free
and null pointer dereference) are highly sensitive to heap operation
(e.g., memory allocation, deallocation and access) sequences. To ef-
ficiently find such vulnerabilities, traditional code coverage-guided
fuzzing solutions could be promoted by integrating heap operation
sequence feedback. But current sequence sensitive solutions have
limitations in practice.

In this paper, we propose a novel fuzzing solution named HT-
Fuzz, to find heap-based temporal vulnerabilities. At the core, we
utilize fuzzing to increase the coverage of runtime heap operation
sequences and the diversity of pointers accessed by these operations,
where the former reflects the control-flow and the latter reflects
the data-flow of heap operation sequences. With such increases,
the fuzzer could find more heap-based temporal vulnerabilities. We
have developed a prototype of HTFuzz and evaluated it on 14 real-
world applications, and compared it with 11 state-of-the-art fuzzers.
The results showed that, HTFuzz outperformed all the baselines
and was statistically better on the number of heap-based temporal
vulnerabilities discovered. In detail, HTFuzz found (1.82x, 2.62x,
2.66x, 2.02x, 2.21x, 2.06x, 1.47x, 2.98x, 1.98x) more heap operation
sequences and (1.45x, 3.56x, 3.56x, 4.57x, 1.78x, 1.78x, 1.68x, 4.00x,
1.45x) more Oday heap-based temporal vulnerabilities than (AFL,
AFL-sensitive-ma, AFL-sensitive-mw, Memlock, PathAFL, Tortoise-
Fuzz, MOPT, Angora, Ankou), respectively. HTFuzz discovered 37
new vulnerabilities with 37 CVEs assigned, including 32 new heap-
based temporal vulnerabilities and 5 of other types.
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1 INTRODUCTION

Memory corruptions remain a significant threat to software sys-
tems [1, 39]. Fuzzing is a widely utilized technique to find memory
corruptions and has made great progress in recent years [24]. Ex-
isting fuzzers in general rely on code coverage feedback to guide
the fuzzing campaign. For instance, AFL [52] utilizes code cover-
age feedback to explore more code, while TortoiseFuzz [43] and
Ankou [25] try to explore more error-prone operations (e.g., system
calls and loop iterations) as supplement feedback metrics.
However, heap-based temporal vulnerabilities (HT-Vuls) — one
of the most common types of memory corruptions — are sensitive
to not only code coverage but also heap operation sequences. For
example, a pointer dereference may turn into a null pointer derefer-
ence (NPD) or a use after free (UAF) vulnerability, when the pointed
memory is freed and accessed in different manners. Even though a
fuzzer has explored the code of the pointer dereference, it may miss
the potential HT-Vuls if the vulnerable heap operation sequence
(i.e., a free operation causing dangling pointers happens before the
dereference) is not met. Thus, a heap-based temporal vulnerability
is closely related to the accessed pointer and the operation sequence
before it. Awareness of the heap operation (e.g., memory allocation,
deallocation and access) sequence is a key to finding HT-Vuls.
Researchers have proposed several solutions to take into account
heap operation sequences during fuzzing. They in general rely on
prior knowledge or static analysis to recognize candidate vulnera-
ble operations, and then guide the fuzzer to conduct a directed-style
fuzzing to explore such operations. For instance, UAFL [40] uti-
lizes static analysis to find candidate HT-Vuls and related heap
operations, and takes transitions between such heap operations as
new feedback to guide the fuzzer towards the sequences of target
operations and trigger candidate HT-Vuls. LTL-Fuzzer [26] relies
on expert knowledge to instrument applications at locations re-
lated to potential temporal violations, guides the fuzzer to explore
such instrumented locations, and verifies violations at runtime. UA-
Fuzz [28] conducts directed-fuzzing to explore UAF sites pre-defined
by users. However, these solutions rely on either expert knowledge
or imprecise static analysis, and thus have limitations in practice.
In this paper, we propose a novel heap operation sequence sensi-
tive fuzzing solution HTFuzz, which does not rely on pre-defined or
pre-analyzed candidate operation sequences. Instead, we propose
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to increase the diversity of heap operation sequences rather than fo-
cusing on exploring a limited set of candidate operation sequences.
Specifically, we try to track heap operation sequences, use it as
new feedback in addition to code coverage, and guide the fuzzer to
increase the diversity. With a greater diversity of heap operation
sequences, it is more likely to find potential HT-Vuls. To accomplish
such a solution, there are three research questions to address.

RQ1: Overhead of getting heap operation sequence feedback. The
number of heap operations in an execution trace of a testcase in
general is very large. It would cost a fuzzer too much time to record
all operations and their orders at runtime, and too much memory
to store them. Furthermore, it is difficult to compare two testcases’
heap operation sequences. To balance the overhead and granu-
larity of sequence feedback, in HTFuzz, we use a ring buffer to
track the latest heap allocation and deallocation operations, and
at each memory access operation we use the ring buffer’s hash as
the index to update a sequence coverage bitmap. In other words, we
split a full heap allocation/deallocation operation sequence into
several (maybe overlapping) fixed-length segments at memory ac-
cess points, and record all segments in a sequence coverage bitmap,
similar to saving edges into the code coverage bitmap in AFL.

RQ2: Sensitivity to pointer aliases. Note that, a heap-based tempo-
ral vulnerability requires not only a special heap operation sequence,
but also the pointers accessed by these operations. Pointers may
have aliases and therefore different life cycles, causing troubles for
developers to manage pointers. Therefore, a heap-based temporal
vulnerability is more likely to happen if there are more aliases of
pointers. Thus, it is important to track pointers and their aliases dur-
ing fuzzing, though a precise tracking is expensive. For efficiency,
we propose to count the number of pointers (and aliases) accessed by
heap operations during fuzzing, and prioritize testcases that access
more pointers when the fuzzer is about to select seeds to mutate.

RQ3: Coordination with code coverage feedback. As demonstrated
by existing solutions, code coverage feedback is useful for fuzzers
to find vulnerabilities. Thus, it is reasonable to keep it and combine
it with our new heap operation sequence feedback. However, these
two feedback mechanisms may conflict in certain scenarios. For
instance, AFL identifies an effector map of interesting bytes that are
likely to contribute to code coverage, and skips mutating other bytes
during fuzzing. However, the skipped bytes may contribute to the
diversity of heap operation sequences. In our solution HTFuzz, we
upgrade the effector map identification algorithm to consider heap
operation sequence as well, and utilize MOPT [22] to dynamically
schedule the mutation operators to balance both the code coverage
and the heap operation sequence coverage.

In summary, in our solution HTFuzz, we (1) introduce a novel
heap operation sequence feedback to the fuzzer and tune its seed
saving strategy, which will increase the diversity in control-flow of
heap operation sequences; (2) count the number of pointers (and
aliases) accessed by the heap operations to tune the seed selection
strategy, which will prioritize seeds with more diversity in data-flow
of heap operation sequences; and (3) tune seed mutation strategies to
make the new feedback work with existing code coverage feedback.
Based on this design, we have implemented a prototype of HTFuzz,
and evaluated its effectiveness with a thorough evaluation.

Y. Yu, X. Jia, Y. Liu, Y. Wang, Q. Sang, C. Zhang, P. Su

Specifically, we collected 14 real-world applications from recent
fuzzing papers and datasets [28, 40, 43] to evaluate the fuzzing per-
formance. We compared HTFuzz with 11 fuzzers, consisting of 2
fuzzers (i.e., UAFL [40] and UAFuzz [28]) specifically designed for
UAF vulnerabilities (i.e., a representative type of HT-Vuls) and 9
open-source greybox fuzzers (i.e., AFL [52], Angora [6], MOPT [22],
AFL-sensitive [41], PathAFL [48], Memlock [44], Ankou [25], Tor-
toiseFuzz [43] and one variant). We also did the Mann-Whitney
U-test for statistic evaluation. The results showed that, HTFuzz
outperformed all 11 baselines, finding 1.47x more heap operation
sequences and 1.45x more 0day HT-Vuls than the best of all base-
lines. Moreover, during the whole fuzzing campaign of 6144 CPU
days, HTFuzz discovered 37 zero-day vulnerabilities with 37 CVEs
assigned (including 32 new HT-Vuls).

In summary, this work makes the following contributions.

e We proposed a novel heap operation sequence sensitive
fuzzing solution HTFuzz to efficiently discover HT-Vuls. It
tunes the seed saving strategy of a fuzzer with a lightweight
heap operation sequence feedback tracking mechanism, tunes
the seed selection strategy by counting the number of point-
ers accessed, and tunes seed mutation strategies to coordinate
with traditional code coverage feedback.

e We have implemented a prototype of HTFuzz and evalu-
ated its effectiveness. It outperformed all 11 state-of-the-art
fuzzers in terms of both the number of heap operation se-
quences and HT-Vuls discovered. In addition, we have dis-
covered 37 new vulnerabilities, including 32 new HT-Vuls.

o We open source HTFuzz and data in the online repository !
for further study.

2 MOTIVATION

In this section, we demonstrate HT-Vuls with a motivation example,
then present limitations of existing fuzzers in discovering HT-Vuls.
At last, we discuss our observations and approach.

2.1 Motivation Example

Figure 1 shows a motivation example of a heap-based temporal
vulnerability. It is extracted from a real-world program MP4Box
which contains the UAF vulnerability CVE-2019-20164. Its dynamic
call graph (i.e., CG) is shown in Figure 2, where the nodes represent
the executed functions and the edges represent the call relationship.

There are three steps involved in the occurrence of this UAF vul-
nerability. First, the execution begins at the program entry main and
arrives at the function gf_isom_ box_new_ex (i.e., an alloc opera-
tion) to generate a heap memory object. Second, in the subsequent
execution, the function stbl_AddBox is invoked, and it calls the
function gf_isom_box_del (i.e., a dealloc operation) to release the
heap memory object. At last, the crash happens at another point (i.e.,
a use operation) in the function g f_isom_box_del when accessing
the unsafely released heap memory object. In conclusion, the UAF
vulnerability can be triggered by sequentially executing the fol-
lowing code lines, i.e., [56-45-49-24-28-21-22-36-41-24-26 (malloc)-
42-31-34-13-14 (use)-16 (free)-50-13-14 (crashed use)]. It is noticed
that, the first use at line 14 is not crashed. Specifically, the function

Uhttps://github.com/sharedata21/HTFuzz
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1| typedef struct{
2 const struct box_registry_entry *registry;
3 S
4| } GF_Box;
5| static struct box_registry_entry {
6 GF_Box * (*new_fn)();
7 void (xdel_fn)(GF_Box *a);
8 GF_Err (*read_fn)(GF_Box *s, GF_BitStream xbs);
9 S
10 | } box_registry;
11
12 | //isomedia/box_funcs.c
13 | void gf_isom_box_del(GF_Box *a) {
14 other_boxes = a->other_boxes; { use()} //crash
15 if (la->registry && use_dump_mode)
16 a->registry->del_fn(a); // del_fn =free,...
17| 3
18 | GF_Box *gf_isom_box_new_ex(...) {
19 a = box_registry[idx].new_fn(); //new_fn =stco_New, ..
20
21| GF_Err gf_isom_box_read(GF_Box *a, GF_BitStream xbs) {
22 return a->registry->read_fn(a,bs); //read_fn =stbl_Read,minf_Read...
2313
24 | GF_Err gf_isom_box_parse_ex(...){
25 if (...)
26 newBox = gf_isom_box_new_ex(...); ->stco_New() ->malloc()
27 if (...)
28 e = gf_isom_box_read(newBox, bs);
2913
30 | //isomedia/box_code_base.c
31 | GF_Err stbl_AddBox(GF_Box *s, GF_Box *a) {
32 switch (a->type) {
33 case GF_ISOM_BOX_TYPE_STCO:
34 gf_isom_box_del(s->ChunkOffset); ->free();
35132
36 | GF_Err stbl_Read(GF_Box *s, GF_BitStream xbs) {
37 e = gf_isom_box_array_read(s, bs, stbl_AddBox);
38 CALL (gf_isom_box_array_read_ex(..., GF_Err (*add_box)))//do callback
39
40 while (parent->size>=8){
41 e = gf_isom_box_parse_ex(...); ->gf_isom_box_new_ex()
42 e = add_box(parent, a); //if add_box = stbl_AddBox
431 132
44 | //isomedia/box_funcs.c
45 | GF_Err gf_isom_box_array_read_ex(...,GF_Err(xadd_box) (GF_Box*,GF_Boxx)) {
46 GF_Err e;
47 GF_Box *a = NULL;
48 while (parent->size>=8){
49 e = gf_isom_box_parse_ex(&a, ...); ->gf_isom_box_read()
50 if (e && a) gf_isom_box_del(a);
51 e = add_box(parent, a);
52
53| 1}
54 | int main(){
55 A
56 -> gf_isom_box_array_read_ex(...);
5713

Figure 1: Motivation example (UAF, CVE-2019-20164).

pointer a->registry->del_fn(a) at line 16 points to free() and un-
safely releases the GF_Box struct a, so the normal accessed pointer
of struct a (e.g., a->other_boxes at line 14) becomes an abnormal
accessed pointer. With the struct a turning into a dangling pointer,
the pointer accessed again at line 14 results in a use-after-free issue
and may crash.

2.2 Current Greybox Fuzzing and Limitation

Current greybox fuzzers take code coverage feedback to guide
fuzzing that is verified effective in AFL [52]. However, code cover-
age is good for code exploration but not a good choice for HT-Vuls
as it ignores the time-line information. Assuming that seed1 [mal-
loc,usel,use2,free] and seed2 [malloc,usel,free,use2] are generated
while fuzzing, their covered codes are the same. Thus, seed2 with
dangling pointers would be discarded although it is more valuable.

As a supplementary to simple code coverage feedback, Tortoise-
Fuzz [43], AFL-sensitive [41], and Ankou [25] use different methods
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Figure 2: Call graph of the motivation example.
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to increase the feedback sensitivity (e.g., memory operations and
combining branch differences), but all suffer from losing aware-
ness of heap operation sequences. PathAFL [48] attempts to record
the path coverage but has to give up the order information (i.e.,
it cannot differentiate seed1 and seed2, too.) because of the unaf-
fordable recording overhead (e.g., the gf_isom_box_Read() can call
many functions, but only the stbl_Read() is vulnerable to the UAF
in Figure 2). Therefore, they are not suitable for HT-Vuls discovery.

Several fuzzing solutions, such as UAFL [40] and LTL-Fuzzer [26] ,
utilize heap operation sequences for HT-Vuls discovery. Specifically,
they first utilize expert knowledge or perform static analysis to
capture a candidate set of vulnerable operation sequences (e.g., the
UAF sequence malloc-> free->use). Then, they use the coverage
of candidate sequences as targets to guide fuzzing. The candidate
sequence is an essential premise for the fuzzing process. However,
extracting candidate sequences is limited by prior knowledge or
static analysis because sequences are easily broken and missed, due
to the open challenges of static analysis (e.g., alias analysis [14]).

For example, in the motivation example, if the function pointer
of a->registry->del_fn(a) at line 16 in gf _isom_box_del points to
free(a), the subsequent usages of struct a are candidate vulner-
able pointer accesses and the related sequences should be added
into the candidate set. However, since it is hard to decide which
function the a->registry->del_fn(a) will point to before running,
some vulnerable heap operation sequences (e.g., lines 16->50->13-
>14) are left out. In addition, the two function pointers (i.e., in
gf_isom_box_read and gf _isom_box_new_ex) and a callback func-
tion (i.e., gf_isom_box _array_read_ex) as shown in Figure 2 are
hard to be pre-analyzed or pre-defined, too. Even worse, if the
heap operation sequence is controlled by loop variables, extract-
ing sequences in advance is more complicated. For example, the
while loop variable parent->size at line 48 affects the order and
length of heap operation sequences (e.g., alloc, dealloc, use opera-
tions at line 49, 50 and etc.).
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Figure 3: Framework of HTFuzz.

2.3 Observation and Solution

As aforementioned, the code coverage feedback used by existing
fuzzers is insufficient for finding HT-Vuls, and fuzzers that utilize
candidate heap operation sequences as guidance are limited by
expert knowledge or imprecise static analysis. In this paper, we
consider tracking heap operation sequences as a new feedback
metric and increase the diversity of heap operation sequences.

Specifically, finding HT-Vuls requires two conditions: the vulner-
able heap operation sequence (i.e., control-flow) and the intricate
pointer management (i.e., data-flow). However, tracking heap op-
eration sequences and the pointers accessed 2 with fine-grained
analysis methods brings an extremely high overhead and seriously
slows down the fuzzing throughput. For instance, we have tried
dynamic taint propagation to associate the heap operations with
heap addresses, which yields an inefficient fuzzer. Lastly, we choose
to track coarse-grained heap operation (e.g., malloc() and free())
sequences, which is shown to be effective in our prototype.

Although we only track the coarse-grained heap operation se-
quences, the code/sequence explosion problem is still an open ques-
tion [48]. To balance the efficiency and overhead, we propose a
lightweight sequence feedback tracking mechanism, which splits
heap operation sequences into segments by memory access opera-
tions, similar to breaking a program path into edges.

Besides heap operation sequence feedback, the data-flow con-
straint of heap operation sequences, i.e., pointers being accessed,
is another condition to meet. As it is expensive to precisely track
the pointers (and aliases) as well, we only count the coarse-grained
frequency of pointers accessed.

Furthermore, the optimization techniques based on code cover-
age may interfere with the capability of discovering heap operation
sequences. For example, the “effector map” optimization for saving
mutation power [21] may cause a potential loss in heap operation
sequence exploration. Thus, we coordinate the new heap operation
sequence feedback and the code coverage feedback during mutation.

3 METHODOLOGY

3.1 Overview of HTFuzz

HTFuzz is built upon the popular greybox fuzzing tool AFL [52]
and follows the same workflow, but comes with improvements in

2Read or write memory through pointer operations

Y. Yu, X. Jia, Y. Liu, Y. Wang, Q. Sang, C. Zhang, P. Su

three parts, i.e., seed saving, selection, and mutation. The architec-
ture is shown in Figure 3. Specifically, we introduce the new heap
operation sequence feedback by recording the latest heap opera-
tion sequences (with a new sequence bitmap) at memory access
operation points, and save testcases that contribute either to code
coverage or heap operation sequence coverage, to explore more
heap operation sequences via fuzzing (subsection 3.2). We also mod-
ify the seed selection module to prioritize seeds with more pointers
accessed to increase the diversity of pointer aliases and the proba-
bility of potential bugs (subsection 3.3). Furthermore, we introduce
heap operation sequence information in seed mutation and leverage
MOPT [22] to schedule mutation operators, to balance both code
coverage and sequence coverage (subsection 3.4).

3.2 Heap Operation Sequence Feedback

Heap operation sequence feedback is the basis of saving, selecting
and mutating seeds in fuzzing. We design an efficient tracking
method to deal with the sequence record explosion problem and be
convenient for further calculation such as comparing differences.

On the one hand, we denote heap operations with binary num-
bers to save the recording space, e.g., assigning 1 for heap allocation
and 0 for deallocation. Thus, the heap operation sequence can be
presented as a string of numbers. On the other hand, we further
improve the recording efficiency by separating the heap operation
sequence into segments. Specifically, if we project each heap opera-
tion sequence before a memory access operation onto the execution
time-line, the sequences are composed of segments with heap allo-
cation, deallocation, and access operations. As the heap operation
sequence at the subsequent memory access moment derives from
the state of the previous memory access, the sequence record may
overlap. Thus, we only record the latest heap operation sequence
of length L before the memory access operation.

We track the latest heap operations with a ring buffer * of length
L. Assuming a heap operation sequence represented as [1,1,ac-
cess,0,0,access,1,access,access,0], if L is set to 3, the above sequence
is separated as [0,1,1] 4 [1,0,0], [0,0,1] and [0,0,1]. The ring buffer is
further encoded to a decimal number (e.g., [1,0,0] is encoded to 4),
and then saved into a new bitmap using the memory access opera-
tion location as the index. Thus, the whole bitmap approximately
records the heap operation sequence feedback during fuzzing.

Note that, the larger the ring buffer is, the more sensitive the
feedback is to heap operation combinations. However, being too
sensitive will reduce the fuzzing efficiency, because of the overhead
of tracking and computation. Thus, we tried different configurations
for the ring buffer’s length and the sequence bitmap’s size to select
proper values, thereby mitigating explosion problems and increas-
ing the efficiency for comparing differences. Detailed experiments
are described in subsubsection 5.3.1.

3.3 Pointer Alias Tracking

The perception of heap operation sequence may make a fuzzer
save too many interesting seeds, and we should prioritize valu-
able ones to accelerate the fuzzing process for HT-Vuls in practice.

3 An end-to-end connected buffer that is usually used for buffering data streams.
“We initialize the record with all 0s, so that the first segment could be complemented
to length L.
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The original seed selection strategy of AFL is designed for fuzzing
throughput, which prioritizes seeds with fewer execution time and
smaller file sizes. Such prioritized seeds are marked as favored and
will have a higher probability of being chosen to apply further
mutation and generate offspring testcases.

As aforementioned, the diversity of pointer aliases is another
critical factor in finding HT-Vuls. We therefore propose to prioritize
seeds with more pointers getting accessed in the seed selection
phase, in order to find HT-Vuls in a more efficient way. However,
tracking precise pointers with heap operations brings unaffordable
overhead, as demonstrated in subsection 2.3. We therefore only
statically identify the instructions related to pointer (and aliases)
access and count their frequency during each seed’s execution, and
use it to roughly represent the pointer access count of the seed.
Seeds with a larger access count are prioritized as favored and get
selected with a higher probability by the fuzzer.

3.4 Heap Operation Sequence Coordination

To find more HT-Vuls, we should provide well-organized seed muta-
tion to offer abundant candidates. Code coverage feedback is helpful
for greybox fuzzers in practice [24], and we combine it with our
new heap operation sequence feedback. However, simply combing
them together would cause some conflicts. We therefore introduce
some modifications to AFL accordingly.

In the seed mutation stage, AFL provides many mutation opera-
tors, and one of the commonly used mutation operators is “bitflip
8/8”. AFL provides an extra optimization on the “bitflip 8/8” muta-
tion operation to further improve efficiency, i.e., an “effector map” is
generated to mark useful input bytes and avoid subsequent mutation
operators on useless bytes. Lv et al. point out the effects of mutation
operators vary greatly and propose a further optimization named
MOPT [22] to schedule the operators towards code coverage explo-
ration dynamically. Specifically, MOPT utilizes the amount distribu-
tion of mutation operators that contributes to interesting test cases
(i.e., new code coverage) to adjust seed mutation.

However, both the above optimizations are designed for code
coverage and sometimes harm the exploration of heap operation
sequences. For example, MOPT schedules mutations towards the
new code coverage, thus delaying the exploration for sequences
and even skipping the new sequence because of the “effector map”.

To cooperate with our perception of heap operation sequence,
we modify the identification algorithm of “effector map”, and mark
bytes that produce more interesting test cases of new heap opera-
tion sequences as useful too. Furthermore, we reference MOPT to
schedule mutation operators based on new interesting test cases
comes from the heap operation sequence feedback besides the orig-
inal code coverage feedback.

4 IMPLEMENTATION

We implement a prototype of HTFuzz based on AFL, and modify the
instrumentation and fuzzing loop of AFL according to our designs.

4.1 Instrumentation

We instrument the target application with code snippets, based
on the LLVM framework [16], to collect feedback information dur-
ing testing to guide fuzzing. Besides the branch coverage tracking
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Algorithm 1 Tracking Feedback with Instrumentation

1: INnrT1ALIZE(BranchCov, HeapOpSeq, PtrCount, Ring)
2: function CovFB(BranchCov, cur_loc, prev_loc) > Coverage feedback as AFL
3: BranchCov[cur_loc @ prev_loc] ++
4: function PTRCOUNTUPDATE(ins, PtrCount) > Count of pointers accessed
5 PtrCount++
6: function SHIFTING(Ins, Ring)
7 if IsAlloc(Ins) then Ring.push(1)
8 else if IsDealloc(Ins) then Ring.push(0)
9: function SEQFB(HeapOpSeq, cur_loc, prev_loc, Ring)
10: hash = ENcoDING(Ring)
11: HeapOpSeq[cur_loc @ prev_loc @ hash]++

> Sequence feedback

12: function INSTRUMENTATION
13: for each BB in each Func do

14: cur_loc = <CompileTime_Random> > Get basic block IDs as AFL
15: Insert(CovFb(BranchCov, cur_loc, prev_loc))

16: mflag = 0 > Ready for logging the ring buffer
17: for each Ins in BB do

18: if IsGetElementPtr(Ins) then

19: Insert(PtrCountUpdate(Ins, PtrCount))

20: else if IsHeapAllocDeallocFunc(Ins) then

21: Insert(Shifting(Ins, Ring))

22: else if IsMemAccess(Ins) and mflag == 0 then

23: Insert(SeqFb(HeapOpSeq, cur_loc, prev_loc, Ring))

24: mflag =1 > Logging at most once in one BB.
25: prev_loc = cur_loc >> 1

Algorithm 2 Fuzzing loop of HTFuzz

1: INITIALIZE(Queue, Prog)

2: repeat > Fuzzing Loop
3: input <— NEXTSEED(Queue) > Select seed based on orders
4: NumChildren <~ MUTATEENERGY(input)
5: for i = 0 — NumChildren do
6: eff_map = IDENTIFYINTERESTINGBYTES(input)
7: child «— MUTATEWITHMOPT (input, eff_map) > Seed mutation
8: status, Time, BranchCov, HeapOpSeq, PtrCount <= EXECUTE(Prog, child)
9: if status == CRASHED then
10: Report child as the bug PoC
11: else if Is_INTERESTING(BranchCov, HeapOpSeq) then
12: Queue « Queue U child > Saving seed
13: UppATE_Brrmar_Score(child, Time, PtrCount) > Adjust seed orders

14: until time out or manual stop

instrumented by AFL, our instrumentation tracks heap operation
sequences and pointer information, as shown in Algorithm 1.

Specifically, we instrument at each basic block entry (line 15)
and collect the branch coverage feedback BranchCov in a bitmap
(line 2-3) like AFL. Further, we instrument each instruction related
to pointer retrieval (line 18-19), i.e., the instructions whose opcode
are GetElementPtr [20] or whose operands are GetElementPtr
expressions, to count the number of pointers accessed at runtime
(line 4-5).

Further, we instrument each invocation to allocation and deallo-
cation functions (line 20-21), e.g., malloc(), realloc(), free(), to record
the latest heap operations in the ring buffer Ring of length L (line 6-
8). The value of L is set as 3 in our experiment, and more discussion
could be found in the evaluation section.

Lastly, we instrument the first memory access instruction in the
basic block (line 22-24), to log the ring buffer (line 9-11) into an
additional map HeapOpSeq, which is used for recording the heap
operation sequence feedback. To determine whether an instruction
is a memory access, we use the API mayReadFromMemory() and
mayWriteToMemory() provided by LLVM.
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4.2 Fuzzing Loop

We slightly refine the fuzzing process of AFL-2.52b [52] to guide
the fuzzing engine with the feedback metrics collected by afore-
mentioned instrumentation, i.e., branch coverage, heap operation
sequences, and the number of pointers accessed. As shown in Al-
gorithm 2, we upgrade the seed mutation, seed saving, and seed
selection strategies of AFL.

When mutating a seed testcase, we follow AFL to build an effector
map of this seed (line 6) to recognize interesting bytes. Mutations
on such interesting bytes are likely to yield new testcases that could
bring new feedback, e.g., code coverage. The fuzzer will skip mutat-
ing bytes that are not interesting to save computing resources. We
update AFL’s algorithm and consider bytes that would yield new
testcases bringing heap operation sequence feedback as interesting
too. Then, we utilize MOPT [22] to schedule mutation operators to
mutate the seed and generate new testcases (line 7).

After testing the newly generated testcase, we report a bug PoC
(Proof Of Concept) if the testing crashed or triggered alarms set by
sanitizers (line 9-10), or save the testcase to the seed queue (line
11-12) if it is interesting. A testcase is interesting if and only if it
brings new feedback, i.e., new code coverage or new heap operation
sequence feedback, as shown in Formula 1.

True, hasNew(BranchCov)

V hasNew(HeapOpSeq) (1)
False, otherwise

Is_Interesting =

Further, we also refine the seed selection strategy of AFL. As
shown in line 13, we update the API Update_Bitmap_score() of AFL,
which adjust the orders of seeds in the queue and marked some seeds
as favored. The favored seeds will be picked for mutation in the
following iterations (line 3). Originally, AFL prefers seeds that have
shorter execution time and smaller file size. We update this strategy
and consider seeds that have more pointers being accessed during
testing as favored too. Formula 2 shows the detailed definition of
whether a testcase is favored.

True, IsLargest(PtrCount)

V IsMinimum(Time * FileSize) 2)
False, otherwise

Is_Favored =

5 EVALUATION

In this paper, we develop a new heap operation sequence sensitive
fuzzer HTFuzz for HT-Vuls. To evaluate HTFuzz’s effectiveness, we
conduct several experiments on real-world applications and answer
the following research questions:

ROQ1. Is HTFuzz effective at finding real-world HT-Vuls?

RQ2.How well do the improvements made by HTFuzz contribute
to the efficiency of fuzzing towards HT-Vuls?

RQ3. How does HTFuzz compare to other fuzzers?

5.1 Experiment Setup

Following the suggestions of Klees et al. [15], we conduct the ex-
periments carefully as below.

5.1.1  Fuzzers to compare against. We list the related works in Ta-
ble 1 with the description of their feedback metrics and fuzzing
strategies. Totally, we compare HTFuzz against 11 fuzzers, includ-
ing 2 fuzzers (i.e., UAFL [40] and UAFuzz [28]) specifically designed
for UAF vulnerabilities, and 9 state-of-the-art fuzzers (i.e., AFL [52],
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Table 1: Related works of greybox fuzzing. AFL is presented
as the baseline tool and it saves seeds with new covered
branches (i.e., edge coverage), selects seeds based on file size
and execution time, and mutates seeds with multiple muta-
tion operations (multi-mu-ops). Other fuzzers are based on
AFL and modify parts of it. The “HSeq” column presents if
the fuzzer involve with the heap operation sequence infor-
mation, i.e., Omeans no, Omeans partially and @means yes.

Work | Seq | Seed Saving |  SeedSelection |  Seed Mutatation
AFL O new branches file_size*time multi-mu-ops
Angora o context-aware branch gradient decent AFL’s
MOPT o AFL’s AFL’s PSO algorithm
AFL-sen-wa | © memory-write-aware branch AFL’s AFL’s
AFL-sen-ma | © | memory-access-aware branch AFL’s AFL’s
TortoiseFuzz | © coverage accounting coverage accounting AFL’s
Memlock © memory usage peak value AFL’s AFL’s
PathAFL © path coverage neighbour coverage AFL’s
Ankou © | combinatorial branch difference | combinatorial distance AFL’s

UAFL L] typestate sequence sequence coverage seq-aware mutation
LTL-fuzzer [ ] typestate sequence sequence similarity AFL’s
UAFuzz [ ] cut-edge coverage sequence similarity AFL’s
HTFuzz (] heap operation sequence ‘ pointer accessed ‘ seq-aware PSO algorithm

Table 2: Real-world programs used in experiment. We also
present the version and fuzzing command for each program.

Program ‘ Version ‘ Command

jasper 1.900.2 | jasper -f @@ -t mif -F /dev/null -T jpg
jpegoptim d23abf2 | jpegoptim @@

Irzip 9de7ccb | lrzip -t @@

yasm 6caf151 | yasm @@

mjs 9eaele6 | mjs -f @@

binutils 2.28 readelf -w @@

boolector 3.0.1 boolector @@

GraphicsMagick | 1.3.26 gm identify @@

ImageMagick 7.0.8 convert @@ /dev/null

gpac 4c19ae5 | MP4Box -diso @@ -out /dev/null
gpac_latest 7804849 | MP4Box -hint @@

nasm 2.14 nasm -f bin @@ -o ./tmp

mxml 2.12 mxmldoc @@

yara 3.5.0 yara @@ strings

Angora [6], MOPT [22], PathAFL [48], Memlock [44], Ankou [25],
TortoiseFuzz [43], and two implementations of AFL-sensitive [41]).

These fuzzers are selected based on the following considerations.
We try to compare UAFL [40] and UAFuzz [28] as they target HT-
Vuls with candidate heap operation sequences. Since they are not
open-source, we choose to compare with them on their published
benchmark applications to test if HTFuzz can find the same vulner-
abilities. For other state-of-the-art greybox fuzzers, we build them
with their open-source codes and run them on our dataset with
their default parameters. Among them, AFL and Angora are popular
baseline fuzzers studied in fuzzing papers. MOPT is included as we
leverage its mutation strategy. The other six fuzzers are compared
because their supplement of code coverage feedback involves the in-
formation of our heap operation sequence feedback. AFL-sensitive
(including afl-sen-wa and afl-sen-ma), TortoiseFuzz and Memlock
pay more attention to memory operations, such as memory read,
memory write and memory usage. PathAFL is aware of the sequence
information but gives up order information because of the record
explosion. Ankou uses the combinatorial branch differences as a
feedback, which implicitly considers the sequence information. All
these fuzzers are considered as partially related to HTFuzz.
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5.1.2  Benchmark applications. We collect the benchmark applica-
tions from the published datasets of UAFL and UAFuzz, and from the
repository of TortoiseFuzz with several factors. The collected appli-
cation should be frequently tested and actively developed, contain
HT-Vuls (especially with recent-reported vulnerabilities) and can be
verified with the given PoC files. Thus, we exclude five applications
(i.e., giflib, cxxfilt, gifsicle, bzip2 and openh264) as we could not
manually reproduce the reported bugs with given PoCs to ensure
the vulnerabilities existed, exclude three applications (i.e., boringssl,
libpft, liblouis) because of compilation fail, and add two applications
with new versions (i.e., gpac, nasm) as they contain HT-Vuls. In
addition, we exclude the results of two applications (i.e., cflow and
recutils) as all the fuzzing tools behave the same. Finally, we build
a dataset of 14 widely-used real-world applications as shown in Ta-
ble 2 with version information, including well-known developer
tools (i.e., yasm, mjs, binutils, yara, boolector and nasm), graphics
processing libraries (i.e., jasper, jpegoptim, GraphicsMagick, and
ImageMagick), document processing tools (i.e., mxml and lrzip) and
multimedia file and video processing tools (i.e., gpac).

5.1.3  Performance Metrics. We use HT-Vuls numbers, heap opera-
tion sequence amount, and code coverage as the metrics to evaluate
fuzzers. Specifically, we calculate the total and the average number
of vulnerabilities > instead of unique crash numbers. We collect
heap operation sequence amount by counting the sub-sequences
in the sequence bitmap with afl-showmap [52]. For coverage in-
formation, we use gcov [13] to get line coverage. We also do the
Mann-Whitney U-test for statistic evaluation when comparing the
vulnerability findings of different fuzzers.

5.1.4 Configuration Parameters. Since the fuzzers heavily rely on
random mutation, there could be performance jitter during the
fuzzing process. We take two actions to mitigate this. First, we test
each program for a long time (i.e., 72 hours) until the fuzzer reaches
a relatively stable state. Second, we perform each experiment for
8 times to mitigate the random noises during fuzzing. In total, our
experiments constitute 6144 CPU days: it takes 3120 (10 x 6 x 8 times
x3 days + 14 x 5 x 8 times x3 days) CPU days for RQ2, and takes
3024 (14 x 9 x 8 times x3 days) CPU days for RQ3. The applications
are compiled with clang 6.0.0, and we run them in different fuzzers
with the command options shown in Table 2. All our experiments
are performed on four machines of the same configuration, i.e., with
Intel(R) Xeon(R) CPU E5-2630 v3 Processor (2.40GHZ, 32 cores) and
32GB of RAM under 64-bit Ubuntu LTS 16.04.

5.2 RQ1. Finding Real-world Vulnerabilities

In our experiments, HTFuzz found 92 vulnerabilities totally in the
benchmark applications, including 74 HT-Vuls. Among all the find-
ings, 37 vulnerabilities are new, including 32 new HT-Vuls. We
reported the findings to the maintainers and got 37 new CVEs as-
signed, and we are glad to see some of the early reported vulnerabil-
ities are already fixed (e.g., GPAC). The details of each vulnerability,
including its bug ID, the bug type, the bug status, the vulnerable

During fuzzing, we follow AFL [52] to save unique crashes that trigger program
segment faults. Then, we use ASAN [33] to deduplicate the unique crashes with crash
stack hash. Finally, we perform manual verification to associate crashes with the
corresponding CVE-IDs or bug reports. The total number is meaningful as it is a direct
metric for the fuzzer’s capability.
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Table 3: The zero-day vulnerabilities found by HTFuzz. UAF,
NPD and BO are short for Use After Free, Null Pointer Deref-
erence and Buffer Overflow vulnerability types, respectively.
Vulnerabilities with gray background are all HT-Vuls.

Bug ID Version Type Status Vulnerable Function
CVE-2021-33453 LRZIP 0.641  UAF accepted ucompthread()
CVE-2019-20169 GPAC 0.8.0 UAF accepted & fixed trak_Read()
CVE-2019-20164 GPAC 0.8.0 UAF  accepted & fixed gf_isom_box_del()
CVE-2019-20168 GPAC 0.8.0 UAF  accepted & fixed gf isom_box_dump_ex()
CVE-2020-35980 GPAC 0.8.0 UAF  accepted & fixed gf_isom_box_del()
CVE-2021-33461 YASM 1.3.0 UAF accepted yasm_intnum_destroy()
CVE-2021-33462 YASM 1.3.0 UAF accepted expr_traverse_nodes_post()
CVE-2021-33467 YASM 1.3.0 UAF accepted pp_getline()
CVE-2021-33468 YASM 1.3.0 UAF accepted error()
CVE-2021-33439 MJS version 6 NPD accepted gc_compact_strings()
CVE-2021-33440 M]JS version 6 NPD accepted mjs_bcode_commit()
CVE-2021-33441 M]JS version 6 NPD accepted exec_expr()
CVE-2021-33442 M]JS version 6 NPD accepted json_printf()
CVE-2021-33444 M]JS version 6 NPD accepted getprop_builtin_foreign()
CVE-2021-33445 M]JS version 6 NPD accepted mjs_string_char_code_at()
CVE-2021-33446 M]JS version 6 NPD accepted mjs_next()
CVE-2021-33449 M]S version 6 NPD accepted mjs_bcode_part_get_by_offset()
CVE-2021-33437 M]JS version 6 NPD accepted frozen_cb()
CVE-2021-33455 YASM 1.3.0 NPD accepted do_directive()
CVE-2021-33456 YASM 1.3.0 NPD accepted hash()
CVE-2021-33457 YASM 1.3.0 NPD accepted expand_mmac_params()
CVE-2021-33458 YASM 1.3.0 NPD accepted find_cc()
CVE-2021-33460 YASM 1.3.0 NPD accepted if_condition()
CVE-2021-33463 YASM 1.3.0 ~ NPD accepted yasm_expr__copy_except()
CVE-2021-33465 YASM 1.3.0 NPD accepted expand_mmacro()
CVE-2021-33466 YASM 1.3.0 NPD accepted expand_smacro()
CVE-2019-20163 GPAC 0.8.0 NPD accepted & fixed gf_odf_avc_cfg write_bs()
CVE-2020-35981 GPAC 0.8.0 NPD accepted & fixed SetupWriters()
CVE-2020-35982 GPAC 0.8.0 NPD accepted & fixed gf_hinter_track_finalize()
CVE-2021-33450 NASM 2.14rc0 NPD accepted nasm_calloc()
CVE-2021-33452 NASM 2.14rc0 NPD accepted nasm_malloc()
CVE-2021-33451 LRZIP 0.641 NPD accepted fill_buffer()
CVE-2021-33438 M]JS version 6 BO accepted json_parse_array()
CVE-2021-33448 M]JS version 6 BO accepted unknown-module>
CVE-2021-33443 M]S version 6 BO accepted mjs_execute()
CVE-2020-35979 GPAC 0.8.0 BO  accepted & fixed gp_rtp_builder_do_avc()
CVE-2021-33464 YASM 1.3.0 BO accepted inc_fopen()
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Figure 4: Unique HT-Vuls accumulated over time.

application with version information and the vulnerable function,
are shown in Table 3 sorted by bug type. Figure 4 shows the number
of HT-Vuls found by HTFuzz accumulated over time. The numbers
are counted every 10 hours. We can see that nearly half (i.e., 34/74)
of the vulnerabilities are discovered within 10 hours.

Table 4 presents the total number of vulnerabilities found by
HTFuzz and compared baseline fuzzers, including 0day and 1day
vulnerabilities of HT-Vuls and other types. In addition, it also shows
the number of HT-Vuls missed by HTFuzz but found by individ-
ual fuzzers. For instance, AFL found 64-48-4 vulnerabilities, which
means AFL found 64 vulnerabilities in total, and 48 among them are
HT-Vuls, while 4 HT-Vuls among them are missed by HTFuzz. We
can see that HTFuzz outperforms all baselines in terms of real-world
vulnerabilities discovery, including the total number and HT-Vuls.
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Table 4: The vulnerabilities found by the fuzzers. For X-Y-Z, X is the number of vulnerabilities of all types, Y is the number
of HT-Vuls vulnerabilities, and Z is the number of HT-Vuls vulnerabilities missed by HTFuzz. The Total column shows the
union of all fuzzers. The @day-non-CVE row shows 0day vulnerabilities that have not been assigned with CVE as they are fixed

in the latest version or not our target bug types.

‘ HTFuzz ‘ AFL ‘ Memlock ‘ AFL-sen-ma ‘ AFL-sen-mw ‘ PathAFL ‘ Tofuzz ‘ MOPT ‘ Angora ‘ Ankou ‘ Total
Oday 37-32-0 24-22-0 9-7-0 9-9-0 9-9-0 21-18-0 20-18-0 21-19-0 8-8-0 26-22-0 37-32-0
0day-non-CVE - 3-0-0 3-0-0 - 2-0-0 1-0-0 - 3-2-2 6-1-1 11-3-3
1day 55-42-0 37-26-4 29-20-2 16-12-0 11-9-0 28-23-4 30-20-2 46-32-1 27-25-10 49-36-2 87-66-24
Sum 92-74-0 64-48-4 41-27-2 25-21-0 20-18-0 51-41-4 51-38-2 67-51-1 42-37-14 81-59-3 135-101-27

Table 5: The recording map density and the number of vul-
nerabilities for the different map size and latest heap opera-
tion sequence length. The map density reveals the ratio that
the recording map is utilized. 16-8 means the map size is
21¢ and the latest heap operation sequence length is 8. Den
means the map density (with %). GMagick is short for Graph-
icsMagick; IMagick is short for ImageMagick. The Avg/Sum
means the average of Den and the total summation of Bug.

AFL 16-16 16-8 16-4 16-3 16-1

Program
‘ Den Bug ‘ Den  Bug ‘ Den  Bug ‘ Den  Bug ‘ Den Bug ‘ Den Bug

jpegoptim 034 1 049 1 049 1 040 1 039 1 035 1
Irzip 207 2 193 2 11.1 3 4.30 2 342 8 2.41 2
yasm 13.2 13 100 2 99.9 7 55.1 7 40.1 13 18.0 12
mjs 6.19 13 100 8 95.2 6 345 10 20.6 13 8.23 13
binutils 759 3 100 3 75.2 3 15.1 3 14.1 2 7.53 2
boolector 7.87 1 654 1 19.4 1 119 1 9.97 1 8.02 1
gpac 8.64 4 100 3 86.3 3 36.3 4 217 3 11.0 3
gpac_latest | 132 3 100 3 85.7 2 41.2 4 305 4 165 3
GMagick 9.58 2 8.25 2 9.54 2 9.23 2 9.80 2 9.55 2
IMagick 14.4 1 8.36 0 14.9 0 9.24 0 146 1 982 0

Avg/Sum ‘ 830 43 60.2 25 49.8 28 217 34 165 48 9.14 39

The @day row in Table 4 shows the number of new CVE vulner-
abilities found by each fuzzer. In total, these fuzzers found 37 CVE
vulnerabilities, as shown in Table 3, whereas HTFuzz found all of
them. For the target vulnerability types, i.e., HT-Vuls, HTFuzz find
32 new HT-Vuls, which is 1.45x more than the best of all baseline
fuzzers (i.e., AFL and Ankou which find 22 new HT-Vuls).

5.3 RQ2. Ablation Studies of HTFuzz

As we have to set the ring buffer length and the sequence bitmap
size, we first perform a study of different settings by comparing the
fuzzing performance. Then, as we modify three components of AFL,
we perform an ablation study to detail the contributions of different
modifications in HTFuzz.

5.3.1 Hyperparameter settings of HTFuzz. As described in the de-
sign section, the ring buffer length L and the sequence bitmap size
2K are configurable, and we find the proper values of L and K by
fuzzing with different settings. Although our goal of testing is more
heap operation sequences which means a high bitmap density, the
distinguishing ability of the bitmap will decrease quickly because of
the hash collision problem when the map density crosses a warning
line [12], and the fuzzer could even become dumb when the bitmap
is filled fully. So, we consider two metrics of fuzzing performance
here, i.e., the bitmap density and the vulnerability number.

We have two options to mitigate the quick increase of bitmap:
enlarging the bitmap size ¢ or decreasing the sequence length L.
The baseline of AFL is K=16 and L=0. We first test the enlargement

®Designing new hash collision function will not help to reduce the bitmap density for
the quickly increasing information.

AFL*S

Figure 5: The HT-Vuls findings of three options (AFL-S, AFL-
SM, AFL-SP) of HTFuzz.

of bitmap size and set L as fixed 16. We can see from Table 5, five
programs (i.e., yasm, mjs, binutils) have reached nearly 100% bitmap
density when K=16 and L=16, and larger bitmap size values cannot
solve the filled full problem (the results are omitted for space). More-
over, the execution overhead will increase quickly with a larger
bitmap size than 16, which is also evaluated in CollAFL [12]. Follow-
ing another direction, we set the bitmap size fixed as 21¢ (i.e., K=16)
and decrease the sequence length L. Considering the potential hash
collision, we set the warning line of the bitmap density as 50% (AFL
reminds the warning line of 70%), and get the best results when L=3
and K=16, which is used as default settings for HTFuzz.

5.3.2  Ablation study. As the complete solution of HTFuzz contains
three modifications, we want to figure out if they all contribute
to the final results. We set three options to control each of them
and run an experiment to compare the results when opening one
respectively, i.e., AFL-S, AFL-SP and AFL-SM.

The results are shown in Table 6 including the HT-Vuls findings,
the code coverage and the heap operation sequence amount. We also
calculate the intersection set of different options in Figure 5. The
data in Table 6 and Figure 5 shows that all of the three modifications
contribute to the final results. Specifically, the sequence amount is
increased from AFL (i.e., 28608) to AFL-S (i.e., 39045), and to AFL-
SM (i.e., 52901). And the HT-Vuls amount increases from AFL (i.e.,
48) to the complete HTFuzz (i.e., 74) with seed saving (i.e., -S), seed
prioritization (i.e., -P) and seed mutation (i.e., -M) added gradually.
Though the winner of code coverage is the AFL-SM(26.41%), AFL-
SM’s ability to find HT-Vuls is lower than HTFuzz, revealing that
code coverage is not the sole criterion for HT-Vuls discovery. Thus,
the whole solution of HTFuzz should contain all three modifications.
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Table 6: The number of HT-Vuls, the code coverage (L-Cov) and the heap operation sequences number (HSeq) of three strategies
(AFL-S, AFL-SP, AFL-SM). AFL-S stands for the fuzzer based on the base AFL with seed saving strategy of heap operation
sequence feedback. AFL-SP stands for the fuzzer based on AFL-S added with the seed selection strategy of pointers accessed.
AFL-SM stands for the fuzzer utilizing the coordinated mutation strategy of MOPT based on the AFL-S. In the columns, U
means the total amount of HT-Vuls in the total runs. In the Sum/Avg/Avg line, we present the summation of U in the test
benchmark as well as the average percentage of L-Cov and HSeq.

HTFuzz AFL AFL-S AFL-SP AFL-SM

Program

‘ U L-Cov HSeq ‘ U L-Cov Hseq ‘ U L-Cov Hseq U L-Cov Hseq U L-Cov Hseq
binutils 6 23.40% 53,590 | 3 19.27% 13,996 | 2  20.43% 20,360 | 4  20.77% 18,171 | 6  23.50% 50,174
boolector 1 1240% 11,902 1 1240% 7,394 1 1244% 9,334 1 1243% 11,179 | 1 1240% 10,469
gpac 5  326% 73081 | 4  270% 25512 | 3 263% 32612 | 4  282% 33275 | 3 475% 76,368
gpac_latest 3 343% 85686 | 3 3.00% 37,393 | 3 290% 58307 | 3  288% 44,543 | 3 345% 72,177
GMagick 2 1045% 17,331 2 955% 12940 | 2 9.75% 12,609 | 2 9.17% 10,233 | 2 10.70% 19,573
IMagick 1 830% 27,639 | 1 9.80% 22209 | 1  895% 23,906 1 7.81% 12,103 1 820% 30,608
jasper 4 17.06% 10,244 | 4 1943% 6,983 3 21.33% 7,529 4 2047% 6,285 4 21.90% 12,158
jpegoptim 1 46.71% 292 1 47.85% 368 1 49.51% 301 1 49.19% 364 1 49.40% 643
Irzip 10 20.68% 6,206 2 20.40% 3,745 8  20.40% 4,408 8  2040% 5377 9 20.75% 6,640
mjs 9 6231% 75214 | 9  64.42% 34911 | 9  6258% 61,757 | 10 62.22% 61,031 | 6  62.85% 74,038
yasm 12 37.84% 152,866 | 12  37.92% 104,471 | 12 38.04% 130,918 | 10 37.24% 120,388 | 11  39.45% 160,202
nasm 10 43.95% 132,747 | 3 42.60% 94,523 | 4  43.74% 124250 | 5  43.69% 122,148 | 11  44.30% 148,838
mxml 2 27.54% 22529 | 1 27.48% 11,182 1 27.44% 19416 | 2 27.50% 19,361 | 2  27.55% 22,928
yara 8  40.44% 60,766 | 2 40.00% 24,896 | 1  39.65% 40,921 | 6  40.89% 54,315 | 2 40.55% 55795
Sum/Avg/Avg | 74 2556% 52,149 | 48 2549% 28,608 | 51 2570% 39,045 | 61 25.53% 37,055 | 62 2641% 52,901

Table 7: The reproducibility results of HTFuzz for the HT-
Vuls in the two datasets[28, 40].

Bug ID Dataset Program Type Reproduce
yasm-issue-91 UAFuzz yasm(6caf151) UAF Yes
CVE-2021-33461 UAFuzz yasm(6caf151) UAF New
CVE-2021-33462  UAFuzz yasm(6caf151) UAF New
CVE-2021-33467  UAFuzz yasm(6caf151) UAF New
CVE-2021-33468 UAFuzz yasm(6caf151) UAF New
CVE-2018-11416 UAFuzz,UAFL jpegoptim(d23abf2) DF Yes
mjs-issue-78 UAFuzz,UAFL mjs(9eae0e6) UAF Yes
mjs-issue-73 UAFuzz,UAFL mjs(e4ea33a) UAF Yes
CVE-2018-11496 UAFuzz,UAFL lzrip(ed51e14) UAF Yes
CVE-2018-10685 UAFuzz lzrip(9de7ccb) UAF Yes
CVE-2021-33453  UAFuzz,UAFL lzrip(9de7ccb) UAF New
CVE-2019-6455 UAFuzz rec2csv(97d20cc) DF Yes
CVE-2017-10686 UAFuzz nasm(7a81ead) UAF Yes
CVE-2017-6966 UAFL readelf(2.28) UAF Yes
CVE-2018-20592 UAFL Mini XML(2.12) UAF Yes
cflow-issue UAFL GNU cflow(1.6) UAF Yes
boolector-issue UAFL Boolector(3.0.1) UAF Yes
ImageMagick-issue UAFL ImageMagick(7.0.8) UAF Yes
CVE-2018-19216 UAFL nasm(2.14) UAF Yes
CVE-2018-20535 UAFL nasm(2.14) UAF Yes
CVE-2017-17813  UAFL nasm(2.14) UAF New
CVE-2017-17817  UAFL nasm(2.14) UAF New

5.4 RQ3. Compare with Other Fuzzers

5.4.1 Compare with UAFL and UAFuzz. We compare with two
fuzzers (i.e., UAFL and UAFuzz) designed for UAF vulnerabilities
as they are typical HT-Vuls. Specifically, we consider the vulnera-
bilities in their benchmark applications found by UAFL or UAFuzz
as the ground truth, and run HTFuzz on the applications with the
same version and the same commands to see if we can find these
vulnerabilities. The results in Table 7 show that HTFuzz can find
all the reported UAF and DF (Double-Free) vulnerabilities in the
datasets. In addition, we find 7 previously unknown UAF vulnera-
bilities which could be considered as missed vulnerabilities of the
previous fuzzers. 5 of them are assigned with new CVEs, and the
other 2 have been reported by others.

We take a further root cause analysis for the newly found vul-
nerabilities to see why they are missed. CVE-2017-17813 and CVE-
2017-17817 in the application NASM are caused by the function
pointer preproc->getline in assemble_file() which points to free()
and generates a dangling pointer. And CVE-2021-33462 is related
to the callback function which finally calls to free(). These three
vulnerabilities are missed because of the difficulty of precise static
analysis. CVE-2021-33453 in the application LRZIP is missed be-
cause it is a multi-thread UAF vulnerability, which is also hard for
static analysis used by UAFuzz and UAFL. As HTFuzz is sensitive
to heap operations and thus could catch HT-Vuls with a higher
probability. When a specific thread interleaving is met by chance,
it thereby catches the missed vulnerability. Further studies on ac-
tive thread interleaving are required to better discover this type of
vulnerabilities and we leave it as future work.

5.4.2 Compare with other greybox fuzzers. We compare HTFuzz
to the open-source greybox fuzzers by re-running them on our
dataset. The results of found HT-Vuls are shown in Table 8 and
the heap operation sequence amount results are shown in Table 9.
From the view of vulnerability number, HTFuzz is more capable of
discovering HT-Vuls than other greybox fuzzers. Although HTFuzz
is only a little better than the second winner MOPT (i.e., 48.88 vs. 41)
and the third winner Ankou (i.e., 48.88 vs. 40.88) when calculating
the average number, HTFuzz is much better than them according to
the total results (i.e., 74 vs. 51 and 74 vs. 59). Based on the p-value
of the Mann-Whitney U-test with the basis of HTFuzz, HTFuzz
outperforms all the nine compared fuzzers ”. It has to mention
that two afl-sensitive tools utilize the bitmap to record execution
changes as HTFuzz but don’t balance the information sensitivity,
leading to bitmap full quickly and bad results (i.e., 74 vs. 21 for
afl-sensitive-ma and 74 vs. 18 for afl-sensitive-mw).

From Table 9, we can see that HTFuzz triggers much more heap
operation sequences than other fuzzers. Specifically, HTFuzz finds

71t means statistically significant when p-value is smaller than 0.05.
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Table 8: The number of HT-Vuls found by different fuzzers. In the columns, U and Avg mean the total and the average amount
of HT-Vuls in the total runs. The symbol - means the corresponding fuzzer could not compile the binary.

Program HTFuzz AFL Memlock AFL-sen-ma AFL-sen-mw PathAFL Tofuzz MOPT Angora Ankou

|U Avg |U Ag|U Avg |U Avg |U Avg |U Avg |U Avg|U Avg|U Avg |U Avg
binutils 6 475 |3 225|2 2 |2 200 2 2.00 2 200 |3 213]4 300|5 325|5 4.00
boolector | 1 1.00 | 1 100 | 1 1 |0 000 1 1.00 1 1001 1001 100|- - |1 100
gpac 5 300 |4 28 |0 0 |0 000 0 0.00 3 300 |3 28 |3 2257 325|2 163
gpac_ latest | 3 3.00 | 3 213 |3 225 |3 200 2 2.00 2 200 |2 150 |3 3008 550 |3 3.00
GMagick |2 113 |2 113[0 0 |0 0.0 0 0.00 1 1.00 |0 000 |2 200|0 0001 025
IMagick 1 013 |1 013[0 0 1 0.50 1 0.25 1 100 |0 000[0 000|- - |0 000
jasper 4 313 |4 3253 2 |0 000 0 0.00 2 200 |3 263|3 3006 300|3 263
jpegoptim | 1 100 |1 100 [ 1 075 |0  0.00 0 0.00 1 100 |1 100 |1 1.00 |0 0001 063
Irzip 10 675 |2 200(5 375 |9 500 3 2.25 7 533 |4 225|5 400 |8 350 [10 6.75
mjs 9 475 |9 450 |2 15 |0  0.00 0 000 |10 667 |6 363 |6 450 |0 000 |7 488
yasm 12 838 |12 738 |3 225 |4 250 7 3.25 7 58 |8 538|9 8752 050 |11 775
nasm 10 538 [3 213 |4 175 |1 0.75 1 1.00 2 200 |6 28 |10 500 |- - |11 563
mxml 2 138 |1 1001 025 |1 0.25 1 0.25 1 100 |1 100 |1 1.00 |0 0002 125
yara 8 513 |2 113 |2 15 |0  0.00 0 0.00 1 100 |0 000 |3 250 |1 08 |2 150
Sum/Sum |74 48.88 |48 31.88|27 19 |21 13.00 |18  12.00 |41 34.83 |38 26.25|51 41.00 |37 19.88|59 40.88
P-value | | 2.39E-06 | 9.03E-07 | 1.52E-08 | 3.15E-09 | 5.76E-06 | 4.04E-06 | 5.09E-04 | 7.05E-08 | 3.77E-02

Table 9: The amount of heap operation sequences found by different fuzzers.

Program  HTFuzz AFL AFL-sen-ma AFL-sen-mw Memlock PathAFL Tofuzz MOPT Angora Ankou
binutils 53,590 13,996 10,522 10,588 15,342 11,132 10,897 24,066 21,802 16,001
boolector 11,902 7,394 2,145 2,991 6,272 6,804 6,225 7,587 - 4,036
gpac 73,081 25,512 26,105 27,770 37,570 22,219 25,576 37,453 46,878 40,458
gpac_latest 85,686 37,393 38,792 36,228 53,380 38,098 28,114 51,886 49,637 54,895
GMagick 17,331 12,940 8,833 7,129 3,711 9,502 9,989 18,494 7,569 9,621
IMagick 27,639 22,209 14,643 13,606 3,546 9,600 11,658 26,488 - 16,419
jasper 10,244 6,983 1,080 1,080 5,543 5800 6,074 10,067 6,344 4,299
jpegoptim 292 368 266 359 297 286 338 533 101 173
lrzip 6,206 3,745 4,706 3,763 6,150 3,748 3,969 5,012 3,610 3,701
mjs 75,214 34,911 16,745 17,298 26,377 25,279 25,745 50,164 13,255 23,569
yasm 152,866 104,471 65,897 69,505 72,582 64,510 101,298 108,959 31,668 87,041
nasm 132,747 94,523 69,817 65,999 96,108 93,056 91,432 107,678 - 78,863
mxml 22,529 11,182 7,563 7,649 9,854 12,526 11,965 15,747 3438 8,383
yara 60,766 24,896 11,596 10,569 24,606 27,885 20,366 33,059 8,160 21,294
Avg 52,149 28,608 19,908 19,609 25,810 23,603 25260 35514 17,497 26,339

more sequences of 1.82x, 2.62x, 2.66x, 2.02x, 2.21x, 2.06x, 1.47x, 2.98x
and 1.98x compared to AFL, AFL-sensitive-ma, AFL-sensitive-mw,
Memlock, PathAFL, TortoiseFuzz, MOPT, Angora and Ankou, re-
spectively. Although the sequence amount is more reasonable for
us as we are targeting sequences, we also test the basic code cover-
age of the fuzzers. Generally, HTFuzz achieves a similar number as
baseline fuzzers and details are presented as additional artifacts.

5.5 Case Study

5.5.1 Realloc-caused vulnerabilities. We found several HT-Vuls
caused by the incorrect use of the realloc function. Realloc is used
to resize the memory region a pointer points to and it has two
parameters, i.e., ptr and size. However, when the function fails to
extend the original memory block, it allocates a new larger block
elsewhere. As the developer is expected to update the previous
pointer as invalid, it may have the risk of UAF vulnerabilities when
forgetting to update. There is another corner case when the size is 0.
In the case of CVE-2016-8693 (a DF vulnerability) in the application
Jasper, although the developers remember updating the original
memory buffer m->bu f to the return value of the jas_realloc2(), the
code execution exits before the updating action in the un-patched
version, causing a double-free at another release point of m->buf.

HTFuzz focuses on heap operation sequences including operation
orders and access operations, thus is able to find the vulnerabilities.

5.5.2  Incomplete patch. It has to mention that we found a new UAF
vulnerability (CVE-2020-35980) resulting from an incomplete fix of
the previous one (CVE-2019-20164). Both vulnerabilities are related
to the function pointer of free() and hard to be statically analyzed.
In this case, the crash happens at the gf_isom_box_del() function
when reusing the heap structure vul_a. The developer previously
patched the bug by adding an i f condition to invoke error handling
codes and avoiding the abnormal use of vul_a. However, we found
a new UAF bug in the patched function again, which reveals that
finding HT-Vuls is essential because they are complicated to fix.

6 THREAT TO VALIDITY

One threat to validity is that, because of the well-known large
amount of heap operation sequence information, HTFuzz has to set
parameters of recording map size K and the latest heap operation
sequence length L configurable, and coarse-grained instrument the
sensitive heap operations. Although we did experiments based on
AFL [52] to study the values, we cannot ensure the default setting
(i-e., K=16 and L=3) is the best, and we also suffer from hash collision
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problem of bitmap. A better choice is to adjust the size K and length
L based on the available computing resources adaptively, and we
leave it as future work.

Another threat to validity is that it is hard to evaluate the capa-
bilities of fuzzers, including the testing randomness and benchmark
bias. To address this issue, we collected the benchmarks from newly
published datasets [28, 40, 43] with functional diversity and com-
pared tools by their published results or re-running. In addition,
each experiment was extended to 72 hours and conducted 8 times to
mitigate the fuzzing randomness factor. We did the Mann-Whitney
U-test for the statistic evaluation of HTFuzz’s result of 8 experiments
compared with other tools. According to the different compared
metrics, we believe that the results of HTFuzz are representative.

7 RELATED WORK

In this paper, we propose HTFuzz, a fuzzing solution for HT-Vuls. So
we introduce the fuzzing solutions for HT-Vuls and other greybox
fuzzing improvements.

7.1 Greybox Fuzzing for HT-Vuls

Heap-based temporal vulnerability is one of the most common types
of memory-corruption vulnerabilities [37, 39], and discovering them
is still an open question and has been a research hotspot [1, 28, 40].
Researchers propose several solutions such as static analysis [35, 47]
and runtime detection [4, 17, 38, 49]. Fuzzing, especially greybox
fuzzing, has made a big success in finding bugs [24], such as OSS-
fuzzing platform [32], LibFuzzer [31], and the AFL family [3, 5, 6, 8,
9,11, 12, 18, 19, 22, 25, 30, 43, 44, 48, 52, 54-56]. Thus recently, lots
of fuzzing solutions have been proposed to find various types of
bugs [2, 3, 6, 44, 46], including finding HT-Vuls [28, 40].

Fuzzing solutions such as UAFL [40], UAFuzz [28] and LTL-
Fuzzer [26] pre-define or pre-analyze the candidate vulnerable op-
erations statically and guide the fuzzer to cover the operations in
sequence to find HT-Vuls. However, their discovery ability is lim-
ited by expert knowledge and imprecise static analysis. This mainly
motivates us to take another technique route, i.e., introducing heap
operation sequence feedback to fuzzing without prior knowledge.

The original code coverage-based greybox fuzzing is insufficient
for HT-Vuls as it is unaware of the heap operation sequence which
is critical. There are some general fuzzing solutions to obtain more
subtle code execution by enriching the coverage feedback sensi-
tivity. For instance, TortoiseFuzz [43], MemFuzz [10], and AFL-
sensitive [41] enhance the code coverage feedback with memory-
related operations. However, they face the same limitation for find-
ing HT-Vuls that they cannot catch sequence information. Although
there are some attempts such as PathAFL [48] which tries to record
the whole execution trace, PathAFL finally gives up the order in-
formation because of the record explosion problem. It is also the
first challenge to design HTFuzz and we propose a lightweight
tracking mechanism for heap operation sequence feedback. Also,
previous solutions don’t adapt the seed selection based on accessed
pointers which is another critical condition to find HT-Vuls, and
the seed mutation to handle some conflicts of code coverage and
heap operation sequence coverage.
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7.2 Greybox Fuzzing Improvements

In HTFuzz, we modify three main components of greybox fuzzing
based on a new heap operation sequence feedback towards HT-Vuls.
And there are more improvements for the three components and
other parts in greybox fuzzing solutions.

As we mentioned in the evaluation, several works are proposed
to improve the feedback sensitivity, from basic block level [29] to
edge level [52], and to the path level [48]. And seed saving based
on new feedback metrics is generally proposed for specific targets,
such as alias instruction pair coverage of different threads for con-
currency vulnerabilities in KRACE [46], memory usage peak value
for memory consuming bugs in Memlock [44]. Seed selection is
used to prioritize the valuable seeds to mutate with a higher prob-
ability, and usually, it is modified with seed saving. For example,
CollAFL [12] and PathAFL [48] propose to prioritize seeds with
neighbour branches. Moreover, some works take advanced algo-
rithms for power schedule, such as Multi-Armed Bandit [42, 50, 53],
Ant Colony Optimization [57], etc. Seed mutation optimizations are
also useful, e.g., MOPT [22] and EMS [23].

Apart from modifying the above parts, there are some other
techniques that can improve fuzzing, such as increasing the fuzzing
speed, e.g., REDQUEEN [2], Full speed fuzzing [27], etc. Driller [36]
and Qsym [51] combine symbolic execution technique to deal with
magic numbers. And machine learning is utilized for fuzzing [7, 34,
45]. As they are proposed to enhance fuzzing from different angles,
they can be combined with other solutions including HTFuzz.

8 CONCLUSION

In this paper, we propose a heap operation sequence sensitive fuzzer
named HTFuzz for heap-based temporal vulnerabilities. As current
greybox fuzzers have limitations to integrating heap operation se-
quence feedback, such as relying on expert knowledge or imprecise
static analysis, we propose to increase the diversity of heap op-
eration sequences and tune the fuzzer based on heap operation
sequence feedback. We evaluated HTFuzz with 11 fuzzers on 14
real-world applications. The results showed that, HTFuzz outper-
formed all 11 baselines in terms of heap operation sequences and
0day heap-based temporal vulnerabilities. HTFuzz found 37 new
vulnerabilities with 37 CVEs assigned, including 32 new heap-based
temporal vulnerabilities.
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